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1 Introduction can use existing redundancy to repair them on-the-fly.

Despite the best efforts of the file and storage system cdifVéver, the corruption detection and the redundancy
munity, file system images become corrupt and require £2U!d appear in different levels of the storage stazlg{

pair. In particular, problems with many different parts dfnécksumming at the file system level, and parity at the

the file and storage system stack can corrupt a file sf¥AID-1evel). Ideally, the file system should be able to

tem image: disk media, mechanical components, driggoperate with the storage subsystem to repair the cor-
firmware, the transport layer, bus controller, OS driver&/Ption. Unfortunately, the current storage interface-pro

and the buggy file system code itself [2, 9, 17, 23]. hibits such cooperatio_re(g, the file system cannot repair
Traditionally, file systems rely on an offline checketrhe block from the parity set because the parity blocks are

utility, fsck [16], to repair all inconsistencies caused b?f(CIUded by the interface).

the corruption. Unfortunately, as the name suggests, of-Third, since redundancy is not always available, not all
fline fsck can only work when the file system is not ruimportant metadata can be repaired. For example, com-
ning. Furthermore, it has a bad reputation of being &only directory names are not replicated. A corrupt di-
extremely slow process [13]. Since file system downtinf@Ctory name causes its subdirectories untraversable.

is usually avoided in reality, offline fsck is run very rarely Lastly, when all forms of fast repair cannot fix the cor-
(e.g, every 30 mounts). ruption, a full online fsck is needed. Designing a full on-

As a result, the occasionality of offline fsck is risky fofine fsck is tricky because it could unsafely modify data
reliability; corruptions are not detected early in timedarstructures that are being used by the file system and the
hence, corrupt data may potentially be used by the fa@plication. If not designed carefully, a complex manage-
system. Worse, as file system data structures are highiignt of in-kernel data-structures is required [13]. More-
inter-connected, a corruption could easily spread to othfer, since the online fsck most likely mimics the proce-
structures, creating a more corrupt file system. In extreréigres in offline fsck, it must also be designed robustly; our
cases, we have observed that a corruption could spré@eent experience shows that existing offline fsck design
such that the file system becomes unmountable [17]. is remarkably complex and unreliable [11].

Therefore, to improve file system reliability and avail- By addressing all the problems above, this paper pro-
ability, the file system should be armed with a continuop®ses how a continuous checker and repair should be
checker and repair utility. The checker guarantees thatilt, and how the file system has to be redesigned to make
the file system does not use corrupt data structures, whilsore amenable to our continuous checker and repair.
the repair restores the file system consistency without thero detect a corruption in a fine-grained manner, we rec-
need to shut down the file system. Unfortunately, most@fnmend the use ofata-structure checksummingith
today’s file systems lack such a utility [10, 13, 17]. Teuhich the file system can easily retain non-corrupt data
build one, several challenges must be addressed. structures and repair only the corrupt ones. To repair the

First, to detect a corruption, the consistency of eaebrrupt data structures, we propose three solutions to con-
data structure and all of its fields needs to be verifigshuous repair. These solutions are stackable, and can be
against the rest of the file system. This is an expensiwgplemented independently. First, the file system should
process since the whole file system must be scanned inge existing redundancy in the storage stack. To do that,
der to run the cross-checks. One way to alleviate the c@sé storage interface has to suppodoperative repair
is to use a fast corruption detection such as checksuBpecifically, a small interface is added such that the file
ming. However, checksumming is often done at a coarsgstem can delegate the repair to the underlying storage
grained level €.g, sector- or block-level). Such coarsesubsystem. Second, we introducesiammary database
grained corruption detection only reports that a block ighich stores partial redundancy of important file system
corrupt, but does not pinpoint which data structures amgetadata. Metadata copies can be added or removed flex-
corrupt within the block. The implication is that all datably depending on the level of availability needed. More-
structures within the corrupt block have to be repaired. over, the repair process can be made fast since we only

After corrupt data structures have been detected, ameed to scan the compact database rather than the whole



file system. Third, we design a full online fsck that couldll unreachable directory entries (although they could be
distinguish safe and unsafe repairs. To achieve that, tladid). As an alternative, one can place directory entries
file system adds eepair bitfor each file system data strucin a location-independent manner such as in ReiserFS. In
ture. The bit is set when the corresponding data structiReiserFS, directory entries are represented with fixed-siz
is corrupt. With this marker, our online fsck cannot pedirectory headers in the beginning of a directory block,
form unsafe repaird.g, removal) on data structures withand the variable-length directory names are added in re-
the repair bit off. Hence, complex management of in-userse order at the end of the block [5]. In this location-
structures is unnecessary. independentdesign, a checksum can be added in the fixed-
In the next two sections, Section 2 and 3, we present deingth header.

design of continuous read checker and repair. Section 4 . .
describes the status of this work. Finally, we discuss 8- Continuous Read Repair

lated work and conclude in Section 5 and 6 respectivelyfo improve availability, corrupt data structures should be
. repaired on-the-fly. We propose three solutions for per-
2 Continuous Read Checker forpming continuou¥s repaiFrJ. Trf)wese solutions are stackapble,
The goal of the read checker is to detect corruption caugbdt is, if the first solution cannot fix the corruption, the
by low-level failures. One approach is to mimic tradisecond one can pick it up, and so on. However, each solu-
tional fsck, that is, the consistency of each data structuien can be implemented and used independently.
and all of its fields is verified against the rest of the file
system. For example, to ensure that a given directory éhl L everage Storage System Redundancy
try is not corrupt, all of its fields (inode number, recorth the first approach, the repair depends on certain redun-
length, directory name, etc.) must be consistent: the inadncy such as mirroring or parity to exist at any level in
that it is referring to must not be a free inode, no other dire storage stack. In such case, the repair can simply re-
rectory points to the same inode, the subdirectory nanenstruct the corrupt block from the redundancy.
should be unique within the same directory, etc. This isHowever, one problem arises: the corruption detection
an expensive process since the whole file system mustinel the redundancy could appear in different levels of the
scanned in order to run the cross-checks. We believe thisrage stack. For example, checksumming is done at the
is the reason why many commaodity file systems skip sufile system level, but parity at the RAID-level. Ideally, we
a process and potentially use corrupt data [17]. want the file system to be able to repair the corrupt parity
A faster solution is the use of checksumming, which &et after detecting a corrupt block within the set. Unfortu-
no longer considered expensive and has been deployedately, the current storage interface prohilsit®perative
some of the recent file systems [9, 19, 21]. However, maspair; the file system cannot cooperate with the under-
of the deployed checksumming is done at a coarse-graifyidg storage system because the current storage interface
level (e.g, sector- or block-level). Such coarse-grainedbes not expose the redundancy. For example, a RAID-
corruption detection is not suitable for data structure ré-system only exposes a linear array of blocks in which
pair because it only reports that the block is corrupt, bparity blocks are excluded. Therefore, we advocate that
does not pinpoint the corrupt data structures within tiiee thin interface between the storage and the file system
block. For example, in ext3, a 4-KB block contains 3ghould expose more information and control [7, 8], in this
inodes, and since coarse-grained checksumming doesa#sie to support a cooperative repair.
pinpoint which inodes are corrupt, all the 32 inodes mustTo extend the interface, we need to decide which layer
be repaired. Thus, we advocate that file systems shosltebuld perform the repair: the file system or the storage
employdata-structure checksummingith which we can subsystem. If the repair is done by the file system, there
easily retain non-corrupt data structures, and repair orage two drawbacks. First, the interface must be extended
the corrupt ones. such that the file system is able to read all the redundancy
To support data-structure checksumming, the locatieat. Second, all kinds of repair algorithead, parity cal-
of each data structure in a block must be at a known offulation, erasure-coded) must be implemented in the file
set. Unfortunately, not all existing file systems structugystem layer. A solution to both drawbacks will break
the content in docation-independemhanner. For exam- modularity. Thus, we believe the correct solution is to
ple, in ext3, variable-length directory entries are placel®legate the repair to the underlying storage system.
next to each other [6], thus, the location of succeeding en-To delegate the repair to the storage subsystem, we pro-
tries depend on the preceding ones. In this design, addpoage a new simple interfaceepai r ( B) , whereB is the
a checksum to each directory entry is useless becauskldfck that should be repaired. Before beginning the repair
a directory entry is corrupted, succeeding entries are ymecess, the storage subsystem should wait for any on-
reachable and their checksums cannot be checked. Sgaimg write to complete, and buffer new writes to the re-
design hinders a good repair process; the ext3 fsck purgesdant set until the repair finishes. The idea is the redun-



DirEntryTable EE(_)I\EACT E*Et Table P, DirEntryTable S
ino entryNum entrylno entryName rentryfapte B ArEntrytabie

WHERE // P.entrylno will be

2 1 2 /1 the /parent inode nunber

2 2 2 . P.ino =2 AND
2 3 35 par ent P.entryName = ’'parent’ AND
35 1 35 . /!l Find the i-th subdir of

35 2 2 L /1 the /parent directory

35 3 40 child.1 S.ino = P entryl no AND
35 4 50  child2 S-entryhm =1

] . . Figure 1:Reconstructing a corrupt subdirectory entry.
Table 1:Summary databasefor directory entries. The g query returns the i-th subdirectory of thpar ent direc-

table shows the partial content of a directory entry table.o,
entryNum entryl no and ent r yName represent a direc-
tory’s inode number and itS. subdirectory’s entry numbenda summary databagﬂanaged by the file system. The sum-
number, and name respectively. Inode number 2 represeeis {hary database stores partial metadata redundancy. As an
:ﬁgt"'”,?gﬁd( ): E?téftfi;]:mber 1 and 2 are always reserved fqg, o mnje the directory entry table shown in Table 1 repli-

' o ' cates the directory hierarchy. With the summary database,
dancy set should not be interfered by any writes. After tieetadata copies can be added or removed flexibly de-
repair finishes successfully, the file system can read tending on the level of availability needed. For example,
block again. We believe this simple interface can be easie might want to replicate the directory hierarchy so that
ily introduced to support a powerful cooperative repair. users can still traverse the file system in the midst of cor-

. . . ruption, or one does not want to replicate any metadata if
3.2 Par“al_ Repair with St_Jmmary Dat_a_base the underlying storage subsystem already employs a cer-
Redundancy is not always available for repairing a cqg;ip, redundancy.

_rupt data structure; it may not exist in the storage stack orpe summary database also enables a fast repair since
it could also be corrupt. Fortunately, a corrupt data strugie repair only needs to scan the compact database rather
tu.re.can bg repaired from thimplicit redundancystored ihan the whole file system. For example, if the data-
within the file system. For example, Suppose we haves@ycture checksum indicates that the i-th directory entry
/'parent/. .. directorypath, andthgar ent s directory of the/ parent directory is corrupt, we can repair it by
block is corrupt such that we cannot traverse to the SUrQ'nning the query shown in Figure 1. The query obtains
directories. This corrupt content can be reconstructed fh necessary information that will be used to reconstruct
physically scanning all directories and finding all direGye corrupt directory entry. Furthermore, by writing the

tories whose . * entries point to thepar ent directory. repajr code in a declarative query language, we found that
Another example is when we want to reconstruct a corrypk repair code can be made robust [11].

inode. One of the tasks in reconstructing the inode is top potential drawback of storing extra partial redun-
ensure that the pointers to its data blocks are valid, s«peggncy is that extra writes are added. Depending on the
ically, by verifying that the bitmap marks those blocks agmnount of redundancy, the overhead of the extra writes
used, and no other inodes pointing to the same blocks.q1d be negligible. For example, if we only store di-
~ The examples above suggest that repair is feasible eygfory hierarchy in the database, non-directory file op-
in the absence of explicit redundancy. However, bofliations will not impose any overhead. Furthermore,
examples reveal two problems. First, not all importagd improve spatial locality, each record in the summary
metadata has implicit redundanag.g, directory name, gatapase is stored closely to the information it describes.
inode’s time). In such case, the repair can manufacturq, an extreme and unfortunate case, the summary
a safe value [18]. For example, corrupt characters in atapase itself could be corrupt. In this case, the last and
rectory name can be changed to valid oregJ(par#! $ |y way to repair the corrupt data structure is to cross-
to par ), inode time can be reset to current time, etgneck the whole file system, which is an intrusive solu-
Nevertheless, this kind of repair might not be suitable fgpn, for the sake of repairing a single data structure. Thus,
important metadata such as directorynames.  jnstead of repairing it directly, the file system maintains
The second problem is more challenging: repair couldsiatistic of unrepairable data structures, which will be

involve lots of cross-checks that require whole file systefRed as an indicator to run the final approach of continu-
scan. In the first example, all directory blocks are scannggs repairj.e., the full online fsck.

in order to find the orphan directories, while in the second,

all inodes are scanned to prevent duplicate blocks. T3 Full Online Fsck

makes continuous repair slow, intrusive, and unattractivehe third approach of repair, a full online fsck, is initi-
Our solution to the problems above is to add a smalled when the number of unrepairable data structures in

tory from the summary database.



the second approach has exceeded a certain thresholghéired online, it cannot be ignored. Therefore, our online
when a certain period of time has elapsed). fsck also keeps another statistic of the unrepairable é-us
There are two big challenges in designing an onlig&ta structures. This statistic will be used as a better indi
fsck. First, while the online fsck is running, file syscator to run the offline fsck, rather than using an arbitrary
tem data structures can be in-useg( by open descrip- number €.g, on every 30 mounts).
tor, for directory cache, etc.). However, fsck has the To solve the second challenge, we leverage our recent
power to modify any metadata, including metadata rerork in creating a more robust offline fsck [11]. The key
moval. This means that the online fsck could be in cote our robust offline fsck is to use a high-level declarative
flict with the file system and the application. For examlanguage and clearly separate each of the fsck components
ple, if a/ | ost +f ound exists as a file, it will be deleted(scanner, checker, repair, and flusher). In this design, the
since fsck wants to use that path as a directory. If an gganner scans the metadata from the disk and loads them
plication coincidentally created and is currently using tHo a temporary database, on which the repair will take
| ost +f ound file, the online fsck will be in conflict with place. The checks and repairs are built as a collection of
the application. This implies that an online fsck should ebust declarative queries, similar to the one in Figure 1.
able to identify the type of repair that can be performadfe found that a declarative query language is an excellent
safely on-the-fly. Without such ability, an online fsck wilimatch for the cross-checks that must be made across the
require complex management of in-kernel data-structurdifferent structures of a file system. Unlike existing oflin
which is one of the big reasons why a full online fsck ifsck, the repair is reflected to the temporary database first.
hard to design [13]. After all inconsistencies have been repaired, the flusher
Second, fsck is complex. For example, the ext3 fsdigflects all the database updates to their home location.
written in 20,000 lines of low-level C code, performs We design our online fsck similar to our robust offline
121 repairs and can identify and return 269 different esck, but with slight modifications. First, since this pro-
ror codes. Its checks and repairs range from simelg,( cess is online, before scanning the disk and loading the
examining individual structures in isolation) to complefemporary database, we wait for ongoing file operations
ones €.g, cross-checking all instances of multiple strudo finish and freeze new ones temporarily. The scanning
tures at the same time). Hence, a robust fsck is hardworks similar to a disk scrubbing utility, but it is metadata
design and implement. In our recent work [11], we comiiven [3]. It also sets the repair bit of all data struc-
firmed that existing offline fsck has many weaknessdsres with incorrect checksums. After all metadata has
fsck sometimes performs inconsistent repairs that can coeeen scanned and loaded into the temporary database, the
rupt the file system image, fsck also sometimes does haited file operations can proceed, and the repair phase
use all available information and can lose portions of tigan begin. During the repair, any modification is only re-
directory tree, and many more. This accentuates thatlected to the temporary database rather than to the file
robust online fsck should also be designed carefully. system. Since we are keeping two copies of metadata
To solve the first challenge, our online fsck follows on€one each in the file system and the temporary database),
important rule: it does not perform removal of data strutve must keep both copies synchronized. Thus, each file
tures that could be in-use. We implement the rule I$ystem operation is also reflected onto the database. For
adding arepair bit in each of the file system data strucexample, if there is a foreground operation that deletes a
tures. The bit is set when the corresponding data struct@dieectory during the repair process, the directory records
is found corrupti(e., the checksum is wrong). Thus, thign the temporary database will also be removed. Finally,
marker guarantees that the file system can only use nafidata structures that have been repaired in the temporary
corrupt data structures. Our online fsck then performs &itabase are reflected to their home location (the summary
types of repair (update, addition, and removal) on daiatabase is also updated).
structures that have been marked, but could only perfor
update and addition (but not removal) on those that 042 Status
be in-use. Without the repair bit, an online fsck canngVe plan to build a continuous checker and repair utility
distinguish which data structures are safely repairable dor the ext2 file system. Adding a checksum and a repair
the-fly. bit to each of the ext2 data structures should be straight-
It is possible that our online fsck has to delete an ifierward. A little more work needs to be done for changing
use data structure. This implies that its checksum is vatltk ext2 directory structure to be location-independent.
but the content is not consistent with the rest of the filextending the storage interface to support a cooperative
system. This case could only arise due to two factorsrepair should also be straightforward. In particular, we
bug in the file system, or a complex failure scenaeé@( plan to leverage a previous work done in our group [8]. In
lost write, misdirected write [20]) has occured in the stothat work, the storage interface is extended to support co-
age subsystem. Although this inconsistency cannot be operation between file system journaling and RAID syn-



chronization. To implement the summary database aachieve that, we have proposed three stackable continu-
the full online fsck, we will reuse much of the compoeus repair solutions, which when combined will increase

nents of our recent work in redesigning the ext2 offlinte
fsck [11]. In that work, we have implemented the scans
ner, and rewritten all the 121 repairs in SQL. The onl 1
things left are to add a lightweight database suppg,( |2
SQLite [1]) into the file system, and a synchronization
support between the file system and the database.

(3]

5 Related Work 4

Our first solution to continuous repair is similar to
ZFS [19]. In particular, ZFS performs an online repair
from the redundancy stored in RAID-Z [3]. However, theys)
cooperation between ZFS and RAID-Z requires a fully
transparent interface; as Bonwick stated, the repair is “in’tﬁ]
possible if the file system and the RAID array were sepa-
rate products” [3]. On the other hand, we propose a more
generic solution by adding a simple repair interface. FUII-7]
thermore, ZFS's repair fully depends on existing redun-
dancy; ZFS does not propose a full online fsck by whic
corruptions are repaired in the absence of redundancy.
Partial online fsck has been proposed before. Chunkfs
supports a partial online fsck but only on partitions thaf]
can be offline for a while [12]. McKusick suggests a back-
ground fsck [15], however, it could only repair simple inp g

file system reliability and availability significantly.
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