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Abstract

Improving Visibility of Distributed Systems through Execution Tracing

by

Rodrigo Lopes Cançado Fonseca

Doctor of Philosophy in Computer Sciences

University of California, Berkeley

Professor Ion Stoica, Chair

We are faced today with distributed systems of unprecedented scale, built from hundreds of thou-

sands of heterogeneous computers. These range from large datacenter installations to swarms of

mobile devices embedded in and interacting with the physical world. They are pushing the limits

of what problems we can solve, be it organizing all the world’s information, making sense of the

genome, or the world’s climate. As our dependency on such systems increases, so does the impor-

tance of their availability, reliability, and efficiency, as well as the costs and impacts of failures. The

problem, however, is that our ability to build and program these systems is progressing faster than

our ability to understand how they work, and, especially, how they fail.

In this dissertation we argue that distributed systems should have traceability, or the ability to

follow the execution of defined tasks or activities across the different components involved, as a

first-class concept, creating the basis upon which to build tools to gain visibility into their execution

and understand their behavior, performance, and failures.
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To demonstrate that this is feasible and useful, we designed and implemented two instrumen-

tation frameworks targeted at two widely different points in the distributed systems space. The

first framework, X-Trace, tracks the execution and records the causal relationship among arbitrary

programmer-defined events in large-scale, loosely-coupled distributed systems. X-Trace is general,

lightweight, and is designed to span different layers, components, machines, and administrative do-

mains. We instrumented several protocols and applications with X-Trace, including two wide-area

deployed systems, the Coral CDN and the OASIS Anycast service. We used the instrumentation to

find and solve several performance and correctness bugs. The second framework, Quanto, applies

to wireless embedded sensor networks, and tracks execution of programmer-specified activities to

understand energy and resource consumption. Quanto provides network-wide visibility of resource

consumption for related events in extremely resource-constrained devices. We show how we instru-

mented TinyOS with Quanto and can use it to do a complete map of where and why energy is spent

by a node and across the network.

Professor Ion Stoica
Dissertation Committee Chair
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Chapter 1

Introduction

A distributed system is one in which the failure of a computer you didn’t

even know existed can render your own computer unusable.
Leslie Lamport

We are faced today with distributed systems of unprecedented scale, built from hundreds of

thousands of heterogeneous computers. These are pushing the limits of what problems we can solve,

be it organizing all the world’s information, making sense of the genome, or the world’s climate.

We are populating the world with wireless and mobile devices, connecting them, and embedding

these networks into our own social networks and in the environment.

As our dependency on such systems increases, so does the importance of their availability,

reliability, and efficiency, as well as the costs and impacts of failures. The problem, however, is that

our ability to build and program these systems is progressing faster than our ability to understand

how they work, and, especially, how they fail.

This dissertation looks at helping to close this gap, by providing frameworks and tools to give

visibility into the end-to-end execution of these distributed systems. We aim to collect and pro-
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duce relevant information to aid in checking correctness, troubleshooting, and analyzing and tuning

performance and resource consumption.

In the remainder of this introductory chapter we present the motivation behind the dissertation,

which can be summarized by the epigraph above, and how to improve on the situation. We then

present our thesis, which argues that traceability should be a first-class concept in distributed sys-

tems. This is followed by a summary of our contributions, and by a description of the organization

of the remaining chapters.

1.1 Motivation

Many of the distributed systems we deal with today are complex and heterogeneous. We in-

creasingly depend on search engines, communication services, online auction and financial ser-

vices, commerce applications, scientific computational grids, not to mention systems that run our

telecommunication, health, transportation, and energy infrastructures.

A distributed system is a computational system composed of multiple independent computers,

connected by a network and communicating by exchanging messages [43]. This places distributed

systems in contrast with centralized systems, and also with parallel systems, that can have multiple

tightly-coupled processing units connected by reliable, high bandwidth channels.

Our current distributed systems are scaling up in one extreme, in terms of the size and aggre-

gated processing power of large-scale datacenters, and scaling out in the other, in terms the large

number of mobile and embedded devices we are deploying. Two examples of the former are the

computational Grid that leverages resources from scientific institutions around the world [60], and

the massive distributed infrastructure of Internet services like Google [69, 29], Yahoo! [36], Ama-
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zon [41], and Microsoft [85]. These companies are building large datacenter installations reaching

almost 100,000 servers each [107]. A recent report by the United States Environmental Protection

Agency [3] noted that the number of servers installed in the US was expected to almost triple from

2000 to 2010, reaching 15,775,000, with a compounded annual growth rate of 11%. Two exam-

ples of the growing use of mobile devices are proposals to use large numbers of GPS-equipped cell

phones as wireless networked sensors for traffic [49], and for air pollution [80].

There are a number of reasons for distributing computation in this fashion. Large systems of

loosely-coupled independent components are the most economically feasible way to cope with the

scale of our data and processing demands. Systems are also distributed geographically to provide

better latency, resiliency to catastrophic events, and for economic and political reasons. For ex-

ample, large services like Google can move large batch jobs around the world to track off-peak

electricity costs. Some countries, on the other hand, may require that data for services offered in the

country be maintained in datacenters located domestically.

Users themselves are inherently ‘distributed’, even more so with increasingly smart mobile

client devices. These form an integral part of complex systems, exemplified by peer-to-peer net-

works [104], voice over IP, distributed computational projects [9], and by current terms such as

‘cloud computing’ [7, 70] and ‘software as a service’ [145].

Lastly, embedded wireless devices in the form of cell phones, wireless sensor networks [101],

and RFID tags promise to extend the reach of distributed systems to the environment around us,

increasing the numbers of devices by orders of magnitude.

The systems in which we are interested in this dissertation are well characterized by Leslie Lam-

port in his quote in the epigraph [98]. They have several characteristics that make their program-
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ming, deployment, troubleshooting, and operation harder than in their centralized or tightly-coupled

counterparts. The individual components operate concurrently, can fail independently of each other,

and do not share a common clock. Furthermore, they are composed of a large number of possibly

heterogeneous components, and the set of components can vary over time. The communication

links among the components are not necessarily reliable, and can also fail independently. Lastly,

components may be under different administrative control and physically separated, making it hard

or impossible for a single administrator to reach all of them.

These factors contribute to limit the visibility into the execution in these systems. When there is

a failure in an operation, finding the cause may be a difficult task for the developer, user, or operator.

Many failures will have the same symptoms, and even knowing in which components to look for

faults is difficult. For example, a large number of faults in a Web server are presented to the user as

an Internal Server Error [53]. The user will have a hard time explaining to the server administrator

what happened, and the administrator will have to sift through logs at one of potentially many

servers to find the user’s session. If the system has several tiers, such as application, cache, and

database servers, finding which one was the culprit can again require iteratively looking at logs, if

it is at all possible. Many tools, like traceroute, do not cross network layer boundaries, thus only

providing visibility up to the first application hop. Other tools offer health monitoring of individual

machines or processes, and fail to get an end-to-end picture of specific tasks.

We address this problem by following the execution of tasks across the different components

of distributed systems, gathering data that correlates the individual operations that happen at each

component. Our design strives to allow this tracking to cross boundaries of system and application

components, network layers, and administrative domains.
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To make our presentation and our contributions concrete, we look at two specific classes of such

systems: large scale Internet-based systems on the one hand, and embedded networked systems

such as sensor networks, on the other.

1.2 Thesis

In this dissertation we argue that distributed systems should have traceability as a first-class

concept, creating the basis upon which to build tools to gain visibility into their execution and

understand their behavior, performance, and failures.

By traceability we mean being able to follow the execution of defined tasks or activities in a

distributed system across the different components involved, and by first-class we mean that the

components can be aware of the task or activity they are part of, and can participate in the instru-

mentation in a consistent way.

For this to be practical, given the fact that most systems have heterogeneous components that are

developed, deployed, and administered by independent parties, the traceability must span bound-

aries of application and system components, network layers and protocols, and administrative do-

mains. Also, given the broad class of systems we are targeting, there must be enough flexibility to

allow different questions to be answered, depending on the system instrumented and on the person

asking the question.

To demonstrate that this is feasible and useful, we designed and implemented two instrumen-

tation frameworks that share the same basic principles, targeted at two widely different points in

the distributed systems space. The underlying principle is to track the execution of high level tasks

or activities that are meaningful to a programmer, user, or operator of the system, and collect in-
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formation about the execution. We do this by adding metadata to messages, data, and runtime

environments, and have this metadata propagate with the execution flow.

The first framework, X-Trace, tracks the execution and records the causal relationship among

arbitrary programmer-defined events in large-scale loosely-coupled distributed systems. The chal-

lenges that X-Trace addresses are how to allow tracing of heterogeneous systems spanning differ-

ent layers, machines, and administrative domains in a scalable and decentralized way. The sec-

ond, Quanto, applies to embedded wireless sensor networks, and tracks execution of programmer-

specified activities to understand energy and resource consumption. The challenges Quanto ad-

dresses are how to provide network-wide visibility of resource consumption for related events in

extremely resource-constrained devices.

Next we summarize the main contributions from our work.

1.3 Contributions

Our contributions are centered around the two frameworks for instrumenting, respectively, large-

scale loosely-coupled distributed system, and embedded networked systems. The two environments

pose different requirements and constraints, and these shape the specific information we collect and

the questions we can answer in either case. We argue that by providing simple execution tracking as

a base we can provide targeted visibility into distributed systems and build useful applications for

gaining understanding, isolating faults, and fixing correctness and performance problems.

The first framework, X-Trace, has the following contributions:

1. Scalable Causality Tracing X-Trace captures the happens-before relation [99] among arbi-

trary events using constant-sized metadata and no central coordination during runtime.
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2. Pervasive Tracing X-Trace has a simple and uniform execution model that captures causality

across different:

• application and system components,

• software and network layers,

• machines,

• administrative domains.

X-Trace makes few assumptions about the instrumented system, presents low overhead, gives

control of trace data to the instrumented system. It is also independently and incrementally

deployable, as we defined metadata and report formats, and application programming inter-

face such that others can instrument their own systems and integrate the instrumentation with

already instrumented systems.

3. Programming-model Agnostic Integration X-Trace defines an API for instrumentation of

systems that is uniform across thread- and event-based programming models, and is as simple

as commong logging APIs in the common case.

We demonstrate X-Trace’s feasibility and usefulness by integrating it into a number of applica-

tions and protocols, by building a data collection and analysis backend, and using it to aid develop-

ment, performance analysis and tuning, and finding correctness and performance bugs in running

systems. We integrated X-Trace, among others, into HTTP, DNS, Java, C++, libasync, Coral,

Oasis, Chord, and I3. Notably, my colleagues also have integrated X-Trace into an 802.1X authen-

tication system [134] and into the Hadoop Map-Reduce system [177].

The second framework, Quanto, applies tracing to embedded network systems, specifically sen-
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sor network nodes running the TinyOS operating system [78]. While exhibiting common char-

acteristics of other distributed systems such as independent failure of multiple components and

unreliable and relatively expensive communication, the defining characteristic here is the extreme

resource constraints in terms of memory, processing power, bandwidth, and, primarily, energy.

The contributions of Quanto are the following:

1. Low overhead causality tracking A very low-overhead framework to track the execution

of distributed activities in embedded networked systems across software layers, hardware

components and network nodes.

2. Detailed and scalable energy breakdown Quanto combines OS instrumentation of devices’

power state with scalable, aggregate energy measurement at each node to provide a runtime

breakdown of energy usage per energy sink.

3. Integrated ernergy profiling Quanto integrates the energy breakdown with distributed ac-

tivities to provide profiles of time and energy usage by activity at the granularity of each

peripheral of a node. The approach is also extensible to other performance counters.

We demonstrate Quanto’s feasibility and usefulness by instrumenting the TinyOS operating sys-

tem and producing time and energy profiles of simple applications. These profiles tell where and

why energy and time were spent on behalf of high-level activities that are meaningful to program-

mers.
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1.4 Organization

The dissertation is organized around the X-Trace and Quanto frameworks, and how they lever-

age distributed execution tracking, respectively, in large scale distributed systems and in embedded

networked systems. The following paragraphs describe each of the remaining chapters in turn.

Chapter 2 provides a background for the problem of improving the visibility in distributed sys-

tems, and different techniques that have been developed in the literature and in industry for debug-

ging, profiling, and tracking execution in such systems. The chapter describes general techniques,

and then describes challenges and previous solutions specific to distributed systems.

Chapter 3 introduces X-Trace. We first describe its requirements, specifically how it is intended

to capture the deterministic causality between arbitrary events in the execution of a distributed

system with minimal impact on the execution, and generate data that should survive failures in

the execution. We then describe X-Trace’s design and architecture in light of the requirements,

including its formal model of the distributed execution of tasks, which captures the full happens-

before relation, and how it implements this model by propagating metadata with the execution. We

discuss how the design meets the requirements, and also some of the limitations of X-Trace.

Chapter 4 describes the implementation of X-Trace, including details of X-Trace’s metadata, its

propagation, and the collection of information. X-Trace requires modification to existing systems,

and we discuss how to integrate X-Trace into application and system components. X-Trace provides

a runtime library that greatly eases the burden of instrumentation. The library automates metadata

propagation with a unified interface for both thread- and event-based programming models, and

makes recording X-Trace information as easy as issuing a log statement. The output of X-Trace is a

richly annotated causality graph representing the execution, and the chapter ends by describing how
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to process and visualize this output.

Chapters 5 and 6 provide a practical evaluation of X-Trace. In Chapter 5 we integrate X-Trace

into three test scenarios that illustrate important X-Trace characteristics. The first consists of a web

client, DNS infrastructure, and a simple web server, and the second consists of database-backed

web server. These two scenarios illustrate integration with recursive applications that use different

existing protocols, and how we can find the root cause of some failures. The third scenario comprises

an overlay network, and exercises tracing across multiple layers. We provide benchmarks showing

that X-Trace can have manageable overhead.

Chapter 6 has our main X-Trace results, and describes the use of X-Trace in two real-world

production systems, the Coral Content Distribution Network [63], and Oasis [64]. We integrated X-

Trace into these two systems and into their common runtime system based on the asynchronous exe-

cution library libasync [111]. We show situations in which X-Trace can distinguish the causes of

different problems with the same symptoms, such as a cross-machine breakdown of Coral’s response

time. Despite being in production for over three years, we also found correctness and performance

bugs in both systems, and describe two cases in detail.

Chapters 7 and 8 move to embedded networking systems, specifically sensor networks. Chap-

ter 7 presents the design, implementation, and evaluation of Quanto. Quanto is a distributed energy

profiler that attributes energy usage in several peripherals of a node to high level activities. Quanto

tracks activities much like X-Trace tracks tasks, but does not record traces of events. Instead, it

uses activities as principals to which resource usage is attributed. We describe the implementation

and integration into the TinyOS operating system, combined with a lightweight and precise energy

monitoring hardware.
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In Chapter 8 we use the data gathered from simple applications to disambiguate the energy usage

per activity and per hardware peripheral, and also produce detailed visualizations of the breakdown.

In our evaluation also show how we can do profiling of activities that span nodes, and present three

case studies of detailed node behavior we uncovered with Quanto.

Finally, Chapter 9 presents a summary of our contributions and results, along with a discussion

of exciting research directions that this work opens up.

We now move on to discuss important concepts and background for improving visibility into

distributed systems, exploring the design space and previous related work.
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Chapter 2

Background and Related Work

In this dissertation we develop and describe two frameworks that improve the visibility of run-

ning distributed systems. The first, X-Trace, focuses on large-scale, loosely-coupled and hetero-

geneous distributed systems, and captures the causal relations among events in the execution. The

output of X-Trace can be used for example for debugging, troubleshooting, verifying assumptions,

performance tuning, and visualization. The second framework, Quanto, focuses on wireless embed-

ded sensor networks, and has as its main goal profiling resource usage of distributed activities. The

same technique underlies both frameworks, which is being able to follow the distributed execution

of a running system.

Our work builds upon and borrows from several techniques that have been developed for pro-

viding visibility into centralized, parallel, and distributed systems. We are primarily interested in

techniques that record information about specific executions of distributed systems, spanning mul-

tiple levels of granularity and multiple nodes.

In this chapter we examine part of the design space for these techniques, putting some of the
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previous work into context. We leave more specific work related to Quanto in terms of profiling

energy to Chapter 7. Section 2.1 begins by describing common techniques to provide visibility

into systems in general, namely formal methods, monitoring, logging, tracing, and profiling. We

look at different issues that influence these techniques, including granularity of instrumentation and

data aggregation, how to instrument a system, and how to capture concurrency. Section 2.2 looks

specifically at distributed systems, and at previous works that have improved the visibility in the

domain. Section 2.3 briefly looks at some related techniques from the field of computer security.

Lastly, Section 2.4 explores important tradeoffs in this space and presents an informal taxonomy of

previous work related to X-Trace and Quanto.

2.1 Providing Visibility

There is a wide range of techniques that can be said to improve visibility into a system, including

profiling, tracing, monitoring, and debugging. They can operate at different granularities, from

machine instructions to requests received by a multi-tier web service, and with different scopes,

from a single program in a single-processor machine, to, say, a large set of loosely-coupled federated

systems running a distributed physics simulation on the Grid [60]. Given this diversity, the choice of

techniques depends on a number of factors. It depends on who is using them, whether a developer,

an integrator, an operator, or an end user. It depends on the objective, which can be identifying faults,

verifying correctness, prioritizing optimization targets, collecting data for simulations, auditing,

identifying dependencies, visualizing the execution, monitoring resource usage, among many other

uses. Finally, the choice also depends on the extent to which the system under observation can be

instrumented, if at all; on the amount of information that can be collected; and on the overhead that
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can be tolerated in the running system.

2.1.1 Techniques

Formal Methods

Our focus in this dissertation is on techniques that directly collect data about executions of live

systems. Our runtime techniques are complementary to static methods of verification of software

correctness, such as Model Checking [34], or Symbolic Execution [91]. Model Checking system-

atically explores the state space of all possible executions, and uses temporal logic to check for

violation of liveness and safety properties. It has enjoyed great success in proving the correctness

of hardware designs [112], network protocols [68], and even partially checking the Linux TCP im-

plementation [119]. However, in large distributed systems in which multiple components can fail

independently and in which communication latencies can often violate design-time assumptions,

it is sometimes important to record and examine faulty executions, or to understand the cause of

unexpected behavior in production systems. Furthermore, for performance tuning and bottleneck

identification, one needs to observe systems running at scale, as different bottlenecks may appear as

the system and workload scale to production levels.

Monitoring

A number of tools focuses on monitoring network status, aggregating data from many devices

and layers. Ganglia [108] collects time series of system data from a set of nodes, allowing operators

to identify hotspots, and high-level bottlenecks such as disk, CPU, or network. Nagios [121] is an

open source monitoring tool, used to collect health data from hosts, services, network components.
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Nagios periodically checks the status of monitored entities and maintains a global view of the sys-

tem. SNMP [26] is a protocol that lets operators inspect instrumentation data from network devices

such as packet counts and error conditions. HP Openview is an example of an enterprise-wide net-

work management tool that makes use of SNMP data. Openview can coordinate views at different

granularities, as well as coordinate network policy changes. Cisco Systems’ Netflows [122] also

provides device instrumentation, although at a finer granularity than SNMP. These tools take an

orthogonal view to our view of following the execution, for they measure the effect of continued

execution on individual components. Kompella et al. [93] present a service for collecting “cross-

layer information” in a network. Their focus of is on collecting control path state at different layers

and identifying dependencies. Using the information their system collects, one could identify how

failures in one layer impact other layers. Traceroute is a popular tool to identify paths in an IP

network. It sends a set of its own probes to determine the sequence of nodes in a path. This is also

different from our approach in that we do not use separate probes to collect data; rather, we collect

data on the actual application execution.

Logging

Perhaps the simplest technique to provide visibility into a running system is the use of print

statements to a console or file. This can range from ad-hoc and unstructured one-time messages

to more efficient and disciplined logging infrastructures such as syslog [103], log4j [102] and its

many derivatives. Logging frameworks are designed to selectively enable logging statements of a

running program, record the output to a variety of destinations, and to minimize the cost of disabled

statements. Statements are output in linear, temporal order, and fail to represent the actual causality

when there are more than one concurrent thread of execution. For the same reason it is also difficult
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to correlate logs from different machines without resorting to special identifiers in the logs, espe-

cially if the clocks are not synchronized. Despite their ad-hoc nature, logs are pervasive throughout

systems and can be used for troubleshooting and debugging. Splunk [150] is a commercial system

that aggregates logs from different sources in a network, and uses information retrieval techniques

to index and provide interactive searches on multiple logs.

Tracing

Tracing can be viewed as a more structured form of logging that records sequences of executions

of basic blocks of a program. Tracing is extremely valuable for correctness and performance debug-

ging, trace-driven simulation, creating and validating models and tuning parameters, performance

tuning, auditing and forensics, among other uses. It can be done at different levels of granularity,

such as machine instructions, system calls (e.g. strace, ktrace, truss), file-system activ-

ity [11], network packets [19, 83, 161], or function calls. Some systems, like liblog [67] and Flash-

back [152] collect traces with enough information to replay the execution of a program, allowing

for example the inspection of the replayed instance with a symbolic debugger such as gdb.

The line between tracing and logging is not crisply defined. For our purposes, we consider a

trace to be a sequence of events that is well structured and comprehensive, meaning that it captures,

for some period of time, all relevant events, allowing the reconstruction of the sequence of actions

at the desired level of granularity. In this sense, a trace can be a subset of a log. For example, we can

define a trace to be the sequence of all requests made to a web server, which can be extracted from

the server logs. The logs can, however, contain additional information that is not part of the trace,

such as initialization or error information. Tracing can generate a large amount of data. Depending

on the application, this data may not all be needed, or may impose too much of an overhead. In
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these cases, profiling can be an alternative.

Profiling

Profiling is a set of related techniques that aggregate information about resource usage instead

of producing sequences of events as tracing does. Profiling is useful for performance tuning, as it

can determine, for instance, which components of a system are using the most time. Understanding

which activities of a program consume the most resources (including time), allows one to prioritize

optimization efforts [76]. gprof [72] is a commonly used program profiler that uses compile-time

instrumentation of function calls to present how much time was spent on each function call path.

Anderson et al. [10] describe DCPI, an efficient, system-wide profiler that uses high-frequency

sampling of processor counters to collect performance data about executables in a multi-processor

system, down to the level of pipeline stalls by individual instructions, while maintaining an over-

head between 1 and 3%. As with tracing, profilers operate on different granularities, and with

different scopes. Profiling can also aggregate resources other than time spent [74], such as energy.

ECOSystem[180], and Quanto, which we describe in Chapter 7, are two example systems that treat

energy as a first-class resource.

2.1.2 Granularity

Both profiling and tracing rely on a set of events triggered during execution, with tracing regis-

tering the events for later reconstruction, and profiling aggregating the information. One question

that arises is at what granularity to capture the events. The answer depends on the question we are

trying to answer with the instrumentation, the extent to which we can instrument the system, and

the amount of information we want or need. It is easier, for instance, to monitor system calls made
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by a process than to trace the function calls inside of an operating system kernel.

Capturing events at too fine a granularity, such as machine instructions, may be useful for un-

derstanding the performance of a processor cache, but will constitute too much detail and too large

a volume of information if one wants to capture requests made to a file system. Because of the

number of events, also, this may impose too high an overhead both for capturing and processing

the information. On the other hand, capturing events at too coarse a granularity may help identify

a problem, for example a slow response time, but will generally not have the necessary detail to

understand the cause.

One way to have fine granularity and still bound the amount of information and processing is to

use sampling techniques (e.g. [10, 72]), which will generate approximations of the actual resource

usage in the case of profiling. In [114], the authors mention that in a first incarnation of the IPS

system, instrumentation at then level of procedures was done with periodic sampling, to make the

overhead manageable. In the second version of the system they were able to use exact counting, due

to improvements in the instrumentation efficiency.

Another way to have fine granularity and yet control the amount of information and process-

ing is to use dynamic instrumentation. DTrace [25] is a recent framework by Sun Microsystems

for dynamic instrumentation of systems running in a single machine. It allows very detailed run-

time addition of instrumentation to several points in the system (called probes), such as function

call boundaries and system calls, both in user processes and inside the kernel, and has zero cost

for non-active probes. D-Trace tackles the granularity problem by allowing user scripts to dy-

namically activate specific probes and execute arbitrary read-only actions at these points. Actions

include accumulating profile information, recording traces, or inspecting internal state for debug-
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ging purposes. This way it combines very detailed information with manageable amounts of data

and overhead only where needed. Paradyn [113] is a comprehensive tool for performance analysis

of large scale parallel programs which relies heavily on dynamic instrumentation to provide detailed

performance information while keeping the cost of instrumentation under control.

X-Trace allows capturing events at different granularities by defining a uniform event model that

can span different levels.

2.1.3 Aggregation

A related question is how to aggregate the events. Aggregation allows a system to create hi-

erarchical abstraction levels of events, summarize the information, do filtering, and accounting.

Common ways of aggregating events include processes and threads in the case of operating sys-

tems, requests, in the case of web services, or flows, in the case of network routers. IPS-2 [114],

a performance measurement system for parallel and distributed programs, had a hierarchical model

for collecting data, from basic events, to procedures, to processes, to different machines, to whole

distributed programs, allowing users to explore the information grouped at these different levels.

Operating systems perform resource accounting, for scheduling decisions, for example, based

on processes and threads. Banga et al. [18] use the term resource principals for the entities to which

resource usage should be attributed. OSs normally combine the concepts of protection domain (pro-

cesses) with that of resource principals. This is less than ideal in many situations, high performance

Internet servers being one example [18]. Common patterns to build these systems [125] can have

one thread serve several independent requests over time, in the case of pooled-thread servers; one

thread per core multiplexing several requests at once, in event-based systems; or even several threads

working on behalf of one request, if there is parallelism. In all these cases the resource principals
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should be the requests, and not the threads. In the first two cases, a single thread would be spending

resources on behalf of different principals over time, while in the last case several threads would be

doing so on behalf of the same principal.

As systems get larger and more distributed, the notion of a process again fails as an entity for

accounting. Modern Internet services are composed of thousands of computers [29, 69, 41, 36], and

a single user request might cause processes on many machines to perform some work on its behalf.

On the other extreme, embedded networked devices may have operating systems that even lack

the notion of threads or processes [78], but still perform coordinated actions on behalf of different

activities.

Both X-Trace and Quanto allow a flexible definition of resource principals that are meaningful

to the system programmer or operator, independent of other entities in the system like module,

functions, or processes. We borrow from the Rialto operating system [88] the concept of activities

as the abstraction to which resources are allocated and charged. X-Trace groups events by tasks,

while Quanto does accounting of resource usage to activities. Within an X-Trace task, events may

retain a hierarchical structure that allows further filtering and summarization.

2.1.4 Instrumentation

Instrumentation for capturing the relevant events for either tracing or profiling depends on the

granularity desired. It can be done by the programmer by adding special calls to an application

[13, 139], automatically by the compiler [72], by the runtime system [31], at runtime, by dynamic

library [95] or system call interposition [67], by binary transformation and instrumentation [15, 79].

Events can also be captured passively, without any changes to the running system, if they are exter-

nally visible, for example by monitoring network messages [4, 14]. Which points of the program
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are instrumented determines the completeness of the obtained data. In the case of instrumenting

program blocks, like function calls, Ball and Larus [17] describe algorithms to insert an optimally

minimal set of instrumentation points while unambiguously capturing the control flow of a program.

As we discuss in Section 2.4 below, a combination of the instrumentation with assumptions about

the instrumented system determines what information can be reconstructed and with what certainty.

D-Trace and Paradyn [113] use dynamic instrumentation by binary transformation as a way of

balancing the cost of instrumentation and the level of detail required for an observation. Cause-

way [28] and SDI [138] provide mechanisms for automating metadata propagation within operating

system and application structures, and can facilitate the building of tracing and profiling applica-

tions. In both X-Trace and Quanto we instrumented runtime systems, libraries, and components to

automatically perform tracing, and expose to the programmer APIs for adding application-specific

events to the traces.

2.1.5 Concurrency

Several works have focused on the additional challenges introduced by concurrency and par-

allelism. One fundamental problem is to identify which events precede, or can influence, other

events. Using wallclock time is insufficient. Even if clocks on different machines are perfectly syn-

chronized (which is commonly not the case), the time of occurrence imposes a total ordering that

does not necessarily express dependency.

Lamport’s seminal paper [99] introduced the happens-before relation, and formalized the no-

tions of concurrent and sequential computation. Vector Clocks [52, 109] are an approach to capture

the happens-before relation using timestamps for events in a distributed computation. One problem

with Vector Clocks is that they require the size of the timestamps to be as large as the number of
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processes in the computation, which can be quite large for some cases. There are several approaches

to reduce the size of the vector clocks, but they still incur some sizeable overhead when the number

of processes is large, and are hard to use when the individual processes are not known a priori.

Chain Clocks [2] is a technique that reduces the size of timestamps, and in Chapter 4 we present an

algorithm to derive chain clocks from the X-Trace output. Ward [171] presents a set of dimensions

to characterize logical timestamp systems that capture deterministic causality among events.

The happens-before relation imposes a partial order among events in a system, and several algo-

rithms and tools can use the partial order to identify common patterns (e.g. race conditions), global

predicates, execution differences, performance analysis (e.g., Critical Path analysis [19, 114]),

among others. Again we refer the reader to [171] for a survey of these techniques.

X-Trace captures the happens-before relation of events within a task by propagating constant-

sized metadata along with the execution and embedded in messages among components.

2.2 Visibility in Distributed Systems

The distributed systems we consider here have important differences to many parallel systems

studied previously [90, 113]. These generally comprised a single program running on a fairly homo-

geneous parallel machine or cluster. We focus on distributed systems comprised of many different

applications running on much more heterogeneous sets of machines. It may be hard to instrument

all components, and in some cases to even know which components are involved in an execution.

Communication latencies are much higher and more unpredictable, and components can fail inde-

pendently.

Given the difficulty of instrumenting some systems, Aguilera et al., in Project5 [4], and Reynolds
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et al., in Wap5 [140], find anomalous behavior in distributed systems by treating each component

as a black box, and inferring the operation paths by only looking at network messages like remote

procedure calls and HTTP transactions. They passively trace all internode messages, and then use

heuristics to find causality between messages, by looking at the timings of successive messages.

The main goal is to find performance problems and be able to identify nodes which are more likely

to be causing the problems. The technique is vulnerable to excessive parallelism, clock skew among

machines, and applications that delay or reorder outputs in a non-obvious way.

Sherlock [14], and more recently, Orion [32] use correlation in the timings of messages to infer

dependencies among services in large enterprise networks. Sherlock creates a graph of probabilistic

dependencies that guides inference algorithms to find the cause of detected performance problems.

BorderPatrol [95] increases the precision of the information is by incorporating knowledge and

assumptions about the traced system. It produces causal traces of requests through systems such

as three-tiered web services with much more precision than in pure inference systems like the ones

mentioned above. It does this by adding knowledge about the protocols that the black boxes imple-

ment, and assumptions about the behavior of applications. It assumes that applications follow the

protocol correctly, that outputs immediately follow the causing inputs, and that individual requests

are internally independent. While BorderPatrol demonstrates that these assumptions are valid for

a number of applications, the approach is not completely general, and still relies on inference in

some cases. Some applications violate the assumptions and may reorder, batch, and treat individual

requests in a way that requires application knowledge to disambiguate the causal relationships.

Magpie [20] is another framework that adds information about the observed system in order

to avoid inference. Magpie doesn’t modify the applications. It produces exact traces of requests
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through a distributed system by using extensive logging in the involved components and a detailed

schema that relates specific identifiers in the traces. The approach requires expert knowledge about

all components involved, which may not be feasible, for example, for system integrators that com-

bine components from different vendors. Also, because there is no a priori way of classifying

logged statements, Magpie cannot sample logs from different components in a correlated way. Like

X-Trace, they correlate lower level events with a higher level task, but focus mostly on a single

system or on distributed systems that are highly instrumented in a compatible way.

Another common approach to increase precision and avoid the need to do inference is to add

metadata to the execution. By using well defined metadata that leaves “breadcrumbs” as the execu-

tion proceeds, several frameworks [13, 28, 31, 138, 139, 162] can precisely reconstruct causality in

the execution paths. This is also the approach we take in X-Trace and Quanto.

The Application Response Measurement (ARM) [13] project annotates transactional protocols

in corporate enterprises with identifiers. Devices in that system record start and end times for

transactions, which can be reconciled offline. ARM targets the application layer, and its focus is to

diagnose performance problems in nested transactions.

Pinpoint [31] aims at detecting faults in large distributed systems. The authors modified J2EE

middleware to capture the paths that component-based Java systems took through that middleware.

They use anomaly detection techniques on the traces to infer which components are responsible

for causing faults. Their data mining techniques can be used on X-Trace traces, provided that the

concept of faulty executions be well defined for a set of traces.

Pip [139] is an infrastructure for comparing actual and expected behavior of distributed systems

by reasoning about paths through the application. They record paths by propagating path identifiers
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between components, and can specify recognizers for paths that deal with system communication

structure, timing, resource consumption. Pip is targeted at a single distributed application, under the

same administrative domain, and works at the application layer only. X-Trace is complementary to

Pip in this sense. We believe that some of Pip’s analysis can also be performed on X-Trace’s task

graphs.

Stardust [162] is a system for tracking activity in distributed systems, with a focus on storage

systems. It tracks activities by propagating “breadcrumbs” with the execution, and recording activ-

ity records at strategic points. A user can then issue queries about resource usage and latency of

operations to the database that stores the activity records. The breadcrumbs in Stardust are similar

to X-Trace’s tasks and Quanto’s activities.

Whodunit [27] is a distributed profiler, developed simultaneously with X-Trace, that provides

transactional profiling of multi-tier applications by tracking transactions through shared memory,

events, stages [173], and interprocess communications. They extend call graph profiling [74] to

distributed applications by propagating a transaction context with the execution. Their propagation

is similar to what we use for X-Trace and Quanto, but the nature of the information is different.

While they propagate cumulative call paths, X-Trace propagates constant-sized metadata that allows

capturing of complete execution partial orders. In that sense, the execution model captured by X-

Trace is more general. Quanto also does profiling, but uses flat activity identifiers as the aggregation

entities, due to the resource constraints in wireless sensor networks.

Event Tracing for Windows (ETW) [127] is an API that shipped with Windows Vista that allows

efficient logging of events with OS support. ETW has a flexible event model and support for end-

to-end tracing by means of unique request identifiers. It is not clear, however, how to integrate
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applications instrumented with ETW with other components running in other operating systems.

2.3 Other Related Techniques

The techniques we use for following computation have parallels in the field of security. Dynamic

Taint Analysis [123] keeps track of data from untrusted sources – tainted data as it enters a program,

such that when the data itself, or some data arithmetically derived from the data, is used in an unsafe

way, some action can be taken. Perl offers a similar feature in its so called taint mode, which treats

values from incoming untrusted sources as tainted.

Distributed information flow control [96, 120, 178] is an approach to security that allows track-

ing of data as it flows through a system and gives applications fine-grained, explicit control of secu-

rity policies. DIFC works by propagating labels with data, and assigning those labels to components

dealing with the data. DStar [179] extends DIFC to work across node boundaries, by encoding and

propagating labels with messages among nodes. There is some commonality in the way DIFC sys-

tems track data flow and the way we track execution of tasks in X-Trace, and activities in Quanto,

and we plan to explore this connection in the future.

2.4 Tradeoffs

In the design space of distributed visibility tools, there are certain tradeoffs that we informally

discuss in light of existing systems.
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2.4.1 Exact versus Approximate Visibility

The first tradeoff relates the amount of knowledge about the observed system, the amount of

recorded information, and the certainty about causality and dependencies that a tool can uncover.

Many systems provide approximate visibility due to infeasibility of directly instrumenting some

components. Project 5 and Wap 5 don’t modify the observed systems, but can only find correlations

with some uncertainty. Likewise, Sherlock and Orion only look at network traffic, and try to infer

dependencies among services. These systems have to deal with false positives and negatives in

their findings. BorderPatrol adds knowledge about protocols and assumptions about application

behavior, and substantially increases the precision of the causality between messages. When their

assumptions are violated, however, they still have to resort to heuristics and inference. Magpie [20]

resorts to extensive logging from applications and expert knowledge to combine information from

the logs, and is able to uncover exact causality.

Other systems achieve precision by adding metadata to the execution, such as ARM, Pinpoint,

Pip, Stardust, as well as X-Trace and Quanto.

2.4.2 In-path Metadata versus Logged Information

Another dimension in the design space refers to the amount of information that an instrumenta-

tion framework adds to the datapath, which we call metadata, versus the amount of information that

is logged by each component as they execute. If we constrain ourselves to solutions that produce

deterministic results, there is a tradeoff here too. On the one extreme, we have applications that add

all information to the datapath as the execution progresses, and log no intermediate information.

Conversely, there are systems that log extensively and carry no extra information on the path.
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Take for example a multihop routing protocol, like BVR [59], and let us ask two questions about

a given path: how many hops were traversed, and which were these hops. One way to answer the

first question is to have a counter in the packet header, and have each router along the way increment

the counter. In the last hop we will have the answer, and no information was externally logged along

the way by the routers. Another way to answer the question is for each router to log the fact that it

has forwarded a packet with id X, and then later find the routers which logged the given packet. The

first option is more attractive for many reasons, except for the fact that the logged information in this

case shares fate with the packet: if we don’t receive the packet, we will not know where it stopped.

The same two options exist for the second question, and in fact the IPv4 option Record Route [135]

does just that. An additional problem with the approach that adds information to the packet is that

in this case the information grows with each hop, and we may have to limit the amount recorded.

We can also combine the two options. Without any information in the packet, we would need to

log all packets at all routers to know about a route later, if using the second option. We can add a

single bit to a packet stating whether we should log it, and as long as the bit is propagated, routers

would only need to log packets for interesting flows.

Looking at existing systems, Magpie again sits in one extreme, adding no information to the

datapath, but requiring very detailed logs at all components to allow for later correlations, which

they call temporal joins. X-Trace, on the other hand, adds constant-sized metadata to messages

and propagates it with the execution, and requires intermediate nodes to record bindings between

successive events when changing the metadata.

Frameworks based on Vector Clocks [52, 109] transmit potentially large timestamps with mes-

sages (vector clocks), to be able to compare any two events in the system in constant time, deter-
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Figure 2.1: Tradeoffs in the design space of distributed visibility tools. Both X-Trace and Quanto

keep track of deterministic causality, and carry constant-sized metadata with the execution.

mining whether they are concurrent or sequential. In the original version the vectors are as large

as the number of processes, and even though there are approaches to reduce the size of the vectors,

they still have to be as large as the width of the partial order of events (cf. Section 4.4.2).

X-Trace transmits less information as metadata, but with post-processing we can obtain Chain

Clock timestamps [2] that have the same expressive power as Vector Clocks. The tradeoff here is

that any two events with vector clock timestamps can be directly compared for precedence, while

the precedence of two X-Trace events can only be determined if all events between the two are also

examined.

Figure 2.1 shows some of these works arranged in two axes according to these two tradeoffs.

The horizontal axis represents the tradeoff between exactness and a priori knowledge about the

application and protocols, while the vertical axis represents the tradeoff between the amount of



30

information carried in the datapath versus the amount that needs to be logged for reconstructing the

deterministic causality.

2.4.3 Intrusiveness versus Scope

Finally, another dimension of the design space refers to what components are modified with

instrumentation, versus the extent to which we can reconstruct the causality among events.

Many systems refrain from modifying the topmost level of the software stack, the application,

for these are the most diverse components, and the ones developed by the largest number of inde-

pendent developers. In the general case, when a layer in the software stack is instrumented, events

in that layer and in layers below can be correlated, but it is not certain that events in layers above

it can. BorderPatrol [95] doesn’t instrument applications and uses assumptions about internal ap-

plication structure to causally relate these messages. It fails to disambiguate causality when these

assumptions are violated.

Dapper is a framework widely used at Google to monitor the performance of the RPC layer

of distributed applications. Details of how it works are not yet widely available [154]. Dapper

adds identifiers to RPC requests and responses, and is able to follow a distributed execution across

multiple components. It has a transparent mode that requires no changes in applications, but may

fail to disambiguate precise causality at the application layer. For these cases, it offers a set of APIs

so that application developers can add instrumentation to capture precise causality.

If end-to-end tracing is the objective, under some circumstances, only keeping track of causality

at the application layer can unambiguously track causality. We can cast this as a version of the

end-to-end argument [146], stating that tracing at lower levels of the system is not always sufficient

to determine causality at a higher level. Both X-Trace and Quanto allow instrumentation at the
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application layer for correlating lower layer events, in the general case.

2.5 Summary

To conclude this chapter, we summarize how X-Trace and Quanto compare against some of the

related work, in light of the tradeoffs we discussed. In short, in both cases, we choose exact visibil-

ity, minimal in-path metadata, and allow modifications of systems to achieve end-to-end tracing.

As we describe in detail in Chapter 3, X-Trace’s requirements (cf. Section 3.1.2) dictate our

design choices. The requirement that we deterministically record the causality between events dif-

ferentiates us from projects like Project 5, Sherlock, and Border Patrol. Two other requirements,

that the recorded data not share fate with messages in the datapath, and that we minimize the per-

formance overhead on the datapath, dictate that we keep constant size metadata with the datapath,

and record any extra metadata separately. Also because we want to capture end-to-end traces in

the general case, we opt for modifying applications and runtime systems, when necessary, to run

X-Trace. Section 3.3.1, in the next chapter, examines in detail how X-Trace’s features combine to

fulfill the requirements. X-Trace is unique among related works in that it aims at working across

layers, applications, machines, and administrative domains, and in the general case. This aim for

generality precludes approaches such as that in Magpie, that require extensive knowledge of the

instrumented system, and also places a focus on standard metadata and reporting formats.

Quanto shares some of the same requirements of deterministic causal tracking with minimal

intrusion in the datapath. Thus, it propagates fixed size metadata and logs events based on the

metadata it receives. Because of the very stringent requirements of the environment, Quanto’s

metadata has only two bytes of information. Quanto is unique in that it combines very precise
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profiling of energy with activities that comprise causally connected events spanning software layers,

hardware components, and network nodes.

We have now set the state to present both X-Trace and Quanto, their design, implementation,

and evaluation. We begin in the next four chapters with the presentation of X-Trace, followed by

Quanto in Chapters 7 and 8.
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Chapter 3

X-Trace: A Tracing Framework for

Distributed Systems

3.1 Introduction

In this chapter we present the design and architecture of X-Trace, a framework to provide visi-

bility into loosely coupled distributed systems, by tracing the execution of well-defined tasks as they

exercise different parts of the system. X-Trace can be used by developers, operators, or end-users

to gather data about specific executions of the system. This data can be used for troubleshooting,

debugging, monitoring, and performance tuning, among other purposes.

A key aspect of the systems X-Trace targets lies not only in their scale and complexity, but in

their heterogeneity and loosely-coupled nature. They generally comprise multiple application, mid-

dleware, and protocol components that are developed and deployed by independent parties. They

span several layers of abstraction, including multiple software and networking layers. Furthermore,
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these systems have components under diverse administrative control, both within single organiza-

tions and across separate organizations.

X-Trace, as we discuss in Chapter 2, builds upon a vast body of previous work on debugging,

profiling, and troubleshooting sequential, parallel, and distributed systems. Its main focus, however,

is in addressing the difficulties imposed by this heterogeneity. X-Trace provides a task-centric view

of the execution in such systems, spanning the barriers of multiple independent components, layers,

and administrative domains.

Before we describe in more detail how X-Trace works, we make our discussion more concrete

using Wikipedia, a popular online encyclopedia, as a motivating example. In Section 3.1.2 we de-

scribe the requirements we have for X-Trace, derived from the environments where we expect it

to be useful. Section 3.2 gives a detailed architectural description of X-Trace, including its for-

mal execution model and the design that implements the model. We describe how we follow the

distributed execution of a system by propagating well-defined metadata, and how we collect infor-

mation. Section 3.3 then looks at how the different architecture components fulfill the requirements,

and examines other issues such as how X-Trace copes with lack of clock synchronization, report

volume, and security. The chapter ends with a discussion of some limitations of the architecture.

3.1.1 A Motivating Example

Wikipedia is a a collaborative, open-content encyclopedia, that was, according to Alexa, the

seventh most popular Web site in the world as of July 2008 [6]. Figure 3.1 shows a simplified

snapshot of the infrastructure as of the same time. They had servers spread across 3 worldwide

sites, comprising 90 web caches chosen by DNS assignments, 7 load balancers, 161 web servers,

and 17 database servers [175].
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A request from a user starts with a DNS request, to a site based on geographic location. A

subsequent HTTP request then hits a load balancer, which selects a cache server. The requests may

optionally transit another load balancer, a web server, and eventually a database. Caching is done at

each of these levels. Even though Wikipedia’s infrastructure in 2008 is at least 3 orders of magnitude

smaller than Google’s [107], for example, the number of possible paths for a user request through

the system is already very large.

DNS  

Round-Robin 

90 Web  

Caches 

7 Load  

Balancers 
161 HTTP + 

App Servers 

17 Database 

Servers 

Figure 3.1: Schematic Wikipedia infrastructure as of July 2008 [175].

Suppose a user updates a page on Wikipedia, and fails to see her updates upon reloading the

page. Of course, it may be the case that by design it takes some time for changes to propagate,

but let us assume, for the sake of the argument, that this behavior is considered an error. It is very

difficult to detect the cause of this error and to correct it, for a number of reasons.

First, there may be no alarm of the error to the administrator, because the error was not the

hard failure of a component, but a semantic error that is detected by the user of the site. Other
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similarly user-detectable errors include failure to add an item to an online shopping-cart, or a post

to a message board being lost. If the user is able to report that there was an error, the best that she

can do is to tell an administrator the time, the page she was accessing, and the IP address of the

computer she was using.

Second, the administrator may not be able to reproduce the execution path that lead to the error,

because she will re-submitting a request from a different network location. The user might be more

sophisticated, and be able to run traceroute to tell the administrator which server might have received

her HTTP request. While this is already more that can be expected from an average end-user, it will

still leave the administrator with a difficult path to find the error. Because traceroute will issue a

different DNS request, it might return a different server altogether.

Third, it will be at best laborious, and at worse impossible, for the administrator to piece together

logs from different components to reconstruct the user’s request path. Such a search would start

from logs from the front-end caches, looking for occurrences of the user’s IP address, URL, around

the correct time, and proceed down the chain of calls to other components. Wikipedia has front-end

caches in the US, in Amsterdam, and in Korea. It may be that a single administrator does not have

immediate access to the logs in all locations. For this approach to succeed, individual log files must

have common tokens that link recursive requests together, or the chain will be broken. There is no

guarantee that this chain exists, because system components are written independently, and there is

no standard or specification on how to create these links among different logs.

X-Trace allows unified tracing across the boundaries of application components, software and

network layers, and administrative domains, enabling the reconstruction of execution paths through

a complex system. The approach is to use well-defined metadata, carried with the execution by
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applications and protocols, and well defined event reports that contain enough information to place

these events into a causal graph of the execution.

3.1.2 Requirements

The example above highlights some of the problems in the scenarios in which we want to apply

X-Trace. In this section we derive some functional and feasibility requirements for X-Trace. We

come back to these after we describe X-Trace’s design, to see how our design decisions map to the

requirements.

Functional Requirements

The first group of requirements are functional requirements, representing what X-Trace must

provide as an output.

• Deterministic Causality We want X-Trace to provide a deterministic representation of the

execution in the system, in the face of arbitrary concurrency. X-Trace should capture the

happened before relation among events in the execution across application components, layers

of abstraction, and administrative boundaries.

• Trace the execution path We want to trace the actual execution path of the system, rather

than a decoupled reenactment or approximation of the path. In the Wikipedia case, it was

difficult or impossible to reproduce the same path through the system twice. Traceroute, for

example, sends independent probes to a given IP address, to discover the routers in the path.

There is no guarantee that separate probe packets take the same path as application traffic, and

in systems with more complex execution paths than IP routing, it may not even be possible to
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exercise these paths by other means than real execution.

• No trace data fate sharing In contrast to the need to trace the actual execution path, we

want the resulting trace data to not share fate with that execution path. This is desirable for

two reasons. First, we can still recover (partial) data about the execution even if the path is

interrupted. This can greatly narrow down the search for possible causes of such a failure.

Second, by not carrying cumulative trace data in the execution path, we avoid a significant

source of overhead.

Non-functional Requirements

The requirements in the second group are non-functional, but have a direct influence X-Trace’s

applicability in the real systems we target.

• Minimal assumptions on the environment To maximize applicability of X-Trace to diverse

distributed systems, we make as little assumptions about the system and the environment

as possible. For example, we cannot assume that we know in advance all the components

or machines involved in an execution, the programming model with which components are

written, or the events or variables that are of interest. The latter two, for example, can vary

within a single system across its several components.

• Low overhead A very important requirement is that X-Trace have a low overhead in the

instrumented system, ideally to the point of it being feasible to use it as an always-on moni-

toring solution. This has a number of dimensions. The instrumentation should minimize the

delay imposed on the execution path, the extra data (if any) that is sent along communication

paths, and the state required at each computational node in the system to perform the tracing.
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• Policy Control Given that systems often have components under different administrative do-

mains, pervasive tracing will only be feasible when individual parties have control over the

information that is released to other parties in the system. In particular, X-Trace should allow

each party to control, based on the type of execution and on who is requesting trace infor-

mation, the granularity of the information provided, if any. For example, given a request for

what happened to a specific execution of their system, a hosting company could provide very

detailed information to a direct client, but a very coarse report stating that the operation did

not complete, in case the requester is not a client.

• Incremental Deployment Given the multiple components and independent parties that char-

acterize the systems we target, it is fundamental that X-Trace be amenable to incremental

deployment. This applies to cases in which a single party instruments different components

of a system in stages, and also when different parties independently instrument separate com-

ponents of the system. The implications are that instrumented components must remain com-

patible with uninstrumented ones, that the captured execution model support increasing lev-

els of granularity and partial instrumentation, and that there be standard ways of generating,

transmitting, and sharing trace data.

Other issues

Finally, it is also worth mentioning two significant aspects that we decided to not consider

as requirements for X-Trace. In Section 3.3.3 we discuss how these contribute to some of the

limitations of X-Trace.

• Change to legacy systems To achieve the full visibility into the execution of systems, we
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allow for, and sometimes require, the modification of existing systems for X-Trace instru-

mentation.

Not changing legacy systems is a requirement in other tracing and monitoring systems [95, 4,

14, 20], and makes it easier to deploy tracing. However, there are instances in which one can

only determine the true causality by tracking the execution at the highest level. For example,

if a system receives a number of quasi-simultaneous requests as inputs, and subsequently

issues a number of recursive calls, it may be impossible to correctly attribute the recursive

calls to specific input requests unless the internals of the application are known. This will

happen if the externally visible requests themselves do not have enough information to allow

disambiguation, and if it is not possible to infer the causality from the timings of the requests.

X-Trace allows the instrumenter to define which parts of the system are black-boxes in a

flexible way.

• Off-line analysis

Lastly, we do not require that the data produced by X-Trace be analyzed in real time, or

in an on-line fashion. This allows trace data to be aggregated, filtered, compressed, and

the decoupling between the execution and the analysis contributes to decrease the overhead

imposed on the execution.

With these requirements in mind, next we describe the model with which X-Trace represents an

execution, and the details of its design and implementation.
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3.2 Architecture

3.2.1 Execution Model

Following from the first requirement of deterministic causality capture, X-Trace models the

execution in a distributed system using causally related events, recording the happened-before rela-

tionship introduced by Lamport [99]. Rather than being process-centric, however, X-Trace groups

events into tasks. A task consists of a starting event, and the set of events causally related to it, and

generally maps to a high level activity meaningful to a user, programmer, or operator.

We assume that there are a set of logical threads of computation that can be executing in the

same or different processors in the system, in the same or different machines. Threads execute a

sequence of events. These threads may communicate with each other by means of messages or

through shared memory. Events can be internal events, read/write events to shared variables, or

send/receive events for messages between threads. We call read and write events access events.

More formally, X-Trace represents a computation as an irreflexive partial order (E,→) on a set

E of relevant events of the execution. The partial order is determined by Lamport’s happened before

relation (→), defined here as the smallest transitive relation that satisfies the following properties:1

1. If e and f are events in the same thread, and e comes before f , then e → f .

2. If e is the sending of a message by a thread, and f is the receipt of the same message

by another thread, e → f .

3. If e is an access to a shared variable, and f is a subsequent access to the same

variable, e → f .

1We combine here traditional definitions for message-passing (e.g. [99]) and shared memory systems (e.g., [2]). The
important aspect is how we can establish causality in both.
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(d) Typical X-Trace representation

Figure 3.2: Event-based representation of two parallel RPC calls between a client and two

servers (a), with the corresponding happened-before transitive closure graph (b). The transitive

reduction in (c) removes all redundant edges and clearly shows the parallelism. In (d), X-Trace

may choose to leave some redundant edges. Edge e3e8 abstracts the marked subgraph (e5, e6), and

edge e2e9 abstracts the marked subgraph e4, e7).

Two events e and f are concurrent, written e ‖ f , if e ! f and f ! e.

The partial order defines a directed acyclic graph G among the events, where there is an edge

between events e and f iff e → f . This graph is the transitive closure of the partial order relations

from the definition. Figure 3.2(a) shows an example computation with two parallel RPC calls, with

relevant events in each thread marked as circles. Figure 3.2(b) shows the complete partial order

relation among these events.

An edge in G is said to be redundant if it can be removed without changing the reachability of
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the graph. If we remove any such edge from G, we obtain a graph equivalent to G, or a graph with

the same reachability among nodes. If we remove all of the superfluous edges from the graph, we

obtain a graph G′, called the minimum equivalent graph (MEG) [81] of G. For acyclic directed

graphs, the MEG is unique, and is also the transitive reduction of G [5]. G′ can be computed in

polynomial time from G or from any graph equivalent to G. The transitive reduction is interesting

because it is a compact representation of the causality, and it clearly shows the parallel structure of

the computation. In Section 4.4.1 we show an algorithm for determining the transitive reduction of

X-Trace graphs. Figure 3.2(c) shows the transitive reduction for our simple example.

X-Trace allows relevant events to be recorded in any of the threads of the execution, and to

later reconstruct the partial order on these events. X-Trace records the partial order by directly

representing a reduced graph equivalent to G, and we call these graphs task graphs. It does this

by recording an report for each event in the graph. An event report has a unique identifier for the

event, and a representation of each incoming edge to the event in the graph. The assumption here

is that when registering an event, the X-Trace instrumentation has access to the event identifiers of

the immediately preceding events.

A task graph is not necessarily the transitive reduction G′, and may include some of the re-

dundant edges. These edges are explicitly added to the information recorded by X-Trace by the

instrumentation, and may be interesting for two purposes. First, some redundant edges may repre-

sent meaningful abstractions, such as a sub part of a task, or a set of events that happen in another

layer. These can be used for example to summarize the graph both for visualization and analysis.

Second, recording these edges adds redundancy to the instrumentation. In the example in Figure 3.2,

if Server 1 were not instrumented with X-Trace, we would still be able to recover the flow of the
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Figure 3.3: X-Trace annotation of an HTTP request through a proxy. (a) shows the task graph.

All events in this task share the same TaskID, and each one gets a unique EventID. Each recorded

event generates a report with at least the TaskID, EventID, and the EventIDs of the immediately

preceding events. (b) shows the report generated by the recording of event g.

computation because the edge e2e9 would be recorded at the client. This redundancy gives X-Trace

flexibility to define different granularities of tracing, and to cope with partial and incremental de-

ployment.

3.2.2 Design

Differently from timestamp-based approaches [99, 52, 109], X-Trace directly records and recon-

structs a task graph as described in Section 3.2.1. Each task in X-Trace receives a unique TaskID,

and each event within the task receives a unique EventID. There are only two requirements for

X-Trace to record an event:

1. The event recording code must have access to the EventID (s) of the immediately preceding,

causally related event(s); and

2. The causal edge(s) between the current event and the preceding events must be recorded.
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X-Trace satisfies (1) by propagating metadata with the computation that encodes the TaskID

and the EventID of the last event in a thread. It satisfies (2) by creating reports for each recorded

event. These reports contain references to the EventID (s) of the preceding event(s), the TaskID of

the current task, and optional information. They are sent to a reporting infrastructure that is not part

of the traced system’s datapath, for later analysis.

As an example, Figure 3.3(a) shows an HTTP request through a proxy. It is simplified, as it does

not take into account the control packets for TCP, retransmissions, or fragmentation. X-Trace gives

each event in the graph a unique EventID (the lower case letters a, b, c, . . .), and they all share the

same TaskID T . The tuple [TaskID,last EventID ] must be carried along each edge in the graph, and

used to record the event reports. In (b), we see the contents of the report from event g, indicating

the TaskID, and the edges from a and f .

Figure 3.4 shows an overview of an X-Trace-instrumented system. In this case, the user starts

tracing by creating a TaskID and adding it to the protocol messages her machine sends out. X-Trace

metadata is propagated among components of the system through protocol messages, and within

single components through the runtime environment. Components can then record relevant events

to the reporting infrastructure, which X-Trace will then correctly place in the task graph.

This design follows from the requirements in Section 3.1.2. By propagating the TaskID and

EventID with the execution, we trace the execution path, and by sending reports to a reporting in-

frastructure, we decouple the fate of the reports from that of the execution path. This model doesn’t

make any assumptions about the environment, other than that the metadata can be propagated and

events recorded.
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Figure 3.4: X-Trace system overview. The traffic annotated with X-Trace metadata triggers different

elements along the execution path to send reports, which are later aggregated and can be analyzed

by different techniques.
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We now describe in more detail the three main elements of X-Trace, the metadata contents,

metadata propagation, and event reporting.

3.2.3 Metadata Format and Semantics

The X-Trace metadata is what allows tracing information to be carried with the computation. A

component adds X-Trace metadata to the execution path to start a trace. This can be, for example, a

user browser, or the ingress router on a service provider network. It consists of a TaskID, an EventID,

and optional extension fields, and is carried in the execution path by the X-Trace framework.

The TaskID uniquely identifies a task. This identifier should be unique among all tasks reported

to the same reporting infrastructure over a reasonable window of time. The EventID uniquely iden-

tifies an event within a task.

The component that starts tracing a task is responsible for choosing a TaskID, and each compo-

nent that logs an even is responsible for choosing that event’s EventID. In our implementation both

of these identifiers are opaque integer identifiers, and are chosen by a random number generator.

This approach provides probabilistic uniqueness, controlled by the size of the identifier space, and

has two advantages. Choosing an identifier is a constant-time operation, and it doesn’t require any

external coordination. Both aspects are important to minimize the time overhead of tracing.

Options are self-describing extension fields which may or may not be present. Currently there

are two types of options defined: destination and severity. Both options affect reporting of events.

Destination is a hint for where reports should be sent, and severity indicates the importance of the

current task, for run-time determination of reporting granularity.

The metadata has constant size throughout the execution, as it always contains one EventID, the

last one in the current execution thread. This contributes to minimize the overhead. For events in
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the graph which depend on more than one previous event, as is the case of barriers, this dependency

is recorded in the report for that event, and each incoming edge only carries one EventID. For the

case of an event that initiates parallel branches in the computation, the same causing EventID is sent

along each branch.

The metadata contains all information needed to trace a task, and does not require that com-

ponents keep state about X-Trace propagation or reporting. It has a compact binary representation

that minimizes the overhead when adding it to messages and to run-time environments, and follows

a well-defined specification, reproduced in Appendix A. Its standard format allows independent

implementations in different components to work together to trace the same task.

3.2.4 Metadata Propagation

Components must propagate metadata along the execution path being traced. The instrumen-

tation needs to maintain the invariant that the event being recorded have access to the EventID (s)

of the preceding event(s). Propagation needs to happen between software components and inside

components. The first case comprises protocol messages and API calls, whereas the second case

involves instrumenting the runtime environments.

Propagation in protocols requires that a suitable representation of the X-Trace metadata be added

as metadata to protocol messages, generally as extension fields to protocols. Examples of such fields

are IP options, HTTP extension headers, and TCP options. In Appendix A we define binary and

text representations of X-Trace metadata for this purpose.

As X-Trace can represent events that happen across different software layers, in some cases the

propagation of X-Trace metadata can happen by augmented APIs between successive layers. In

one example, we added a setsockopt call to Linux to set the metadata options for outgoing IP
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packets. An alternative to changing APIs is to use system-wide solutions like Causeway [28] or

SDI [138].

Propagation within software components is the more interesting case. Applications must sup-

port two aspects of X-Trace metadata propagation. The first is to extract the X-Trace metadata from

incoming messages and calls, and correctly add metadata to the causally related outgoing messages.

This involves following the execution paths, and in Section 4.3 detail strategies to do this in appli-

cations with different programming models.

The second requirement regards correctly logging relevant events in arbitrary points in the exe-

cution. To log an event, an application has to do the following sequence of operations:

1. Gather the EventID (s) of the immediately preceding event(s)

2. Generate a new EventID for the current event

3. Generate a report that records the binding between the incoming EventID (s) and the new

EventID

4. Make X-Trace metadata with the new EventID available to the next event(s) that immediately

follow.

Figure 3.5 shows in detail how the propagation of the metadata happens in the HTTP proxy

example from Figure 3.3.

3.2.5 Reporting

When a component sees traffic that carries X-Trace metadata, it generates reports for relevant

events, which we use in post-processing to reconstruct task graphs. Reports are fundamental to
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Figure 3.5: Detail of metadata propagation in the HTTP proxy example. This Figure shows how the

edges in the graph correspond to different types of metadata propagation. The proxy is logging two

relevant events g1 and g2. It receives data from the transport layer, and metadata through the API

(1). It can then decode the HTTP header, which also has metadata encoded (2). In (3) it sends a

report, and then propagates the new EventID in the runtime environment (4). The reverse happens

in (5), (6), and (7).
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record not only information about events, but the binding between successive events. Each new

event records in a report all of the incoming edges, and needs to propagate only its own EventID,

assuring we can represent the task graph with constant-sized metadata.

Each event in X-Trace generates a report. The mandatory information in an X-Trace report

consists of the TaskID of the task to which the event belongs, the EventID, and the EventID (s) of

all immediately preceding events. Components can also record redundant edges, not in the transi-

tive reduction of the partial order (c.f. Section 3.2.1). In the HTTP example from Figure 3.3, the

edges ag, bf , gn, and hm are redundant, but are meaningful to abstract specific subgraphs and add

robustness to partial deployment.

It is also very useful to include additional information in the reports, like a label, a local times-

tamp, machine name, and other information relevant to the specific event. The exact fields included

will vary with the system, application component, and specific details of the event itself. For ex-

ample, an HTTP cache may report on the URI and cookie of the request, and the action taken upon

receiving the request. It can also add systems information such as the server load at the time. IP

routers, on the other hand, report information contained in the IP headers of packets, such as source

and destination addresses, and can add other relevant performance information such as current queue

lengths.

X-Trace reports are text-based, composed of key-value pairs of information, similar to the head-

ers in RFC 822 [38]. This allows for a simple and flexible schema. We define the format of the

report, but not all of the fields. The common format allows different implementations of report

collection and processing to work together in the same infrastructure. An example report from the

Apache HTTP web server is shown in Figure 3.6.
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X-Trace Report ver 1.0
X-Trace: 104E2271D8EA71C723
Timestamp: 1216237571.364
Edge: 6581A5CE
Agent: Apache
Label: Received Request /ctest
Host: <hidden>.cs.berkeley.edu

Figure 3.6: A sample X-Trace report from the Apache http server.

X-Trace is flexible in how reports are aggregated, and gives complete control over the report

data to the components generating the data. It is useful to group components in Administrative

Domains, or ADs.

The reports generated by devices within one AD are kept under the control of that AD, according

to its policy. That policy could be to store all the reports in local storage, such as a database. The

AD can use this store of reports to diagnose and analyze flows transiting its network.

For cases with multiple ADs involved, we use a destination option in the X-Trace metadata. If

present, this option signals that a user (located at that destination) is interested in receiving the trace

data as well. This user might be the originator of the task, or it could be any delegated report server.

This indirection is useful for users behind NATs, since they are not addressable from the Internet.

The AD uses its policy to respond to this request.

The simplest policy is for each device to just send reports directly to the indicated destination,

which would collect them and reconstruct the task graph. This may not be desirable, though, because

AD’s in general will want to control who has access to different granularities of data. One possible

mechanism that uses indirection works as follows. The AD still collects all reports locally in a

private database. It then sends a special report to the destination in the metadata, containing a

pointer to the report data. The pointer could be the URL of a page containing the trace data. This
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Figure 3.7: An example of wide-area reporting. The client embeds X-Trace metadata with a mes-

sage, setting the report destination to R. Different ISPs collect reports locally, and send pointers to

R so that the client can later request the detailed reports.

gives each AD control of the visibility of the trace information, by requiring users authenticate

themselves when they fetch the data. The AD can make use of this authentication information when

choosing the level of detail of the report information returned to the user. We describe this usage in

more detail in Section 4.1.2. Note that all the information needed to get a report to a user is kept in

the X-Trace metadata, meaning that nodes in the network do not need to keep any per-flow state to

issue reports.

Figure 3.7 shows a sender S who sets the destination for reports as being the report server R.

ADs A and B send pointer reports to R, and either the client or R itself fetches these reports later. A

special case is when the user of X-Trace is in the same AD as the devices generating reports, such

as network operators performing internal troubleshooting. X-Trace metadata gets added at the AD

ingress points. The network operators go directly to the local report databases, and there is no need

to use the destination field in the metadata.
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Once the interested user collects and aggregates reports for tasks of interest, she can reconstruct

the task graph, or the part of the task graph she has access to. Different ADs may store different

sub-graphs related to the same task. The fact that all of the events in a task refer to the same TaskID

means that these ADs may choose to combine or share these subgraphs as needed or desired, to

solve specific problems. The TaskID serves as a common handle that different parties can use to

refer to the same execution.

The reconstructed graph is the end product of the tracing process, and can be stored, associated

with trouble ticket systems, or used by operators as a record of individual failure events for reliability

engineering programs. For transitory errors, the graph serves as a permanent record of the conditions

that existed at the time of the connection. Additionally, any performance data included by the

devices in the reports can be used to correlate failures in the datapath with devices that may be

under-performing due to overload.

3.3 Discussion

Before moving on to describing the X-Trace’s implementation, in Chapter 4, and evaluating it in

constructed scenarios and in two deployed wide-area applications (Chapters 5 and 6, respectively),

we summarize the architecture below, relating X-Trace’s features to its requirements. We then look

at some other important issues and limitations of X-Trace.

3.3.1 Revisiting the Requirements

Having presented the basic architecture, we now revisit the requirements from Section 3.1.2.

Table 3.1 maps the features of X-Trace we described above to how they contribute to fulfill the
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requirements.

The X-Trace execution model captures the full happened-before relation among events with

its explicit event-graph representation. The model is general, and makes no assumptions on the

programming model or system structure, other than the possibility of carrying X-Trace metadata.

The in-band X-Trace metadata allows capturing of the actual execution path, rather than a sepa-

rate path that would be captured by independent tracing traffic. There can be alternatives to adding

explicit metadata. Magpie [20], for example, does tracing without adding metadata, but assumes

very comprehensive logging and complex schemas to be able to recover bindings between event.

We adopted the metadata solution in part to minimize the assumptions on the traced system.

Also because of minimal assumptions on the instrumented systems, the event reports are a set

of text-based, key-value pairs. While not as efficient as a codified binary representation, we opted

for the flexibility afforded by the text representation. The reports in X-Trace do not share fate with

the execution after they are generated, as they are sent to a separate reporting infrastructure.

These out-of-band reports also also contribute to minimize the overhead. Once generated, re-

ports do not have to be sent synchronously with the execution, thereby decreasing the imposed

delay. Overhead is also minimized by constant-sized metadata and constant time metadata propa-

gation. Further, because the metadata has all information needed for reporting, components do not

have to keep long-lasting state for tracing.

The standard metadata and report formats allow different administrative domains to indepen-

dently instrument their systems. The TaskID acts as a common handle for the exchange of informa-

tion when necessary, and the decoupling of trace data request and generation allows the different

ADs to apply appropriate policies to share information.
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Deterministic Causality !          

Execution path tracing  !         

No trace data fate sharing   !        

Minimal assumptions on environment ! !  !       

Low overhead   !  ! ! !    

Policy Control        ! !  

Incremental Deployment         ! ! 

Table 3.1: How different features of the X-Trace architecture map to the requirements laid out

in Section 3.1.2. A dot in a table column indicates that the feature is important in fulfilling the

requirement in the corresponding line.
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Finally, the task graph model naturally allows for incremental deployment of X-Trace, by the

same or different parties. If, for instance, we only instrument the RPC client in Figure 3.2, we

will get a graph with the events e1, e2, e3, e8, e9, and e10. If we later instrument the servers and

trace another execution, we get the full graph from Figure 3.2(d). The edges e2e9 and e3e8 become

redundant edges, but there is no need to change the instrumentation in the client.

3.3.2 Other issues

Time synchronization

An important feature of X-Trace is that it does not require that different machines that are part

of a task be time-synchronized. Lack of time synchronization may imply erroneous sequencing

for traditional log-based approaches that rely on time to order events. Because X-Trace explicitly

captures the precedence among events, not only does it not require wallclock time to be correct

among systems, it can actually help correct time offset and skew. Whenever X-Trace records a pair

of edges in opposite directions among two machines, such as in an RPC request-response pair, it

can use techniques similar to NTP [115], or to the ones in [128], to correct the clock in one of the

machines, making the time consistent to within the magnitude of the network delay between the

machines.

Managing Report Volume

The structure and complexity of an application’s task graph have a strong bearing on the amount

of report traffic generated by X-Trace nodes. We mention three mechanisms that can limit the

volume of this traffic.
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• Batching and compressing. Since X-Trace reports are delivered out-of-band, they can be

batched and compressed before transmission. We have routinely observed a compression

factor of around 10x for X-Trace generated reports using bzip2.

• Correlated sampling. Sampling can limit the number of requests that are tagged with X-Trace

metadata to a rate specified by policy. X-Trace allows correlated sampling across multiple

components of a system, by only selectively adding X-Trace metadata to a fraction of ini-

tial operations. Differently from independent sampling at each node, using X-Trace, each

“sample” is a complete task graph. Sampling can independent or biased to specific types of

tasks.

• Per-task granularity. Lastly, X-Trace allows variable granularity of logging per task. In

Section 4.1.3 we show how an X-Trace metadata option, severity, allows most tasks to be

logged at a coarse granularity, while letting a few selected tasks be logged in more detail.

As associated challenge with report volume is the aggregation of reports in a central location.

Chun et al. citechun08d3 reported some initial progress on D3, a system that can answer declarative

queries on X-Trace task graphs in a distributed way, without requiring all reports for a task to be

collected to a central node. They do this by using hints, in the X-Trace reports, about what the next

node with local reports is likely to be.

Security Considerations

It is important to discuss the potential for attacking the X-Trace infrastructure, as well as using

that infrastructure to attack others.

First, one could mount an attack against an infrastructure that implements X-Trace by sending
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an inordinate amount of traffic with X-Trace metadata requesting reports. We argue that propagating

metadata on its own is unlikely to become a bottleneck in this situation. Generating reports, how-

ever, could become a significant source of load. A simple defense is for each device to rate-limit the

generation of reports. Still, malicious clients could get more than their fair share of the reporting

bandwidth. If this becomes a problem, and filtering specific sources of reports becomes an issue,

providers might start requiring capabilities in the options part of X-Trace metadata to issue reports.

Another possible attack with the reporting infrastructure is for a malicious user to send packets

with X-Trace metadata, with the destination for reports set as another user. In the worst case,

many network devices and hosts would send reports towards the attacked user. While this attack is

possible, it will not have an exponential growth effect on the attacker’s power, as legitimate reporting

nodes will not place X-Trace metadata into X-Trace reports. Most important, however, is that we

do not expect a large traffic of wide-area reports: as we describe in Section 3.2.5, we expect ADs to

generate few wire-area reports with pointers to detailed, independent stores for local reports within

each AD. X-Trace keeps control of report generation rate and visibility with each report provider,

which allows for defense mechanisms to be independently put in place.

3.3.3 Limitations

X-Trace is not without its limitations, partly due to choice of target systems and requirements,

and we discuss three important ones next.

Modification to Systems

One of the main limitations of X-Trace is that it requires that legacy systems and protocols

be modified. There is a tradeoff here between the ability to deterministically capture causality of
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general distributed systems versus the degree of intrusiveness of the monitoring, as we discussed in

more detail in Chapter 2.

While the modifications to add X-Trace tend to be simple, this can be an impediment to using

X-Trace with many production and legacy systems. Modifications can also be hard or impossible to

make in many hardware-based implementation of network protocols, for example.

Many protocols, such as HTTP, are designed with extensible fields, and these make adding

X-Trace straightforward. An approach that makes the impact of the changes much smaller is the

instrumentation of key libraries and middleware services with X-Trace, as we did, for example, with

the libasync asynchronous event and RPC libraries.

Resiliency to Report loss

Up to this point we have assumed that all reports are reliably collected by the reporting infras-

tructure. If the reporting infrastructure loses any reports, the effect to the graph will be the deletion

of nodes and edges represented by that report. This might make it impossible to fully reconstruct

the causal connections, disconnecting the graph. In these cases, the reports sharing a common task

identifier could be ordered temporally. Although not as descriptive, this linear graph might still

pinpoint certain faults. Another promising approach in the case of lost reports is to infer about the

existence of missing edges by comparing the structure of the tasks with missing reports to that of

similar tasks.

Cross-task interaction

Another limitation of X-Trace as described here is that it is not natural to capture interaction

among different tasks. For example, in a cache, when a task B retrieves an object that had been



61

previously stored in the cache by a task A, clearly the storage event in A preceded the retrieval

event in B. In this case, it is possible to augment the edge representation and allow edges between

events from different tasks.

X-Trace as proposed assumes that each event belongs to only one task, which might not be

the case in some situations. For example, if we have a protocol U that batches several messages

(from different tasks) to be transmitted together in a single message of an underlying protocol L,

the sending and receiving events in the protocol L layer will be assigned to one of the tasks. The

causality will be preserved correctly in the U protocol, but the events in L would have to belong

to all k tasks simultaneously. It is possible again to extend the event representation to cross task

boundaries, but X-Trace does not do that as presented here.

There are events that implicitly share a resource, such as a network link or the CPU time. In

these cases there is no message or shared data access, and it would currently require the examining

of the timing in each report to infer the relationships.

Having described the design and architecture of X-Trace, the next chapter delves into details

of how we implemented X-Trace, including specifics of the metadata and reporting formats, the

challenges we found integrating X-Trace into new and existing systems, and how we process and

visualize X-Trace-produced data.
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Chapter 4

X-Trace Implementation

In this chapter we describe details of our implementation of the X-Trace architecture presented

in Chapter 3. We begin, in Sections 4.1 and 4.2, by describing the X-Trace metadata format and the

reporting infrastructure. A very important issue with X-Trace is how to integrate it with existing

and new systems. In Section 4.3 we describe how we integrate X-Trace into protocols, how we

provide a unified API for integrating it into both event- and thread-based systems, and discuss

important challenges such as capturing concurrency correctly and deferring computation. Finally,

in Sections 4.4 and 4.5 we discuss how we process and visualize X-Trace data.

4.1 Metadata

Figure 4.1 shows the format with which we encode the X-Trace metadata. Since X-Trace in-

cludes a serialized version of the metadata in protocol messages of instrumented systems, it is

important to achieve a compact representation.
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Figure 4.1: X-Trace metadata.

4.1.1 Identifiers

We represent the TaskID and the EventID as opaque integer fields. The TaskID can have a length

of 4, 8, 12, or 20 bytes, and the EventID can have a length of 4 or 8 bytes. These identifiers are

preceded by a flags byte, which indicates the X-Trace metadata version, the sizes of the TaskID and

of the EventID, and indicates whether there are options in the metadata. To accommodate future

extensions to the X-Trace identifier format, we include the options block. This block, if present,

consists of one or more individual self-describing options. Each consists of a type, a length, and

then a variable length payload.

We use randomly chosen identifiers for both the TaskID and EventID, as this can be done very

fast without coordination by each instrumented component. Of course, there is still a chance of

collision in the identifier space, but the probability of this happening can be bounded by the length

of the identifier.

Collisions in the selection of the TaskID should be avoided for tasks that go to the same reporting

database, during a given window of time that depends on typical task duration. In other words, the

TaskID length can be made smaller if the duration of individual tasks can be bounded. The task

graph for a TaskID with such collisions will have a number of disconnected components, and can

be identified with simple graph reachability algorithms.
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Figure 4.2: Approximate probability of at least one collision for the EventIDs in the same task,

versus the number of events in each task, for EventIDs of 4 and 8 bytes.

Collisions in the selection of the EventID should be avoided within a single task only. These

collisions are more problematic than the TaskID collisions, because they can introduce ambiguity

in the causality graph. Although such ambiguities could be most likely solved by looking at the

events timestamps, this is not ideal. To avoid collisions, one should set the size of the EventID

identifier space according to the expected number of events in a task. The probability p(n, d) of

at least one collision for n identifiers chosen from a space of d bits can be approximated by 1 −

e−n(n−1)/2d+1 [51]. Figure 4.2 plots this probability versus the number of identifiers chosen (n), for

two lengths of the EventID. The conclusion is that 4-byte EventIDs are only suitable if the expected

task sizes are smaller than 100 or 1000 events. With 100 events and 4 bytes, it is expected that 1

in every ∼106 tasks will have an internal collision, which can be deemed acceptable. With 1000

events per task, 1 in ∼10, 000 tasks will have a collision. However, if tasks have between 10,000
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and 100,000 events, the collision probability is high: between ∼1% and ∼68% of tasks will have at

least 1 collision, respectively. For 8-byte EventIDs the situation is much better, with tasks as large

as 106 events having collisions in 1 out of ∼107 tasks.

4.1.2 Destination Option

We have defined two options for the metadata, that affect report generation and aggregation.

The specification is open, such that future options can be defined for new uses, such as carrying

capabilities or signatures in the metadata.

The first of these options is the destination option, which allows a user to indicate interest in

receiving information about the task in the wide-area. The example in Figure 3.7, in Section 3.2.5

shows how this option might be used.

The destination is specified as a pair of protocol and address, and we have currently defined the

types listed on Table 4.1. The i3 destination type allows reports to be sent to an identifier in the

Internet Indirection Infrastructure, an overlay routing architecture [155]. The OpenDHT destination

type allows reports to be sent to the OpenDHT, a publicly accessible distributed hash table (DHT)

service [141]. OpenDHT offers a hash table interface so that clients can store and later retrieve

arbitrary information under specified keys. When this destination type is selected, nodes store

reports on OpenDHT using the TaskID as the key, and the user can retrieve the reports later by

fetching the value associated with the TaskID.

4.1.3 Severity Option

The other option we have defined is the severity option, which gives the developer and the ad-

ministrator control over the granularity of tracing. X-Trace borrows the mechanism from traditional
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Protocol Destination
UDP IPv4:port
TCP IPv4:port
i3 I3 id
XMLRPC OpenDHT key from TaskID

Table 4.1: Types of X-Trace report destinations.

Code Severity
0 Emergency
1 Alert
2 Critical
3 Error
4 Warning
5 Notice
6 Informational
7 Debug

Table 4.2: X-Trace reporting severity levels

logging frameworks like the BSD Syslog protocol [103] and log4j [102].

Severity is a number from 0 to 7, representing increasing detail. The meanings are borrowed

from Syslog, and are shown in Table 4.2. In traditional logging systems, such as Syslog and

log4j [102], each log statement in the code has an associated severity (or level, in the case of log4j).

The runtime logging system has, on the other hand, a global severity threshold which it uses to con-

trol the granularity of logging. Given a threshold t, the system will log a statement with associated

severity s if s ≤ t.

X-Trace uses a similar approach, but adds an important variation enabled by the X-Trace meta-

data. The metadata can carry a severity level for its TaskID, which has the effect of changing the

severity threshold for that TaskID only. This enables specific tasks to be traced at greater detail.

The X-Trace runtime has two severity-related thresholds: default (td) and maximum (tM ). Each
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Figure 4.3: X-Trace reporting architecture.

event (akin to a log statement), has a (fixed) associated severity (se) value. Finally, each task,

represented by its metadata, has an optional severity threshold tt of its own. To see whether an

event will be recorded, X-Trace does the following:

severity threshold ts =






tt if tt is present in metadata

td otherwise

effective threshold teff = min(ts, tM )

record event if se ≤ teff

4.2 Reporting Architecture

We now describe a prototype reporting architecture that aggregates reports to a central location

and allows post-mortem analysis and visualization of X-Trace task graphs. The architecture com-

prises a library against which applications link, a local daemon process that collects reports on a

single machine, and a central repository that receives and stores the reports.

As described in Section 3.2.5, each event in an application generates a report with information

about the task, the event, the immediately preceding events, and specific information about the
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event. These reports are text-based sets of key-value pairs, in a format similar to the one defined in

RFC 822 [38]. The format allows for arbitrary new keys to be added depending on the system being

instrumented and the post-processing involved.

We implemented a library that can be linked into applications and software components that can

generate properly formatted reports. In our prototype reporting infrastructure, this library also sends

reports to a local report daemon that can perform further report forwarding.

The local daemon generally runs on the same machine as the instrumented application or com-

ponent, but can also run in separate nodes. The communication between the X-Trace library and

the daemon is non-blocking, and does not delay normal application processing. The daemon can

be configured to store reports locally, forward all reports to a configured destination, or to forward

reports to wide-area destinations if these are present in the destination option of the X-Trace meta-

data.

We also implemented a central database that can be used as the default report destination for

reports from a given AD or network, much like site-local databases in Figure 3.7 from Section 3.2.5.

Figure 4.3 shows a typical X-Trace instrumented node, with the local X-Trace report daemon

listening for reports from multiple applications. The daemon routes these reports appropriately.

4.2.1 Performance

To test the performance of the reporting infrastructure, we used the Apache web benchmarking

tool, ab, against two otherwise identical Apache websites: one with reporting turned on and one

without. The report store in this test was a separate Postgres database. Of the 10,000 requests we

issued to the site, none of the reports were dropped by the reporting infrastructure. The regular

server sustained 764 requests/sec, with a mean latency of 1.309 ms. The X-Trace enabled server
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sustained 647 requests/sec, with mean latency of 1.544 ms, which shows a 15% decrease in total

system throughput.

4.3 Integrating X-Trace

As X-Trace requires modifications to existing systems in some cases, it is key that the effort

required to instrument systems be minimized. This section describes how we integrate X-Trace

metadata into protocols, and how we perform propagation within applications. Integrating X-Trace

into systems requires propagating X-Trace metadata through protocol messages, as well as within

applications and software components. We added X-Trace to new and existing protocols and sys-

tems, and in the course of doing so implemented a set of libraries to assist the programmer with

these tasks. We describe them in turn, providing examples, and describing the API that allows

users to both propagate X-Trace metadata and generate X-Trace reports from different components.

The API makes adding X-Trace annotations to applications akin to adding normal logs statements,

with the proper propagation of X-Trace metadata being handled by our runtime library. We end

the section by describing important challenges in the instrumentation, including the capturing of

concurrency and propagation across structures that defer computation, such as queues.

4.3.1 Integrating into Protocols

Integrating X-Trace metadata into protocol messages involves carrying the metadata in the

header of messages. This varies in difficulty and feasibility depending on the protocol. Adding

support in new protocols is easy, as the format for X-Trace metadata is simple and well-specified.

We currently use a compact binary representation or a textual representation of the hexadecimal
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encoding of the metadata that uses two characters per byte, depending on the protocol. Other en-

codings appropriate for specific protocols can easily be devised.

For existing protocols, the feasibility depends on the protocol’s extensibility. For example, it is

simple for HTTP, because its specification [53] allows for extension headers, and dictates that un-

known extensions be forwarded unmodified to next hops by proxies. Other protocols like SIP [143],

Email [38], IP, TCP, and I3 share this characteristic.

For IP packets, adding options can cause packets to be dropped by some wide-area paths. In [57],

we ran experiments sending IP packets with options on PlanetLab [22], and found that approxi-

mately 50% of paths dropped IP packets with any options. The positive finding, however, is that

over 90% of these drops occur either at the source or at the destination AS, making IP options viable

if the endpoint ASs support them.

For protocols without an extension mechanism, one has to resort to either changing the proto-

col, transparently adding metadata before or after protocol messages, or overloading some existing

functionality. Another option is to add metadata to the protocol messages as they are sent, and

remove this metadata on the other side before they are delivered to oblivious unmodified protocol

code. In the implementation of Chord that comes with i3 citei3, we had to create a new type of

message. For adding support to the Sun RPC protocol, we appended X-Trace metadata after the

end of each message. While this is not a fully compatible solution, it worked in our tests even in

environments where some elements were X-Trace aware and some weren’t, because RPC messages

were self-describing. Table 4.3 gives details on adding metadata to these and some other protocols.

We say that X-Trace is not supported by a protocol if adding X-Trace metadata to messages

causes receivers to drop the messages.
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Protocol Metadata Comment
HTTP, SIP, Email Extension Header Out-of-the box support for extensions.
IP IP Option Automatic propagation. Dropped by some

ASs, wide-area support varies [57].
TCP TCP Option One-hop protocol, no next hop propagation.

Linux kernel changes are needed.
I3 I3 Option Support for options, but had to add handling

code.
Chord No support Created separate message type.
SunRPC Appended to message Metadata invisible to unaware implementa-

tions.
DNS EDNS0 OPT-RR The EDNS0 [169] extension to DNS allows

metadata to be added to messages.
PostgreSQL SQL Comment Possible to encode X-Trace metatada within a

SQL comment.
UDP, Ethernet No support Must change protocol or use shim layer.

Table 4.3: Support for adding metadata to some protocols. We have implementations for the proto-

cols in italics.

4.3.2 Integrating into Applications

Integrating X-Trace into applications and software components involves, as we described in Sec-

tion 3.2, getting metadata from incoming messages, propagating the metadata internally, generating

event reports, and setting metadata on the appropriate outgoing messages to other components. Our

libraries make it straightforward to serialize and deserialize X-Trace metadata into protocol mes-

sages, and also facilitate the propagation through different runtime environments.

We implemented automated propagation of X-Trace metadata in two very different styles of run-

time systems, thread-based and event-based, which we describe below. Interestingly, the interface

X-Trace presents to the programmer, in both cases, is the same, as we show below.
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Threaded Environments

A popular style of programming concurrent system is based on threads [23]. Using the ter-

minology from Adya [1], these are programs with preemptive multitasking and automatic stack

management. Computation is structured in threads, and each thread executes on behalf of only one

task at a given time. Events in each thread are totally ordered, and the programming language main-

tains control flow information in the managed stack. These features make it simple to add X-Trace

propagation to thread-based runtime environments.

Recall that when reporting an event, the event-logging code must have access to the immediately

preceding event. The X-Trace library keeps a per-thread variable, globally accessible within the

thread only, called LastXtr. LastXtr stores an X-Trace metadata, including the TaskID and

EventID of the last recorded event. When an event is to be recorded, the logging code looks at

LastXtr and adds an edge from its current value to the newly created EventID. LastXtr is then

updated with the EventID of this new event, so that the following events can register the proper

causality. Other edges can also be added to the event if necessary, coming from messages or data

accesses, for example.

When used with multiple threads, each thread updates its own LastXtr variable. The one

extension that is needed is for the thread libraries to be instrumented such that thread creation and

thread synchronization primitives be properly recorded as events.
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Event-Based Environments

An alternative to thread-based systems, popular on high-performance network servers and graph-

ical user interface systems, is a programming model called event-based [124]. 1

Again using the terminology from [1], programs in this style use cooperative multitasking and

manual stack management. There is typically one thread per processor, each multiplexing several

logical threads at the same time. There is an event loop that waits for an external event and starts

the appropriate handler code when such an event happens. External events can be a timer firing,

a disk read completing, a network packet arriving, or a user clicking a mouse, for example. Each

handler runs uninterrupted for a short time in response to an external event, until it has to perform

an operation that blocks waiting for another external event. When an event handler has to do a

long operation, for example, read a file, it schedules the read, together with a continuation, which

contains the handler to be called when the read completes, and optional contextual information for

the new handler. In effect, each event handler does a deferred function call for a subsequent handler.

Instead of using the stack for control flow, however, the programmer maintains the control flow in

the chain of continuations stored in the heap, and hence the name manual stack management. Once

the event handler returns control to the event loop, the system waits for the next event and calls the

appropriate handler.

Our goal with X-Trace is to link causally related events in the logical threads that are multiplexed

into one thread by the runtime. We can achieve that by keeping X-Trace metadata as the same per-

thread global variable LastXtr during the execution of an event handler, but storing the metadata

with the continuation whenever a deferred function call is scheduled. The event loop then has
1There is unfortunately an overload in the term event here. In event-based programming, the application responds to

events, like network or user activity. X-Trace events, on the other hand, represent arbitrary operations in running systems.
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the responsibility of restoring LastXtr from the continuation before transferring control to the

handler.

We instrumented an event-based library for C++, libasync [111], for automatically propagating

X-Trace metadata, an used this as a base for instrumenting two production systems built on libasync.

Our instrumentation of the libasync runtime consisted of changing four functions used to schedule

event handlers (callbacks, in libasync parlance), and part of the event loop that calls callbacks,

totaling less than 20 lines of code. timecb is one of the scheduling functions, used to schedule a

callback to be called in a given interval. To cause a function f to be called in interval seconds

with argument arg, we write code like the following:

timecb t cb = timecb(interval, wrap(f, arg))

wrap creates a callback object that encapsulates f and its arguments, and timecb actually

schedules the callback to be called by the event loop. Our instrumentation adds a copy of LastXtr

to cb. When the timer expires, the event loop sets LastXtr to the metadata stored at cb, and then

calls f(arg).

The result is that inside an event handler, LastXtr behaves identically to its threaded-version

counterpart, with information about the last preceding event in the current logical thread of execu-

tion. We use this similarity to expose the same API to programmers in both cases, as we describe

next.

4.3.3 API

We instrumented a number of systems with X-Trace, and integrated automatic metadata prop-

agation, as described above, in two representative implementations: one in the Java programming
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language, and another in C++/libasync. The Java implementation follows the threaded-based model,

while the libasync implementation follows the event-based model. A given computation can be ex-

pressed in both models [100, 170], and while the programming model is quite different, we were

able to provide the same X-Trace Application Programming Interface for the programmer.

The X-Trace library removes from the programmer the burden of having to follow the logical

thread of computation, as well as of having to worry about properly advancing LastXtr and cre-

ating a report. The library does the propagation by maintaining an X-Trace context, which contains

the LastXtr variable. To add X-Trace to an application the programmer has the following tasks:

• When receiving a message, extract X-Trace metadata from the message, and set the X-Trace

context: xtr::Context::set(msg.getMetadata()).

• When sending a causally related message, add X-Trace metadata to the message from the

X-Trace context: msg.setMetadata(xtr::Context::get()).

• Whenever appropriate, log relevant events:

xtr::Context::logEvent(label, message).

This call advances the X-Trace context, creates a report, and sends it to the reporting infras-

tructure.

There is an alternative logging call that allows the programmer to add more information to the

event, including causal edges from other events. The interface to the programmer is very similar to

that of a logging API. In fact, X-Trace can be seen as a logging API that preserves the full causal

relation among the logging statements.
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4.3.4 Challenges

Extra work was required in two types of situations that were not correctly handled by the au-

tomatic propagation in libasync and in the RPC layers: capturing parallelism and propagating

X-Trace metadata through application layer deferral structures, like queues.

Capturing Concurrency

We want to capture the concurrency among logical threads of computation, both in the case of

event-based systems like libasync, and in the case of thread-based systems. This requires some

extra steps in the case of the creation and termination of logical threads of computation.

The automatic propagation of X-Trace metadata described above is not sufficient to correctly

capture the dependencies in the case of barriers, and currently the programmer instrumenting an

application has to do some extra work. Figure 4.4 shows an example, in libasync, of a simple

program that starts three logical threads (by calling doSomething()),2 and then waits for all

three to finish before logging the end event.

In some cases it should also be possible to statically annotate the code, to indicate that all

execution paths starting from a given event should end in another event, and automatically infer the

existence of the missing edges in post-processing. We leave this for future work.

From the figure, we observe that the end event is represented as only being dependent on the

last done event. The graph would be different depending on the order of finishing of the three

threads. The code implies that the end event in fact is dependent on all three done events. Another

observation is that the do events are related to each other. While this is strictly true, from the

sequence of operations in the code, it may not be what the programmer has in mind.
2In libasync, the equivalent of a thread is potentially created in every call that defers computation.
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1: const int N = 3;
2:
3: xtr::Context::logEvent("start");
4:
5: for (i = 0; i < N; i++) {
6: xtr::Context::logEvent("do(%d)", i);
7: doSomething(i);
8: }
9:

10: ...
11: int remaining = N;
12: ...
13:
14: void somethingDone(int i) {
15: xtr::Context::logEvent("done(%d)",i);
16: if ( --remaining == 0 )
17: xtr::Context::logEvent("end");
18: }

(a) Example C++ code with X-Trace logging calls.

!"#$"% &'()*% &'(+*% &'(,*% -.&%

&'.-()*% &'.-(+*% &'.-(,*%

(b) X-Trace graph resulting from the above code.

Figure 4.4: Example C++ code and resulting X-Trace graph. doSomething() internally sched-

ules concurrent processing, which eventually calls somethingDone(). This code only uses the

automatic propagation of X-Trace metadata. Its capture of the forking is not intuitive, and the

barrier is represented incorrectly.



78

Figure 4.5 shows the same code, augmented using the X-Trace instrumentation API to correctly

capture the concurrency. Recall that when logging an event, we advance the X-Trace metadata (cf.

Section 4.3.3) to the event id just created. To represent that all three events are directly causally

related to the start event, we keep the X-Trace metadata corresponding to the start event in a local

variable, and reset the X-Trace Context to refer to it before each new fork. The representation of the

fork is a matter of taste in this case, as the original one is correct. In thread-based code, this would

be equivalent to passing to each thread, upon creation, the X-Trace metadata of the parent thread.

In the case of the barrier, the original representation is incorrect. The code in Figure 4.5(a) is

augmented so that the first thread to finish creates a new event without immediately reporting (line

20). When the other threads finish, they add an incoming edge to the event (line 22), and the last one

to finish generates the report for the event. Figure 4.5(b) shows the resulting graph. The equivalent

instrumentation for thread-based code could be added to the specific calls required to create barriers,

such as join. In this case, the threading library could store the X-Trace context of the joining threads

and create an event with the appropriate incoming edges.

Deferral Structures

The second challenge was related to data structures in the applications that cause computation

to be deferred. One example was an asynchronous DNS resolver in libasync that was shared by

many tasks. The initial instrumentation was causing a number of tasks to end prematurely, while a

few tasks were apparently much longer than they should be, as we can see in Figure 4.6(a). Closer

inspection of the traces showed that the responses to the external DNS resolutions were all being

attributed to the first task to instantiate the resolver.

To see why this was happening, we need to understand how the resolver works. The DNS re-
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1: const int N = 3;
2:
3: xtr::Context::logEvent("start");
4: xtr::Metadata startXtr = xtr::Context::get();
5:
6: for (i = 0; i < N; i++) {
7: xtr::Context::logEvent("do(%d)", i);
8: xtr::Context::set(startXtr);
9: doSomething(i);

10: }
11:
12: ...
13: int remaining = N;
14: XtrEvent xte = null;
15: ...
16:
17: void somethingDone(int i) {
18: xtr::Context::logEvent("done(%d)",i);
19: if (xte == null)
20: xte = xtr::Context::createEvent("end");
21: else
22: xte.addEdge(xtr::Context::get());
23: if ( --remaining == 0 )
24: xte.sendReport();
25: }

(a) Same code as in Figure 4.4, with added X-Trace code for correctly capturing concurrency.

!"#$"%
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(b) Semantic concurrency captured by augmenting the instrumentation

Figure 4.5: Same code from Figure 4.4, augmented to capture the semantic concurrency. The forks

are more intuitive, and the barrier, correctly captured.
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solver in libasync uses non-blocking I/O, and can be used by many clients at once. As illustrated

in Figure 4.6(b), each request starts a resolution request but does not block the calling thread. In-

stead, the calling code registers a callback function to be called when the resolution completes. The

callback is stored in a hash table, indexed by the DNS ID field of the generated request [116]. When

a response comes back, the implementation looks the response’s ID in the hash table and calls the

corresponding callback function with the resolved name. The problem is that all arriving packets

first cause the same callback function to be called: the function that parses the DNS response and

looks the records up in the hash table. This callback is scheduled when the resolver is first initiated

to respond to all incoming packets, and thus carries the X-Trace context of the task that first started

the resolver.

We corrected this problem by storing the X-Trace metadata current when the request is made in

the hash table, together with the callback function to be called when the resolution completes. The

X-Trace metadata is then restored right before the callback function is called with the response.

This points out the general need to instrument data structures that represent deferrals in the

computation. Another example of this is a queue that stores requests to be processed by one thread

out of a thread pool, a pattern common in servers. In this case, we would have to instrument the

queue by adding X-Trace metadata to the queue elements. In practice, we expect that most of these

data structures and deferral mechanisms will be in libraries, such that one time modifications will

be shared by many clients. The DNS resolver in libasync, for example, now correctly carries

X-Trace metadata for its clients, and will work for all software that uses the library.
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Figure 4.6: Tracing through libasync’s DNS resolver. Initially (a), we observed some truncated

tasks (A, B), with the corresponding missing events appearing in another task (C). This was due to

the asynchronous DNS resolver in libasync (b), which uses a hash table to match responses with

the corresponding callback. The * in the Figure represents the callback. We had to add X-Trace

metadata to the callback stored at the table to correctly trace this case.
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4.4 Processing X-Trace Graphs

Instrumented applications and components generate reports for relevant events, and the reporting

infrastructure enables the user to aggregate these reports. The user can then reconstruct the task

graph, or the partial order of the execution, from these events. The presence of the edge information

on the reports makes this reconstruction straightforward. Each event report is a node in the task

graph, and each ’Edge’ entry in a report from a preceding event constitutes a directed edge in the

graph. It is useful, though, to extract structural information from the obtained graphs.

In this section we describe two algorithms for processing the task graphs. The first deals with

identifying redundant edges (cf. Section 3.2.1) which are edges that abstract subgraphs of opera-

tions. The second shows how to obtain global timestamps (analogous to vector clocks [52, 109]) that

are comparable between any two events in a task. Lastly, we describe our prototype visualization

tool, based on the Graphviz package [46], that we implemented to examine the X-Trace graphs.

4.4.1 Finding Redundant Edges

As we described in Section 3.2.1, X-Trace task graphs can represent arbitrary subsets of the

complete partial order graphs, i.e., containing all the edges in the transitive reduction of the partial

order, plus any redundant edges. Redundant edges are ones that can be removed without changing

the reachability of the graph. In other words, an edge i, j is redundant if there is a path from i to

j that does not use edge i, j. Determining the redundant edges is an important step in processing

X-Trace graphs, as they can be useful in summarizing the graph, examining the parallel structure of

the task, and providing more intuitive visualizations of the graph structure. To do this, we compute

the transitive reduction of the graph.
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X-Trace task graphs in practice have relatively few redundant edges, and are generally much

closer to the transitive reduction of the partial order than to the transitive closure. Since they are

relatively sparse, the most efficient representation for them is as an adjacency list, as opposed to a

matrix representation.

X-Trace graphs are partial orders, which are directed acyclic graphs. Directed acyclic graphs

have a unique transitive reduction [5]. The best known transitive reduction algorithm for general

directed graphs uses boolean matrix multiplication, and has complexity O(n2.376) [37]. For DAGs,

we can do better. Goralčı́ková and Koubek described an algorithm for transitive reduction and

closure, listed in Algorithm 1, that works in O(|V | · |Ered|), where Ered is set of edges in the

transitive reduction [71]. In [148], Simon proposed an enhancement to this algorithm that works

in O(k · |Ered|), where k is the number of chains in a chain decomposition of G (we describe

chain decomposition in the next section). Finally, for some restricted classes of DAGs, the transitive

reduction can be computed in time linear with the number of nodes and edges. For example, in [166]

Valdes gives an O(|V | + |E|) transitive reduction algorithm for Generalized Serial-Parallel (GSP)

graphs. Unfortunately, there’s no guarantee that X-Trace graphs are GSP graphs, and we have to

resort to Simon’s algorithm.

4.4.2 Generating Comparable Timestamps

The partial order obtained from a computation can be very useful for example for debugging,

visualization, program understanding, fault detection, and performance analysis. Given a set of

events, an operation that is central to many of these is the ability to compare two events from the

execution, and determine if one happened before the other or if they are concurrent. The directed

graph representation of X-Trace graphs has enough information to allow for this comparison. While
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Algorithm 1 Transitive reduction (Goralćı́ková and Koubek [71])
Input: G = (V,E)
Output: Ered, the edges in the transitive reduction, and

out∗(v), the set of all nodes reachable from v, ∀v.
1: Ered ← ∅
2: for v ∈ V , in reverse topological order
3: out∗(v) ← {v}
4: for w ∈ out(v), in increasing topological order)
5: if w *∈ out∗(v)
6: out∗(v) ← out∗(v) ∪ out∗(w)
7: Ered ← Ered ∪ {(v, w)}
8: end if
9: end for

10: end for

it allows uncoordinated, constant-time capturing of events by different processes, however, our

representation is not efficient for precedence testing between two arbitrary events, as this can require

traversing the graph for each comparison.

The most common approach for making precedence tests efficient is the use of comparable

timestamps that exhibit Lamport’s Strong Clock Condition [99]. For two event a and b, their times-

tamps C(a) and C(b), and a comparison function < between two timestamps, the Strong Clock

Condition says that

a → b ⇐⇒ C(a) < C(b),

where → is the happened-before relation.

The Vector Clock algorithm simultaneously discovered by Fidge and Mattern [52, 109] exhibits

this property, with a constant-time comparison function. It has two disadvantages that make it

unsuitable for our purposes, though. First, it requires that the number p of processes in the system

be known a priori, and each timestamp is a vector of p components. Second, it requires that during
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the computation the timestamps be carried by processes and messages, which presents scalability

and overhead problems.

Agarwal and Garg’s Chain Clocks [2], however, present the same properties as vector clocks,

and don’t require a predetermined number of processes. Further, chain clocks in most cases require

less components than the number of processes. Next we show an offline procedure to compute chain

clocks from X-Trace graphs, such that the size of the clocks is equal to the number of chains in a

decomposition of the graph.

The algorithm consists of two steps. First, we decompose the X-Trace graph into k chains, and

then assign a timestamp of at most k components to each event.

Chain decomposition

A chain is a subset of a partially ordered set of events C ⊆ E that are all pairwise comparable.

In other words, a chain is any path in the partial order graph. Similarly, an antichain is a subset of

events A ⊆ E such that all nodes in A are pairwise concurrent. The width of a partial order is the

size of the maximum antichain.

A chain decomposition of a partial order P is a partition of the events of P into k chains,

C1, . . . , Ck (∀i∈1...kCi *= ∅ and
⋃

i∈1...k Ci = P ).

We can generate a chain decomposition that is optimal, thanks to a fundamental result in par-

tial order theory, Dilworth’s theorem, which says that width of a partial order is also the smallest

number of chains into which it can be decomposed [42]. This decomposition can be obtained in

O(n3) worst-case running time, using equivalent reductions to bipartite matching [84], to maxi-

mum flow [86], or algorithms proposed by Bogart and Magagnosc [65]. Ikiz and Garg present a

comparison of these algorithms in [84]. While this decomposition will generate the smallest num-
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ber of chains, and thus the smallest chain clock timestamps, it can be expensive. Since it has worse

time complexity than transitive reduction, this algorithm is not useful to speed up the reduction as

described above.

We can also derive a heuristic decomposition directly from DFS in O(|N | + |E|) time. Ja-

gadish [86] evaluated a few heuristics, and found the one derived from DFS (also described in [148])

to perform best, and acceptably close to optimal.

Algorithm 2 Assigning chain clock timestamps
Input: ∀e, C(e) ∈ 1 . . . k, the chain of event e

Output: ∀e, Ve, the chain clock timestamp for event e

1: for e ∈ V , in topological order
2: Ve ← nil

3: for p ∈ pred(e)
4: Ve ← max(Ve, Vp)
5: end for
6: Ve[C(e)] + +
7: end for

Chain Clocks

Given a chain decomposition, we can derive chain clock timestamps for each event as given by

Algorithm 2, adapted from [2]. The algorithm visits the nodes in topological order. The timestamps

are represented by vectors of variable length, and a missing component is assumed to be 0 when

doing component-wise comparisons. For each node, the algorigthm determines the component-wise

maximum of all its predecessors, and then adds 1 to the component corresponding to the node’s own

chain. Because nodes are visited in topological order, it is guaranteed that the timestamps for all of

a node’s predecessors will be determined before the node is visited.

In line 6 of the algorithm, the C(e)th component of the chain clock is incremented. The vector
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(a) Example graph with a chain decomposition.

Order Node e C(e) Ve

1 A 1 [1]
2 B 1 [2]
3 C 1 [3]
4 D 1 [4]
5 F 2 [1,1]
6 G 2 [1,2]
7 H 2 [1,3]
8 J 3 [1,3,1]
9 I 2 [1,4,1]
10 E 1 [5,4,1]

(b) Chain clocks Ve as derived from Algo-

rithm 2.

A → I VA = [1], VI = [1, 4, 1] VA[1] ≤ VI [1] ∧ VA[2] < VI [2]
C *→ G VC = [3], VG = [1, 2] VC [1] *≤ VG[1] ∧ VC [2] < VG[2]
G *→ G VG[2] *≤ VC [2] ∧ VG[1] < VC [1]

(c) Two example comparisons between timestamps, according to Equation 4.1.

Figure 4.7: Derivation of chain clocks for an example task graph, given a topological order and a

chain decomposition of the graph.
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can grow as more components are added, and is padded with 0’s for intermediate, non-incremented

components. The chain clocks thus computed present the strong clock condition, and allow constant

time comparison between any two events. The following lemma from [2] shows how to do the

comparison:

∀e, f ∈ P : e → f ⇐⇒ (Ve[C(e)] ≤ Vf [C(e)]) ∧ (Ve[C(f)] < Vf [C(f)]) (4.1)

Figure 4.7(a) shows an example task graph decomposed into chains, and the result of running

Algorithm 2. In the table, the bold components in the chain clocks are the ones incremented for the

given nodes. The Figure also shows, in (c), the comparison between two pairs of nodes, according

to Equation 4.1. Node A precedes node I, but nodes C and G are concurrent, as neither precedes the

other.

4.5 Visualization

There are many possible ways to visualize X-Trace graphs, and we describe a prototype tool we

developed, using the Graphviz toolkit [46].

After a trace is completed, we use the processing steps described above to extract useful struc-

tural information about the graphs. The first step is to topologically sort the graph, using depth-first

search. We then run DFS a second time, this time visiting the neighbors of each node in topolog-

ical order, to perform a chain decomposition of the graph. This is equivalent to the algorithm for

decomposition in [148], and produces longer (and fewer) chains.

We use the chain decomposition to run Simon’s algorithm [148], a slight variation of Algo-

rithm 1, to find the redundant edges. Lastly, for each redundant edge (u, v), we determine the
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subgraph Guv that it abstracts. Using the terminology from Section 4.4.1, we define

Guv ! out∗(v)− out∗(u).

After this pre-processing, our tool generates a Graphviz graph with the following features:

• each event is a node, and each edge captured in the trace is drawn between the nodes

• each node’s outline color depends on the node’s chain

• each redundant edge is drawn in red

• each subgraph Guv, abstracted by a redundant edge (u, v), is drawn inside a box

• each edge that crosses machines is drawn dashed

Each node is positioned based on the logical clocks. Lastly, the color with which each node is

filled can vary depending on other dimensions of the trace. For example, we have used different

types or RPC calls and different hosts to visualize different trace characteristics.

Figure 4.8 shows an example of part of an X-Trace graph from the Coral CDN, generated by

our visualization script and rendered by Graphviz, showing the various attributes captured by the

trace. In the next two chapters we have a few examples of X-Trace-generated graphs, generated by

DNS, web server, and overlay network instrumentations (Chapter 5), and by our instrumentations

of Oasis and Coral (Chapter 6).

These graph are typically rendered and presented interactively to the user via a Java Applet [130],

so that the user can zoom, pan, and get detailed information about each event. This is just a simple

prototype, and many enhancements and alternative representations are possible, such as:

1. Collapse subgraphs upon clicking on the corresponding redundant edges,
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Figure 4.8: Example portion of X-Trace task graph from Coral as generated by our visualization

script and Graphviz. For nodes, the fill color represents the machine, and the outline color, the

sequential chain. For edges, the thickness is proportional to the time between events. Dashed edges

span machines, and red edges are redundant. The node labels have the software agent, a message,

the machine, and the time, in seconds.
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2. Lay out nodes using wallclock time instead of logical time,

3. Lay out nodes using hosts as another dimension.

We believe that 1 will be very helpful for abstracting large subgraphs, and exposing higher level

structures, while 2 and 3 may be useful for identifying timing problems in communication and

execution.

In the next two chapters we provide a practical evaluation of X-Trace, by integrating it into a

number of test and production systems. These examples provided experience in integrating X-Trace

in many individual protocols, as well as new and existing applications. The X-Trace instrumentation

API we presented in this chapter evolved from our experience, and proved easy to use by us and

by other researchers. We also look at what kinds of faults we can find with X-Trace. In the test

systems, we were able to detect injected faults, and in the production systems, Coral and Oasis, we

were able to find a number of bugs and performance problems.
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Chapter 5

Simple X-Trace Usage Scenarios

In this Chapter, we describe simple proof-of-concept scenarios we constructed to evaluate as-

pects of integrating and deploying X-Trace. In each scenario we discuss how X-Trace could be used

to help identify faults. We discuss three examples in detail: a simple web request and accompanying

recursive DNS queries in Section 5.1, a web hosting site in Section 5.2, and an overlay network in

Section 5.3. We deployed these examples within a single administrative domain, and thus do not

make use of the wide-area reporting mechanisms of X-Trace. We follow these examples with a

description of other possible scenarios. The following chapter takes the lessons learned here and

apply them to two production systems in the wide area instrumented with X-Trace.

The simple scenarios we examine exercise different aspects of X-Trace. The first one shows that

it is possible to add X-Trace to the DNS infrastructure, which is naturally recursive, by using the

same DNS extensions that are used in DNSSEC [12]. The second scenario has a web server behind

a cache and a load balancer, running a database-backed PHP site, and represents a widespread

set of components. Here we inject different faults and verify that we are able to distinguish the
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causes using the resulting X-Trace graphs. The last scenario is not so common, but illustrates

how X-Trace can integrate three different overlay network layers on top of the IP network. In this

scenario we introduce different faults that show the same symptoms to the client, and use X-Trace

to disambiguate them.

5.1 Web request and recursive DNS queries

5.1.1 Overview

The first scenario that we consider is a combined DNS and HTTP request by an end-user Web

browser. This familiar task has two sequential phases, coordinated by the browser: the DNS lookup

for the host IP address, and the HTTP request. Without X-Trace, tracing through these subtasks

can be challenging, especially if one wants to correlate the two as part of the same higher level

task. HTTP requests could be forwarded through proxies or caches, masking their ultimate desti-

nation. DNS requests are recursive in nature, are cached at intermediate servers, and span different

administrative domains.

In this scenario, the Web browser requesting the DNS resolution is the only entity that has

enough information to capture the causal relation between the DNS resolution and the subsequent

HTTP request. Other approaches, such as intercepting traffic and using temporal heuristics, might

succeed in finding the correlation, but cannot be guaranteed to always do so.

We implemented a simple HTTP client in Java, using the dnsjava library [172] for the DNS

client and the HTTPClient library [165] for the HTTP part. To have control over all the com-

ponents involved, we set up a parallel DNS hierarchy, independent of the global DNS infrastruc-

ture, with four DNS servers responsible, respectively, for the ‘.’, ‘xtrace.’, ‘berkeley.xtrace.’, and
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Figure 5.1: X-Trace scenario with recursive DNS and HTTP requests.

‘cs.berkeley.xtrace.’ domains. For each of these servers, we used a small authoritative DNS server

coded in Java also using the dnsjava library. These were accessed through a recursive DNS resolver

implemented in C++, part of the PowerDNS software suite [136]. Lastly, we used the Apache Web

server running on a machine configured as ‘www.cs.berkeley.xtrace.’ to serve the requests. Our

setup is shown schematically in Figure 5.1.

The user starts a request by typing a URL into her browser, in this case http://www.cs.berkeley.-

xtrace/index.html. The browser’s host first looks up the provided hostname using a nearby DNS

resolver, which returns the IP address of that host (10.0.132.232). If the resolver does not have the

requested address in its cache, it will recursively contact other DNS servers until a match is found.

It can then issue the HTTP request to the resolved IP address.
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Figure 5.2: The complete X-Trace Task Graph reconstructed by X-Trace. Edges represent causality

between two events. The red edges are redundant edges that abstract the respective subgraph.
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Component Implementation Language X-Trace
Metadata Add Propagate Report

Client DNS Library dnsjava [172] Java ENDS0 Opt. • • •
Client HTTP Library HTTPClient [165] Java HTTP Header Ext. • • •
DNS Resolver PowerDNS-recursor [136] C++ EDNS0 Opt. • •
DNS Auth. Server dnsjava Java EDNS0 Opt. •
HTTP Server Apache [61] C/C++ HTTP Header Ext. • •

Table 5.1: Components instrumented with X-Trace in the DNS scenario. This examples involve

adding X-Trace metadata to the DNS and HTTP protocols, and implementing propagation and

reporting in the different components.

5.1.2 Adding X-Trace Instrumentation

We instrumented all of the components with X-Trace and issued requests to record the corre-

sponding X-Trace task graph. Table 5.1 lists details of the instrumentation.

We added support for X-Trace to the DNS protocol by using the EDNS0 [169] extension mecha-

nism. This backwards-compatible mechanism allows metadata to be associated with DNS messages,

and is increasingly supported in the wide area. Specifically, EDSN0 allows one pseudo RR to be

added to the additional data section of either a DNS request or a response, and optional data to be

added to the record. We modified the DNS client, the DNS resolver, and the DNS server to add X-

Trace support. The client adds X-Trace metadata to the outgoing requests, and reports two events:

sending the request and receiving the response. The resolver propagates the X-Trace metadata to

each request it generates, and reports when it sends the requests and when it finalizes processing. In

our instrumentation the server only reported on receiving a request, but didn’t propagate the meta-

data to the responses. This level of partial support by the server is enough to verify that it received

a request.

After resolving the DNS name, the client reports the event and initiates the HTTP portion of
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the transaction. We add the X-Trace metadata to the HTTP header as an extension field, which is

interpreted by a C++ module we added to the Apache Web server, which we describe in more detail

in the next scenario.

We deployed this software in our local testbed, and Figure 5.2 shows a complete X-Trace task

graph produced by our visualization tool. The edges in the graph are causal edges between events.

Note that the partial instrumentation of the DNS servers cause the corresponding reports to be leaves

in the graph, having no outgoing edges back to the resolver events.

5.1.3 Fault Isolation

While we did not inject any faults in our tests of this scenario, an X-Trace enabled DNS in-

frastructure might uncover several faults that are difficult to diagnose today. At each step of the

recursive resolution described above, servers cache entries to reduce load on the top-level servers.

A misconfigured or buggy nameserver might cache these entries longer than it should. If a server’s

IP address changes, these out-of-date servers might return erroneous results. A trace like that in

Figure 5.2 would pinpoint the server responsible for the faulty data.

Faults could occur in the HTTP portion of the task as well. We describe the application of

X-Trace to web traffic in the following section.

5.2 A web application scenario

5.2.1 Overview

The second scenario that we consider is a web hosting service that allows users to post and

share photographs. We deployed the Gallery open-source photo application [66] in our network on
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Figure 5.3: Architecture of the web hosting scenario.

an IBM Bladecenter small cluster. Our deployment included a frontend installation of the Apache

Web server working as a cache, a load balancer, and two sets of application servers. Each application

server was an Apache Web server with a PHP installation of the photo gallery, and both connected to

the same backend PostgreSQL database. The photos were stored as files on the application servers’

disks, and the metadata, album structure, and comments were stored in the database. Figure 5.3

shows the components just listed.

5.2.2 Adding X-Trace Instrumentation

For this site to support X-Trace, we implemented an X-Trace module for the Firefox browser,

reused the Apache module described in the previous section for the cache and the Web server, and

added an external reporting module for PostgreSQL. We also changed the PHP photo gallery to

propagate X-Trace metadata via an SQL comment to the PostgreSQL database server.

Table 5.2 lists details of the instrumentation. Our module for Firefox adds X-Trace metadata

to outgoing requests with either a fixed probability, or when chosen by the user. The metadata is
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Component Implementation Instrumentation X-Trace
Language Metadata Add Propagate Report

Web Client Firefox module Javascript HTTP Header Ext. • • ∗a

HTTP Proxy Apache C/C++ HTTP Header Ext. ∗b • •
Load Balancer Hardware-based n/a HTTP Header Ext. ∗c

HTTP Server Apache C/C++ HTTP Header Ext. • •
Gallery Application Menalto Gallery [66] PHP CGI Env. Variable •
SQL Database PostgreSQL Perld SQL Comment •d

a Manual reporting back to the web site when failure detected.
b Adds metadata when metadata not already set by the client.
c Passive propagation of unknown HTTP extension header field.
d External Perl program that tails the PostgreSQL log.

Table 5.2: Components instrumented with X-Trace in the Web application scenario. Some compo-

nents only propagate metadata without reporting; the database only reports, and was not altered.

added as an extension header field in the HTTP request. The module doesn’t send X-Trace regular

X-Trace reports, but upon error the user can trigger special reports, which we describe below.

The Apache instrumentation module performs three functions:

1. Adds a new X-Trace header to a request if not already present

2. Issues reports for the request receiving and corresponding response sending events, which

also have the effect of updating the event ID field of the metadata.

3. Forwarding the updated metadata to recursive requests.

The first function is useful for legacy clients that don’t add X-Trace metadata to requests them-

selves. We did not change the hardware load balancer used in the scenario, but it passively forwarded

the X-Trace metadata in the HTTP headers, since the HTTP specification dictates that implementa-

tions must forward unknown HTTP headers untouched.

Apache passes the X-Trace metadata to the PHP application via the CGI environment vari-
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ables [142]. We changed the PHP database access layer to read the X-Trace metadata from the

environment and add it to all outgoing database requests. We did not change the PostgreSQL client-

server protocol, but instead added the metadata as comment in the SQL query sent to the database.

We did not change the database server either. To collect X-Trace reports from it we wrote a simple

Perl script to read the database query log, which preserved the comments embedded in the query.

When the Web server generates the response, it includes the X-Trace metadata. Both the Apache

at the application server, and the Apache at The Apache modules at both the application and cache

servers generate reports of the response events, and propagate the metadata.

If any additional requests are generated because of the response (e.g., for images), the Fire-

fox extension will use the same TaskID. For clients that don’t support X-Trace, then each request

(including images) will be considered independent.

Finally, on the response side, we implemented a novel reporting feature that leverages the X-

Trace TaskID as a unique handle on the detailed execution of a request. Internal details of how a

service are implemented are irrelevant to an end-user, and sometimes hidden for strategic reasons.

However, in some situations there can be semantic failures that go unnoticed by low level automated

checks by a site’s operators, but can be easily detected by a user. An example might be stale content,

like in the Wikipedia example of Chapter 3, or the failed addition of an item to a Web shopping cart.

Our Apache module adds an X-Trace header to the outgoing responses that contains the X-Trace

metadata, as usual, but also contains the address of a Web form that can receive error reports. The

browser extension module recognizes this information, and displays, on X-Trace enabled pages,

a button that allows the user to report a problem. This button will generate an error report with

the TaskID of the respective page, which will allow an operator to access the complete history of
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that particular execution, without revealing any information to the user, or requiring any special

knowledge from her. This mechanism is not necessary for all faults, since many requests might

generate anomalous task graphs that can be analyzed with methods such as Pinpoint [31].

This scenario also that X-Trace is flexible as a tracing framework, as different components can

exhibit different combinations of adding X-Trace metadata, propagating it, and generating reports,

and that they can work together even when not all components perform all functions.

5.2.3 Fault Isolation

We introduced different faults to the photo hosting site, and used X-Trace to distinguish their

causes. The first fault we consider is that of a malfunctioning PHP script on the front-end web

servers. From the user’s point of view, this could either be a fault in the PHP script, or a fault in

the database. Figure 5.4 shows the task graph generated by the request. From the figure, we can

conclude that the fault is the former: there are no reports from the database, pinpointing the problem

to the PHP script. The square node in the figure is generated by a handler in the server that responds

to a user-generated problem report. In addition to triggering an alarm for the operator, the report

node indicates which page caused the problem, in this case, /faults/query.php, located on

web1.

Next, based on the Wikipedia example, we implemented a web cache that inadvertently returns

stale images from its cache. Diagnosis in this case is simple. The request trace includes nodes up to

and including the cache, but does not include the origin server.

The last fault we consider in this scenario is that of a malfunctioning web load balancer, which

sends traffic to a server that doesn’t contain the appropriate content. When users request pages

from the site, they will sometimes get the pages they wanted, while other times they will get 404
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cache!

receive request!
URL:/faults/query.php!

cache!

notifyProblem.cgi!
URL:/faults/query.php!

cache!

send response!
URL:/faults/query.php!

web1!

receive request!
URL:/faults/query.php!

web1!

send response!
URL:/faults/query.php!

Figure 5.4: A request fault, annotated with user input.

File Not Found errors. In both cases, the load balancer issues a report with the request URL.

Successful requests also include reports from the working web server and backend database, while

unsuccessful requests only include a report from the web server.

5.3 An overlay network

5.3.1 Overview

The third scenario we look at in detail is an overlay network. This scenario is a proof-of-concept

scenario to demonstrate X-Trace tracing across multiple layers. Overlay networks are routing in-

frastructures that create communication paths by stitching together more than one end-to-end path

on top of the underlying IP network. Overlays have been built to provide multicast [82], reliabil-

ity [8], telephony [143], and data storage [156] services. It is difficult to understand the behavior

and diagnose faults in these systems, as there are no tools or common frameworks to allow tracing

of data connections through them.

In our example, we use the I3 overlay network [155]. For our purposes, it suffices to say that
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Chord Ring

I3 Overlay Network

IP Network

Sender

Middlebox

Receiver

Figure 5.5: X-Trace on an I3 overlay scenario. A client and a server communicate over I3. Shown

are the Chord network on top of which the I3 servers communicate, and the underlying IP network.
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Component Implementation Language X-Trace
Metadata Add Propagate Report

Application SNP Client/Server C SNP Header fielda • • •
I3 Overlay I3 Reference Implementation C I3 Header option • •
Chord Overlay I3 Reference Implementation C Chord Header fieldb • •

a Toy protocol we created for the example.
b We had to change the protocol to add the metadata.

Table 5.3: Components instrumented with X-Trace in the overlay network scenario. We didn’t

instrument the IP layer, as all IP paths were 1 hop long.

I3 provides a clean way to implement service composition, by interposing middleboxes on the

communication path. The implementation of I3 we used runs on top of the Chord DHT [156],

which provides efficient routing to flat identifiers and is an overlay network on its own.

The scenario topology is shown in Figure 5.5, and consists, at the highest layer, of a very simple

protocol involving a sender, a receiver, and a middlebox interposed in the path by the sender. We

used a toy protocol we called SNP – Simple Number Protocol – that simply sends a number to the

other party. The middlebox adds 10000 to any number it receives and forwards the request on, but

it could also be, say, an HTTP proxy or a video transcoder. SNP also carries X-Trace metadata in

its header. Each segment of the path in the SNP layer corresponds to a complete I3 path. Each I3

path, in turn, is formed by a combination of IP and Chord paths. Finally, each Chord path is formed

by a combination of IP paths.

5.3.2 Adding X-Trace Instrumentation

We added X-Trace metadata to the I3 and Chord protocols, code to perform the propagation

operations, as well as calls to the X-Trace reporting library. Table 5.3 has some details on the

instrumentation of these components. We deployed an I3 network consisting of 3 machines, each
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10.0.62.22
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10.0.62.25

Chord
10.0.62.22
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10.0.62.23

Chord
10.0.62.23

I3 Client Lib
10.0.62.25

Chord
10.0.62.29

I3 Server
10.0.62.29

I3 Client Lib
10.0.62.30

SNP Receiver
10.0.62.30

I3 Server
10.0.62.22

Chord
10.0.62.23

Chord
10.0.62.22

(a) Task graph for normal operation

SNP Client
10.0.62.22

I3 Server
10.0.62.22

SNP Middlebox
10.0.62.25

Chord
10.0.62.22

I3 Server
10.0.62.23

Chord
10.0.62.23

I3 Client Lib
10.0.62.25

Chord
10.0.62.29

I3 Server
10.0.62.29

I3 Server
10.0.62.22

Chord
10.0.62.23

Chord
10.0.62.22

(b) Fault 1: The receiver host fails

SNP Client
10.0.62.22

I3 Server
10.0.62.22

Chord
10.0.62.22

I3 Server
10.0.62.23

Chord
10.0.62.23

I3 Client Lib
10.0.62.25

(c) Fault 2: Middlebox process crash

SNP Client
10.0.62.22

I3 Server
10.0.62.22

Chord
10.0.62.22

I3 Server
10.0.62.23

Chord
10.0.62.23

(d) Fault 3: The middlebox host fails

Figure 5.6: (a)X-Trace tree corresponding to the i3 example scenario with a sender, a receiver, and

a sender-imposed middlebox. (b), (c) and (d) correspond respectively to faults: a receiver crash, a

middlebox process crash, and a crash of the entire middlebox machine.

of which was also Chord node. The SNP client, receiver, and middlebox are on separate machines.

In Figure 5.6(a) we show the reconstructed X-Trace task graph from a sample run of the scenario.

This graph was generated from X-Trace reports by our visualization tool. We didn’t instrument the

IP portions of the paths: since the machines were on the same switched LAN, all IP paths were one

hop.
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The SNP client sends a message to the the SNP receiver (see Figure 5.6), and it interposes the

SNP middlebox on the path. The following is a detailed look at the transmission of a message in

this scenario.

When the SNP client creates a message, it chooses a TaskID, creates an initial X-Trace report,

and includes X-Trace metadata in the SNP header. It chooses the I3 identifier stack (IDmiddlebox,

IDserver) as the destination (an identifier stack is simply a source-routed path in I3). The client

also copies the metadata into the I3 layer via an augmented I3 API function. The I3 client library

further propagates the metadata to the Chord layer. The message is sent to the first I3 server, in

this case at address 10.0.62.222. That server receives the message, and as it goes up the network

stack, each layer generates and sends a report. The I3 server routes a message to the middlebox’s

I3 identifier, stored in the server 10.0.62.223. The I3 layer has a mapping between IDmiddlebox and

the IP address 10.0.62.225. This message is delivered over IP to the I3 Client Library on that node,

and then to the SNP Middlebox process.

The middlebox receives the message and processes it, sending a report from each of its layers.

It removes its I3 address from the identifier stack, leaving only the address of the server, IDserver.

Like the client, it propagates the X-Trace metadata to the lower layer and to the outgoing I3 message.

The first I3 hop in this second application hop corresponds to a 2-hop Chord path. The process

continues for the next I3 server, and finally the message is received by the receiver. At the receiver,

we see a report from the I3 client library, and from the SNP application.

5.3.3 Fault Isolation

In Figures 5.6(b), (c), and (d) we injected different types of faults and show how the resulting

X-Trace task graph detected them. We failed different components of the system that prevented the
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receiver from receiving the message. Normally it would be difficult or impossible for the sender to

differentiate between these faults.

Fault 1: The receiver host fails In Figure 5.6(b) we simulated a crash in the receiver machine.

I3 expires the pointer to the receiver machine after a timeout, and the result is that the message gets

to the last I3 server before the receiver, but there is no report from either the SNP Receiver or I3

Client library at the receiver machine.

Fault 2: The middlebox process fails In Figure 5.6(c) we simulated a bug in the middlebox

that made it crash upon receiving a specific payload and prevented it from forwarding the message.

We see here that there is a report from the I3 Client library in the third I3 report node, but no report

from the SNP middlebox or from any part of the tree after that. This indicates that the node was

functioning at the time the message arrived. However, the lack of a report from the middlebox,

coupled with no reports thereafter, points to the middlebox as the failure.

Fault 3: The middlebox host fails Finally, in Figure 5.6(d), we completely crashed the mid-

dlebox process. I3 expired the pointer to the machine, and we see the message stop at the last I3

server before the middlebox. The lack of any reports from the middlebox node, as well as no reports

from the second half of the graph indicates that the entire node has failed.

5.4 Additional X-Trace Uses

Here we describe, in much briefer form, other scenarios where X-Trace could be used. This list

isn’t meant to be exhaustive, merely illustrative.

Tunnels: IPv6 and VPNs A tunnel is a network mechanism in which one data connection is sent

in the payload of another connection. Two common uses are IPv6 and Virtual Private Networks
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(VPNs). Typically, it is not possible to trace a data path while it is in a tunnel. However, with

X-Trace, the tunnel can be considered simply an additional layer. If the encapsulated protocol has

X-Trace metadata, and that metadata is propagated to the encapsulating protocol, the tunnel itself

will contain the X-Trace identifier needed to send trace data about the tunnel to the sender.

ISP Connectivity Troubleshooting For consumers connecting to the Internet via an ISP, diag-

nosing connectivity problems can be quite challenging. ISP technical support staff members have to

spend time trying to determine the location of faults that prevent the user from successfully connect-

ing. Complicating this process is the myriad of protocols necessary to bring the user online: DHCP,

PPPoE, DNS, firewalls, NATs, and higher layer applications such as E-mail and web caches.

By including X-Trace software in the client, as well as X-Trace support in the equipment at the

premises, the ISP can determine the extent to which the user’s traffic entered the ISP. This could

help quickly identify the location of the problem, and thus reduce support costs.

Link layer tracing An enterprise network might want to trace the link layer, especially if there

are highly lossy links such as a wireless access network. The effect of faults in these networks can

have a profound effect on higher layer protocols, especially TCP [16]. Retrofitting X-Trace into

Ethernet is not straightforward, due to its lack of extensibility. However, X-Trace metadata can

easily be stored in a shim layer above Ethernet, but below other protocols. Since all of the hosts

on a LAN make use of the same LAN protocol, it would be possible to deploy X-Trace enabled

network devices within one enterprise without requiring higher level changes.

Development Tracing tasks is needed at one point or another in the development of distributed

applications and protocols for debugging and verification. Like with standard logging subsystems,
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developers can integrate X-Trace into their applications. X-Trace was used by the team who devel-

oped DONA [94], a research prototype of a novel content-based routing scheme for the Internet.

In the next chapter we move from controlled, test scenarios in the lab to deployments of X-

Trace instrumented systems in the wide-area. We had to cope with new challenges like scale, un-

predictability, and failures, and were able to identify performance and correctness problems in the

instrumented systems.
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Chapter 6

Using X-Trace in the Wide Area

6.1 Introduction

In this chapter we look at a use of X-Trace in two wide-area production systems and show how

we used it to find correctness and performance problems. We instrumented Coral [63], a public and

open content distribution network, and OASIS [64], an anycast distributed system used for service

selection. Both systems are deployed and open to public use, and run on PlanetLab [22], a global

research network that allows researchers to test, deploy, and run wide-area network services. As of

July 2008, 903 nodes from 461 sites were part of PlanetLab [131].

These wide-area deployments presented a number of challenges when compared to the local-

area deployments. Among these are inherent challenges such as variable load, volatility and un-

predictability of network characteristics. Sometimes nodes would be unreachable. In some cases

X-Trace reports were lost, and the resulting X-Trace graphs were disconnected. The deployments

were larger and live for a longer period of time, and X-Trace’s ability to do correlated sampling

allowed us to keep the reporting volume to a manageable level, given that we were using a single
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machine to collect reports. We noticed persistent clock drifts and skews among some of the nodes,

and X-Trace’s deterministic causality allowed us to correct for those. We also verified significant

variability in the executions of similar tasks, due to different requests, different network locations,

and timeout and self-healing behavior in the two systems. We were able to find subtle, long-standing

bugs in both Oasis and Coral that would have been difficult to identify with normal log-inspection

techniques.

The chapter begins with a brief description of OASIS and Coral, in Section 6.1, with the nec-

essary detail to understand the instrumentation. Section 6.2 describes how we instrumented the

two systems, including the integration of X-Trace into the libasync event-based runtime library,

and into libasync’s asynchronous implementation of SunRPC. Section 6.3 presents a number of

interesting results we obtained from the deployment. In particular, in Section 6.3.1 we show two

examples from Coral in which the same symptoms, as seen by the client, had very different causes.

In Section 6.3.2 we present two case-studies, one from Oasis and one from Coral, in which we used

X-Trace task graphs to identify actual bugs in the systems. We also briefly describe six other bugs

we identified in Coral. Section 6.4 ends the chapter with some discussion of the results.

6.1.1 OASIS

In a replicated service, a client usually has a choice among several replicas to perform an action

such as downloading a file or issuing a DNS query. A good replica may be one with low latency,

small load, or one with high available bandwidth. An effective replica selection strategy can have

significant impact on service times, load distribution, and service costs.

There are many approaches to this replica selection problem that generally involve a combina-

tion of active probing between the client and different network vantage points. OASIS, or Overlay-
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based Anycast Service Infrastructure, is a server-selection infrastructure that can be shared by many

services simultaneously. Each additional service contributes with probes that improve the accuracy

of the system, while at the same time reduces the per replica cost of the probing. OASIS is deployed

in PlanetLab and is shared by about 10 different services.

OASIS has a set of core nodes which help clients select appropriate replicas of a given service.

There are relatively few core nodes, which are shared among all services. Each service’s replicas

report load and liveness data to the core nodes, and help these with measurement probes. Data about

each service is aggregated in a subset of the core nodes, selected by consistent hashing. These core

nodes are called rendezvous servers for the particular service. Clients don’t need to be modified,

and interact with core nodes via DNS and/or HTTP interfaces. While a full description of OASIS

is beyond the scope of this dissertation, we briefly describe how a client can find a replica using

OASIS via DNS resolutions.

A client can find a replica of a service s by resolving the DNS name s.nyuld.net, where

nyuld.net is a domain name assigned to OASIS core nodes. A typical DNS resolution proceeds

as follows. The client’s DNS resolver queries the DNS hierarchy, which directs it to one of OASIS

core nodes. When looking for a service for a client, a core node first maps the client’s IP address

to approximate geographical coordinates, and then queries one of the rendezvous servers for s for

a replica of s close to the client. The actual process has many more details, and we refer the reader

to [64] or [62] for the complete steps.

Regular clients can also use OASIS by HTTP redirection mechanisms, and there is a richer RPC

interface for OASIS-aware clients. From the tracing point of view, this is an interesting system.

The system architecture is highly modular and uses a number of protocols. The resolution outlined
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Figure 6.1: Overview of OASIS. Replicas of different services update information about themselves

and measurements to the OASIS core nodes. Clients query core nodes via DNS, HTTP, or RPC

interfaces. Some queries may result in redirects and can generate multiple recursive RPC calls

among core nodes.
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above, for example, involves a DNS server, RPC calls between OASIS modules in the same core

node, and, potentially, RPC calls between different core nodes.

OASIS is programmed in C++, in an event-driven model. It uses the libasync library for

managing the event control flow and asynchronous I/O, and the associated asynchronous, event-

based implementation of the SunRPC protocol [151]. Traditional debugging tools are harder to

use in such an environment, both because of the loosely-coupled nature of the modules, which run

on different processes and different machines, but also because of the programming style, since

the processor call stack only provides a very narrow window on the control flow, specifically only

relevant to the current event-handler.

6.1.2 Coral

Coral [63] is a public and open distributed content distribution network that runs on Planet-

Lab [22]. Coral is composed of several infrastructure nodes that serve as a large shared cache for

Web content. These nodes form a variant of a Distributed Hash Table [137, 144, 157, 181] called

Distributed Sloppy Hash Table (DSHT). A DHT implements a put-get interface for key-value pairs.

Participating nodes select a random ID in a large identifier space, and keys are also taken from the

same space. A node with the closest ID to a given key is responsible for storing puts with that key.

The definition of closest varies for different DHT proposals. A DSHT weakens the semantics of a

DHT, allowing key-value pairs to be stored in nodes other than the root for a key. This allows a load

distribution for popular content on a tree rooted at the root for the key. Coral’s DSHT is based on

the Kademlia DHT[110].

Coral uses the DSHT to store mappings from the URL to the nodes that have that URL’s content.

To preserve locality, Coral nodes form hierarchical clusters, so that ideally a client A searching for
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content from server S will not have to query a node in Coral much further from A than S.

Users access Coral by sending modified URLs for content to one of Coral’s infrastructure nodes.

This is done by appending a domain name controlled by the Coral network to the domain name in

the original URL. For example, to access a cached copy of the URL

www.berkeley.edu/somepage,

the user replaces it with

www.berkeley.edu.nyud.net/somepage.

The domain nyud.net is resolved by DNS to a Coral node, which responds to the client.

If the Coral node has the content in its local cache, it returns the page to the client. Otherwise,

it queries the DSHT to find out a subset of the nodes that have the content. This lookup may

involve multiple RPC calls between the initiator and successive Coral nodes. If some Coral nodes

are found to have the content, the initiator issues an HTTP request to one or more of these. If no

nodes are found, or if these secondary requests fail, the initiator node contacts the origin server

(www.berkeley.edu in this case), for the content, and finally returns to the client. The initiator

also locally stores a copy of the content, and registers in the DSHT the fact that it now has such a

copy. Figure 6.2 shows a simplified version of this process, and we refer the reader to [63] for the

full details.

Similarly to Oasis, Coral is also implemented in C++, using the event-based asynchronous I/O

libasync library, and its associated asynchronous RPC implementation.
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Figure 6.2: Overview of a Coral request. The client first uses DNS to resolve a modified URL (1),

and issues an HTTP request to a Coral node (2). The node may respond to the request locally, or

query the DSHT for other Coral nodes who may have the content (3). It can then request the content

from one of these nodes (4), or, if all else fails, request the content directly from the origin server

(5).
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6.2 Instrumentation

We instrumented both OASIS and Coral with X-Trace to obtain traces of the user-initiated tasks.

For OASIS we instrumented HTTP and DNS queries, and the resulting processing across core

nodes. For Coral, we instrumented the HTTP requests by clients. The instrumentation leverages

the X-Trace C++ libraries for handling X-Trace metadata, and is divided in three levels: the instru-

mentation of the libasync runtime, the RPC implementation, and of the applications themselves.

We divide libasync’s instrumentation into its core event-loop, the RPC library, and the DNS

resolver. These components are shared among all clients of the library. Coral and OASIS refer to

the instrumentation done in the application code. The instrumentation is also divided in two cate-

gories, propagation and reporting. Propagation includes the code necessary for correctly tracking

the computation within the component, including, when necessary, extracting and storing X-Trace

metadata from and to messages and data structures. Reporting accounts for the X-Trace code that

actually generates event reports.

6.2.1 libasync

First, we integrated X-Trace into the libasync library, as described in Section 4.3 for event-

based systems. The integration with libasync implements the automatic carrying of X-Trace

metadata such that the programmer can always access information about the last event in the cur-

rent logical thread of execution. This happens transparently across event handler scheduling and

dispatch. The instrumentation implements the API in Section 4.3, allowing the programmer to start

tracing a task, logging events, and extracting the current X-Trace metadata to add to messages.
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Figure 6.3: X-Trace task graph for an RPC call. The darker events happen at the client, and the

lighter events, at the server. The red horizontal edges are redundant edges in the graph, and abstract

the corresponding subgraphs. The time, in seconds, is show for each edge.

6.2.2 RPC

Leveraging the core libasync instrumentation, we added X-Trace instrumentation to the

asynchronous implementation of SunRPC in the libasync library. In the normal case, the in-

strumentation will automatically add four events to the task, if a task is already being logged: client

send, server receive, server send, and client receive. In the client side, the RPC instrumentation is

automatically activated if the information about the previous event exists in the runtime when the

RPC call is made. In other words, if the programmer started tracing some task prior to invoking an

RPC, the RPC will generate tracing information automatically.
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The implementation then transparently encodes X-Trace metadata in the RPC message. If the

server is also instrumented, it will generate a new event when the call is received, set the X-Trace

last event before calling the actual remote function called, and generate another event when sending

the reply. As the X-Trace context is set before the remote function is called, any events logged by

the remote execution will be correctly linked.

The server will then add the correct X-Trace metadata to the response, which the client will

log upon receiving. Redundant edges are added between the two events at the client and the two

events at the server. If the server is not instrumented we can still get the client-side information.

Analogously, if the server function executing the remote call is not instrumented, we can still get

the server-side RPC level trace.

Figure 6.3 shows a portion of a task graph, as produced by our visualization tool, with the four

events generated by the automatic RPC instrumentation. The red horizontal edges show the redun-

dant edges that both guarantee continuity in the trace and serve as explicit abstraction indicators.

6.2.3 Applications

With the libasync and RPC instrumentation in place, adding X-Trace to both Coral and

OASIS was made easier. In our experience, adding X-Trace instrumentation to the two applications,

in the common case, required comparable effort from the programmer as when adding traditional

logging statements.

For OASIS, we instrumented the HTTP and DNS interfaces, creating a task for each user ini-

tiated request. For Coral, we instrumented the HTTP interface, also creating a new task for each

user initiated request. In both cases, the X-Trace metadata is added (a new task is created) with

a certain sampling probability at these initial points. Also, if the incoming message already has
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X-Trace metadata, we preserve it instead of creating a new one. Coral uses the same interface for

HTTP request between Coral nodes, when performing peer HTTP fetches to fulfill a user request.

In these cases, instead of creating a new task, we added X-Trace metadata to the HTTP requests and

responses, so that the events in the recursive request could be linked to the same original task.

6.3 Experience

We deployed our instrumented versions of Coral and OASIS in the production network on Plan-

etLab, and report some of our findings here.

At the time of deployment, Coral had already been running for over three years on PlanetLab,

and OASIS for over one year, and there were no obvious bugs unknown to the developer. The

analysis we present here is based on a portion of the X-Trace logs we collected from these systems

for short periods of time. We try to highlight interesting aspects of what X-Trace enables a developer

or operator to examine in such systems. Table 6.1 lists some key numbers from the collected data

about the two systems. In our collection, we had an X-Trace reporting daemon running on each of

the PlanetLab machines, relaying reports to a central database located in Berkeley.

We focus our attention on two aspects. First, we look at two examples of similar symptoms ob-

served from one vantage point that have different underlying causes: RPCs with the same execution

time may be delayed at the server or by the communication channel; RPCs that timeout may do so

because the timeout value was too short, or because there was indeed a failure; and Coral, when

responding to a user request, may be delayed by a number of different causes. What these examples

have in common is that it is hard to distinguish the causes of the symptoms without correlating

events across nodes.
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OASIS Coral
Period (days) 1 2.5 days
Fraction 100% 0.1%
Hosts 19 258
Tasks 223,961 44,133
Reports 3,559,730 859,311
Edges 4,197,394 1,018,968
Bytes (raw) 783.3MB 235.6MB
Bytes (comp) 81.7MB 27.1MB

Table 6.1: Basic data for the OASIS and Coral traces analyzed in this chapter. The second row

shows the fraction of initiated tasks that was instrumented.

Next we look at subtle bugs we found in both applications by analyzing X-Trace task graphs.

6.3.1 Same symptoms, different causes

X-Trace correlates events that happen in different processes on the same machine, on different

machines, and across software layers, making it easier to differentiate the causes of problems with

the same symptoms.

RPC Timeouts

An aspect that can be examined with X-Trace is the cause of timeouts in the client of RPC calls.

Often, in distributed systems, developers will want to bound the time to perform some operation

that involves remote communication by using timeouts.

This is fairly common in the two applications we examined here, Coral and OASIS. RPCs can

be called with a specified timeout, after which the client declares an error in the call and moves on.

It is sometimes better for the overall response time to retry the call on another server than to wait

indefinitely. Setting timeout values elicits a tradeoff between failure rate and worst-case response
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time, especially if the service time distribution is heavy tailed.

However, exploring this tradeoff after the fact is very hard with single-node logging techniques,

because it requires correlating the execution at two different nodes. When a timeout occurs, the

client node does not receive a response from the server. To determine if the timeout value is too

short, it is useful to know whether the server completed the call, and what the distribution of com-

pletion times is, even when the client times out.

For analyzing this, we define four time intervals in an RPC call: T1 is the time between the

client sending the request and the server receiving it. Ts is the time the server takes to serve the

request. T2 is the time between the server sending the response and the client receiving it. Finally,

Tc is the time between the client sending the request and receiving the response. In the libasync

RPC implementation, when a client sends an RPC call, it will either receive a response, in time Tc,

or declare a timeout, but not both.

Figure 6.4 has data for 34,518 executions of a particular Coral RPC call, FINDNODE, which is

used by Coral when storing data on the DSHT. The graph has two CDF curves. The first, for 32,442

calls that completed normally, is the CDF of the client time, Tc. The second, for 2,076 calls that

completed execution in the server but were timed out by the client, is the CDF of (T1 + Ts), and

is a lower bound on how much time the call would have taken. Coral estimates the timeout values

for this call dynamically, based on running statistics on the round trip time from the client to the

server, but places an upper bound of 4 seconds. The graph also shows, for each point in the timeout

CDF, the corresponding timeout value recorded by the client. These are the dots scattered around

the lower CDF.

There are two situations: if a timeout dot is to the left of the green curve, it means that Coral
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Figure 6.4: CDF of completed and timed out Coral FINDNODE RPC call. The blue solid curve

is the CDF for the completion time of finished RPCs. The green dashed curve is the CDF of the

client to server network time plus the server execution time, for RPCs that timed out. For each timed

out RPC, a red dot at the same y value shows the corresponding timeout value at the client. If the

timeout value is to the left of the green curve, Coral estimated that the call was taking too long. If

the timeout value is to the right of the curve, the call completed but didn’t reach the client.
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estimated that the call should take less time that it took to even execute, and gives up waiting. This

decision reduces latency, as the node probably retries. If a timeout dot is to the right of the green

curve, it means that the call completed earlier than the Coral timeout, and for some reason did not

reach the client. So Coral gives up waiting for messages that would probably never arrive.

From the figure we can clearly see the 4-second maximum timeout. The graph also gives some

information about how to set the maximum timeout. For example, if we set the maximum timeout

to 0.5 (also shown in Figure 6.4, we would see a reduction of only 2.6% in the number of completed

calls (blue curve), for an 8x reduction on the maximum timeout. This reduction would certainly

decrease wasted wait time for calls that don’t complete (the calls that timeout and for which the

red to is to right of the CDF). From this dataset, we observed that these comprise about 20% of the

timed out calls.

Coral Response Time

The graph in Figure 6.5 shows, for 20,000 requests to Coral, the time Coral took to process the

request versus the size of the requested object. The colors in the graph separate the requests by

the class of the response code returned. The object sizes span more than five orders of magnitude,

and it is striking that for a given size, the processing time spans up to more than seven orders of

magnitude.

We can obtain the data for this graph without X-Trace, by just logging this information in the

Coral node that receives the client request and ultimately generates the response. It is very hard,

however, for an operator to distinguish the underlying causes for these times from this data alone,

especially when more than one Coral node is involved.

X-Trace can provide much more in-depth information about specific executions. To illustrate
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this point, in this section we focus on a set of requests that took close to 189 seconds to complete, and

show how the X-Trace graphs corresponding to particular executions shed light on the underlying

causes for the delays. These request are outlined in the graph, and we were surprised that there was

a fair number of requests with this specific duration, with widely varying object sizes.

By examining the X-Trace task graphs generated by these requests, we identified different causes

for approximately the same processing time. We list these causes below:

(a) Object found in local Coral node, slow connection between local Coral node and client

(b) Object fetched from origin, slow connection between local Coral node and client

(c) Object fetched from origin, slow connection between origin and local Coral node

(d) TCP connection timeout when local Coral node revalidating to origin

(e) TCP connection timeout when remote Coral node revalidating to origin

(f) Timeout in Coral RPC, due to PlanetLab scheduling

In the list, local Coral node is the first Coral node contacted by the client, remote Coral node is

a Coral peer, and origin is the remote server with the original content. Figure 6.6 shows portions of

example graphs for the first four cases in the list above. The relevant information in the graphs is

which edge represents the most time. Cases (a), (b), and (c) show that a combination of object size

and (slow) link speed, either between the origin server and a Coral node, or between the Coral node

and the client, resulted in the long delay.

Cases (d) and (e - not shown in the figure) are due to a TCP timeout in the Coral machines. The

timeout occurred because the other end was not responding to packets, most likely because it was
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planetlab2.cs.uit.no
ts: 245.698

18.758s

coral_route
Label: start clstr lvl 2
planetlab2.cs.uit.no

ts: 230.2763.336s

0.110s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 230.276

arpc srv
Label: rcv call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 233.987

3.711s

aclnt
Label: RPC finish error: RPC: Timed out

planetlab2.cs.uit.no
ts: 237.344

7.068s

arpc srv
Label: send reply

planetlab2.cs.uit.no
ts: 237.342

3.355s

coral_lookup_insert
Label: DONE on lvl 2
planetlab2.cs.uit.no

ts: 237.344 coral_route
Label: start clstr lvl 1
planetlab2.cs.uit.no

ts: 237.344

coral_insert
Label: SUCCESS on lvl 2

planetlab2.cs.uit.no
ts: 237.8330.489s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 237.344

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 237.345

0.001s

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 238.485

1.141s

arpc srv
Label: rcv call

planetvs1.informatik.uni-stuttgart.de
CORALPROC_FINDNODE

ts: 237.349

0.005s

arpc srv
Label: rcv call

planetvs2.informatik.uni-stuttgart.de
CORALPROC_FINDNODE

ts: 237.374

0.029s

aclnt
Label: RPC finish error: RPC: Timed out

planetlab2.cs.uit.no
ts: 241.349

4.004s

arpc srv
Label: send reply

planetvs2.informatik.uni-stuttgart.de
ts: 237.375

0.001s

coral_lookup_insert
Label: DONE on lvl 1
planetlab2.cs.uit.no

ts: 241.350

0.001s
arpc clnt

Label: send call
planetlab2.cs.uit.no

CORALPROC_INSERT
ts: 241.350

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 241.412

0.062s

coral_route
Label: start clstr lvl 0
planetlab2.cs.uit.no

ts: 241.350

arpc srv
Label: rcv call

planetvs1.informatik.uni-stuttgart.de
CORALPROC_INSERT

ts: 241.352

0.002s

coral_insert
Label: SUCCESS on lvl 1

planetlab2.cs.uit.no
ts: 241.412

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 241.350

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 241.350

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 241.517

0.167s

arpc srv
Label: rcv call
pl2.cs.utk.edu

CORALPROC_FINDNODE
ts: 241.426

0.076s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 241.517

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 241.518

0.001s

arpc srv
Label: rcv call

planet02.hhi.fraunhofer.de
CORALPROC_FINDNODE

ts: 241.581

0.064s

aclnt
Label: RPC finish error: RPC: Timed out

planetlab2.cs.uit.no
ts: 245.518

4.001s

arpc srv
Label: send reply

planet02.hhi.fraunhofer.de
ts: 241.581

coral_lookup_insert
Label: DONE on lvl 0
planetlab2.cs.uit.no

ts: 245.519

0.001s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_OFFREP

ts: 245.519

0.001s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_INSERT

ts: 245.519

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 245.697

0.178s

arpc srv
Label: rcv call
pl2.cs.utk.edu

CORALPROC_INSERT
ts: 245.603

0.084s

coral_insert
Label: SUCCESS on lvl 0

planetlab2.cs.uit.no
ts: 245.698

0.001s

arpc srv
Label: rcv call
pl2.cs.utk.edu

CORALPROC_OFFREP
ts: 245.604

0.085s

aclnt
Label: RPC finish error: RPC: Timed out

planetlab2.cs.uit.no
ts: 245.985

0.466s
arpc clnt

Label: send call
pl2.cs.utk.edu

CORALPROC_CLUSTERS
ts: 245.604

aclnt
Label: RPC finish error: RPC: Timed out

pl2.cs.utk.edu
ts: 249.605

4.001s

arpc srv
Label: rcv call

planet02.hhi.fraunhofer.de
CORALPROC_CLUSTERS

ts: 245.698

0.094s
arpc srv

Label: send reply
planet02.hhi.fraunhofer.de

ts: 245.698

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 241.565

0.047s

arpc srv
Label: rcv call

planetlab2.hiit.fi
CORALPROC_FINDNODE

ts: 241.539

0.021s

arpc clnt
Label: send call

planetlab2.cs.uit.no
CORALPROC_FINDNODE

ts: 241.565 arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 241.918

0.353s

arpc srv
Label: rcv call

planet3.prakinf.tu-ilmenau.de
CORALPROC_FINDNODE

ts: 241.600

0.035s

arpc clnt
Label: rcv reply

planetlab2.cs.uit.no
ts: 241.520

0.170s

arpc srv
Label: rcv call

planetlab-8.cs.princeton.edu
CORALPROC_FINDNODE

ts: 241.444

0.094s
arpc clnt

Label: send call
planetlab2.cs.uit.no

CORALPROC_FINDNODE
ts: 241.521

0.001s
arpc clnt

Label: rcv reply
planetlab2.cs.uit.no

ts: 242.318

0.797s

arpc srv
Label: rcv call

planetlab1.mnlab.cti.depaul.edu
CORALPROC_FINDNODE

ts: 241.606

0.085s
arpc srv

Label: send reply
planetvs1.informatik.uni-stuttgart.de

ts: 237.350

0.001s

1.135s

arpc srv
Label: send reply

planetvs1.informatik.uni-stuttgart.de
ts: 241.353

0.001s
0.059s

arpc srv
Label: send reply

pl2.cs.utk.edu
ts: 241.427

0.001s
0.090s

arpc srv
Label: send reply

pl2.cs.utk.edu
ts: 245.604

0.001s 0.093s

arpc srv
Label: send reply
planetlab2.hiit.fi

ts: 241.540

0.001s 0.025s

arpc srv
Label: send reply

planet3.prakinf.tu-ilmenau.de
ts: 241.600

0.318s

arpc srv
Label: send reply

planetlab-8.cs.princeton.edu
ts: 241.444

0.076s

arpc srv
Label: send reply

planetlab1.mnlab.cti.depaul.edu
ts: 241.640

0.034s

0.678s

(c) From origin, slow connection between origin and proxy.

coralwebsrv
Label: new HTTP request on new connection

planetlab5.csail.mit.edu
ts: 0.000

coralwebsrv
Label: parsed HTTP req
planetlab5.csail.mit.edu

ts: 0.020
0.020s

coralwebsrv
Label: finish http request
planetlab5.csail.mit.edu

ts: 189.186
189.186s

coralwebsrv
Label: check cache: file FOUND on client req

planetlab5.csail.mit.edu
ts: 0.052

0.032s
coralwebsrv

Label: revalidate stale item
planetlab5.csail.mit.edu

ts: 0.154

0.102s
coralwebsrv

Label: connecting to origin server
planetlab5.csail.mit.edu

ts: 0.155

0.001s
coralwebsrv

Label: connect to origin server failed
planetlab5.csail.mit.edu

ts: 189.160
189.005s

coralwebsrv
Label: finished caching
planetlab5.csail.mit.edu

ts: 189.168

0.008s

0.018s

coralwebsrv
Label: deleting client request

planetlab5.csail.mit.edu
ts: 189.186

(d) TCP connection timeout between proxy and origin.

Figure 6.6: Portions of example X-Trace task graphs for the first four causes of the 189-second

delay listed in the text. The thickness of the edge between two events is proportional to the time

between the events.
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overloaded. The value of the timeout depends on the TCP implementation at the client. The version

of Linux used by Coral (kernel 2.6.x) has a TCP timeout of 189 seconds when the remote node does

not respond to SYN packets. The timeout value starts at 3 seconds, doubles at each timeout, and

cannot be larger than 120 seconds [24]. Thus, we observe the sequence of timeouts of 3, 6, 12, 24,

48, and 96 seconds, adding up to 189 seconds.

Lastly, for case (f) (not shown in the figure), the cause was the PlanetLab scheduler. PlanetLab

offers a virtualized environment to applications, and if a node is overloaded, can schedule a slice1

out for a relatively long time. In one of the tasks this happened, and we observed a combination of

RPC timeouts in Coral that led to an overall response time of 190 seconds.

6.3.2 Uncovered bugs

Oasis Multiple Queries

Our X-Trace instrumentation of OASIS combines events at the application and RPC layers,

across processes and across machines. This allows traces to properly nest recursive RPC calls,

which greatly facilitated our finding a DNS resolution-related bug in OASIS.

When a client issues a DNS request for a service to OASIS, the request goes to a core node. Call

this node A. As briefly described in Section 6.1.1, A will contact one of the core rendezvous nodes,

B, for the service in question. When this contact fails (either because of a timeout, or because B

has no answer for the query), A does the same lookup on up to two other nodes, in series. In some

cases, however, we observed tasks in which A would contact three nodes, say B, C, and D, and

then would contact the same three nodes again, but in a random order.

Figure 6.7 illustrates the problem. The resolution starts with a RECS RPC call between two
1A slice is the unit of virtualization in PlanetLab.
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Figure 6.7: Simplified X-Trace graph showing OASIS repeated nodes bug. A DNS lookup in OASIS

is done through a RECS RPC call, which may invoke remote GETSRV RPC calls recursively. We

found cases in which the calling node would issue unnecessary GETSRV calls to repeated nodes,

increasing latency and load.
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OASIS processes in A. The server process then initiates the resolution. If the answer is cached

locally, A contacts no more nodes; otherwise it contacts one or more of the rendezvous servers

using GETSRV RPC calls. It turns out that when successively failing to obtain an answer, OASIS

would try to select nodes to query twice: first, by choosing three of the closest rendezvous nodes

to the client, and then, by choosing three random rendezvous nodes. It did not, however, mark the

nodes selected in the first selection as already used, causing the repetition. The repeated queries

delay the answer to the client, and present extra load to the OASIS servers.

Figure 6.8 shows data that quantifies the impact of this problem. It looks at all resolutions that

did not involve a timeout in either the RECS or the GETSRV, comprising 99.7% of all resolutions

recorded. The table in Figure 6.8(a) partitions the resolutions by the number of recursive calls. From

the table, 3.32% of the resolutions exhibited the bug, with 6 recursive calls to GETSRV, 3 of them

repeated. The timeout value for RECS calls was set to 10 seconds, which is why the maximum for

all partitions is never higher than 10. The timing data in the table, and the curves in Figure 6.8(b),

show that resolutions with the bug are significantly slower than those without the repeated lookups:

the average time for a RECS call with 6 GETSRV calls is 1.8× that of resolutions with 3 GETSRV

calls. Fixing this bug would have a significant impact in the tail of the overall OASIS response time

distribution.

We found this bug by counting how many times each node was called in each resolution, ac-

cording to the task graph nesting structure. This observation would be much harder to make if we

only had RPC-level traces. The problem could be found with careful application-level logging, but

the solution would be ad-hoc and require more effort to log each RPC call. X-Trace, in contrast,

simplifies application instrumentation because it leverages the lower layers instrumentation “for
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free”.

Multiple Revalidations in Coral

The second bug we examine in detail we found in Coral. When the content for a URL requested

to a Coral node is found in the local Coral cache but has expired, the node normally contacts the

origin server for revalidation, just like a regular Web cache would do. In Coral, however, under

specific circumstances, this behavior can lead to an amplification of traffic the origin server.

Consider the following situation: a client requests an URL to a Coral node A. A does not have

the content cached, and looks up the URL in the DSHT, obtaining 3 other nodes, B, C, and D, that

have the content. A then chooses one of these, B, and sends a recursive HTTP request to B. B

receives the request, and notices that it indeed has the content, but its local copy has expired. B then

contacts the origin server with a revalidation request. If this operation takes too long (more than A’s

timeout value for a peer request), A gives up, and proceeds to the next node in the list, C. If C also

has a stale copy of the object, it too will contact the origin server for revalidation.

This was a rare occurrence in our trace, but is potentially problematic because it is more likely

to happen exactly when the remote server is overloaded. We observed only 23 tasks (out of 44,133)

that had multiple requests to the origin server from Coral peers. 1 had 4 requests, 4 had 3 requests,

and 18 had 2 requests.

One of the cases in which we observed this problem was also when we observed TCP connection

timeouts of 189 seconds at the origin server. The server was taking too long to even return TCP SYN

packets, and instead of one extra connection that a regular client would generate, Coral generated

3. Since this content was very popular at this time, presumably more than one client would try to

download it through Coral, and their traffic to the origin server would be amplified by Coral.
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Number of Remote GETSRV calls
0 1 3 6 (Bug) Others

Total RECS Calls 251,906 42,142 19,672 10,780 359
Fraction 77.54% 12.97% 6.06% 3.32% 0.11%
Mean (s) 0.038 0.167 0.481 0.870 -
Minimum (s) 0.000 0.001 0.194 0.370 -
Median (s) 0.002 0.121 0.334 0.618 -
Maximum (s) 9.968 9.769 9.673 9.854 -

(a) Fraction of RECS calls with each number of remote GETSRV calls. Times corre-

spond to the curves in (b).
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(b) CDF of RECS RPC completion time, separated by the number of remote recursive calls.

The spike around 1.2s for the 6 remote calls line is due to a server in Japan with higher

latency to other nodes.

Figure 6.8: Distribution of completion time for the RECS RPCs in the OASIS trace. Each RECS

call causes 0 or more GETSRV calls. All cases with 6 calls, 3.32% of all RECS calls, showed the

repeated node bug. The mean time for for these calls is 1.8× that of the RECS calls with 3 recursive

calls.
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(a) Simplified X-Trace graph showing multiple revalidations to the origin

server. A tries to fetch an object from the Coral peers B, C, and D,

timing out for each. B, C, and D try to send revalidation requests to the

origin.

Timeouts

Revalidate to

origin

Not Found
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Start HTTP
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Finish HTTP

Request

(b) Annotated X-Trace graph produced by our visualization tool for a real occurrence of the above pattern with 4 revali-

dations. Nodes with different colors represent events in different Coral peers. Individual node labels omitted.

Figure 6.9: Coral X-Trace graphs with multiple revalidations to origin server.
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A solution might include, for example, A adding a flag to its recursive requests to prevent the

peer from revalidating the content. A could then add this flag to all but one of the recursive requests.

Another approach would be to increase the value of the timeout, although this might have an adverse

effect on other calls that don’t suffer from this problem.

We found this situation with similar analysis techniques as in the OASIS bug described above.

Specifically, by walking the X-Trace graph we could count how many recursive HTTP calls cor-

responded to each client HTTP request, how many of these timed out, and how many of, when

executing in the other Coral nodes, generated requests to the origin server. Doing this type of anal-

ysis without X-Trace would be quite labor intensive, as multiple logs from individual nodes would

have to be joined and queried. In this case, the join would be approximate, unless special iden-

tifiers were included and logged in the HTTP transactions. The alternative, of having the calling

node record this information, would break abstraction barriers, because it is generally oblivious, by

design, of how exactly the peers obtain the content.

Other Coral Bugs

We also found a few other bugs in Coral examining X-Trace graphs, and only briefly mention

them here.

1. Forbidden response meant for peer proxy passed to client. We identified instances in which

a forbidden response status passed from one Coral peer to another was being relayed un-

modified to the client. X-Trace task graphs make it easy to correlate the two sets of HTTP

communications.

2. Revalidation never uses peer proxy. This bug is related to the multiple revalidations bug
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described above. We verified that no revalidation request was issued to peer Coral nodes. A

Coral proxy could be modified to check if one of its peers have a newer copy of an expired

cached entry.

3. All calls to RPC OFFREP timeout at the caller. This was a minor bug. OFFREP is a Coral

RPC with void return type. In this RPC, the client doesn’t wait for a response, and the server

never sends a response, but the RPC layer implementation only released resources when the

call times out. This is not likely to be a problem for this RPC is quite uncommon in Coral.

4. Some paths when server fetch fails may not kill client connection. We observed some long

client connections timing out, and were able to correlate those with some instances in which

the Coral node failed to fetch content from the origin server.

5. Coral node issues a last lookup at a given level and immediately declares failure before

getting any response. Coral peers organize themselves in a three-level hierarchy based on

latencies to each other, and try lookups at each level in succession. An “off-by-one” error

caused the last one of the lookups at a level to be ignored.

6. Does Coral lookup even when likely to be over cache size A Coral node will try to fetch

remote objects even when it is likely there will be no space to store the entry. In this case a

node should forward the connection to the origin server.

6.4 Discussion

In this chapter we demonstrated X-Trace usefulness in two deployments on wide-area produc-

tion systems. X-Trace task graphs allow flexible queries on specific executions, including queries
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that involve activity on different layers and on different nodes. In particular, we were able to find the

cause of distinct problems with the same symptoms, find performance problems, and identify bugs

that had gone unnoticed in over three years of use. The ability to sample specific tasks end-to-end

was important to reduce the data collected with Coral, while obtaining meaningful traces.

Other researchers have also used X-Trace to instrument different systems, with promising re-

sults. The authors of DONA [94] used X-Trace during development to find bugs in their distributed

router code; Porter [134] used X-Trace to find the root cause of faults in an 802.1X enterprise

deployment; and Zaharia et al. [177] instrumented the Hadoop system [73], an open-source imple-

mentation of Google’s Map-Reduce and distributed file system framework [39, 69], with X-Trace.

They successfully used the instrumentation in experimental and production Hadoop clusters to de-

tect problem node, tune configuration parameters, and to guide improvements to the job scheduling

mechanisms in Hadoop.

These results open important avenues for continued research. To be used continuously in pro-

duction, X-Trace requires a robust data collection and processing infrastructure. Given limited

resources, we had to sample the Coral traffic to cope with the volume of data. Porter, in [134], gives

an important step in that direction with TraceOn, a more scalable data collection and processing

infrastructure. We hope to be able to use infrastructure like Hadoop [73] to process larger volumes

of X-Trace data. Another important direction is on automating the analysis of X-Trace data to detect

correctness and performance problems. The approaches in Pip [139] and Pinpoint [31], for example,

serve as good starting points.

One challenge we faced in these deployments concerns tasks with missing reports. Missing

reports result in incomplete graphs, most likely disconnected. In some cases it is possible to infer
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that specific reports were missing, by comparing to expected behavior or to other similar tasks. In

fact, preliminary clustering analysis we did2 found that in some cases tasks with a few missing

reports would still be clustered together with similar, but complete, tasks. There are cases, however,

in which it is not possible to distinguish a task graph that stops abruptly because of a failure in the

execution from one that stops because of missing reports. In these cases, an operator can start a

diagnostics process in the last machine that did generate valid reports for that task.

This chapter concludes our evaluation of X-Trace. In the next chapter we shift to another envi-

ronment and introduce Quanto, a framework that uses similar techniques of following the execution

in a distributed system for profiling resource usage in embedded wireless networks.

2Credit on these analyses goes to Fabian Waulthier.
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Chapter 7

Quanto: Tracing Embedded Wireless

Systems

In this chapter we leave the realm of large-scale distributed systems, and shift our focus to

improving the visibility of networked embedded systems. We present Quanto, a network-wide

time and energy profiler for embedded network devices, and describe its concrete implementation

on the TinyOS operating system [78]. Specifically, we look at how to profile the time and en-

ergy consumption of tasks in wireless sensor network applications, using techniques of tracing and

execution-following similar to those in X-Trace. As we did with their large-scale counterparts, in

these systems we track causally related events across boundaries of software and hardware com-

ponents, and across different nodes in the network. Our solution, though, is shaped by different

questions and by the severe resource constraints that these embedded device impose. Quanto com-

bines causal tracking of programmer-defined activities with a novel high-resolution energy metering

technique to map where and how energy and time are spent on nodes and across a network. This can
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be invaluable for developers and deployers to understand and optimize the behavior of applications.

Wireless sensor networks, or simply, sensornets, are collections of small devices with integrated

computing, sensing, and networking [48]. The nodes in the network, called motes, are embedded

in the physical environment, and run distributed applications that interact with the environment

by sensing, computing, and possibly controlling actuators. There have been finding applications

in many fields, such as in experimental biology [164], structural monitoring [126], flood warning

systems [21], soil ecology monitoring [118], and asset tracking [106], to name a few.

Energy is the key limiting resource in sensor network deployments. Long-term deployments

are desired for most applications. However, nodes may be in hard-to-reach or outright inaccessi-

ble places (such as embedded inside a wall in a building), making battery replacement difficult or

impossible. Even if energy is harvested from the environment [160], it may be scarce and unpre-

dictable. Network lifetime thus depends crucially on judicious use of energy by applications, and

optimizing computation, communication, and memory usage for energy usage a key concern.

Although we share with X-Trace many of the same techniques and the design decision of prop-

agating small, constant-sized metadata along with the computation, different concerns and severe

resource constraints make the X-Trace solution not directly applicable for this context. Instead of

reconstructing the happens-before relation among events, we are primarily interested here in us-

ing the causal relation to group events, providing the right granularity for resource accounting (cf.

Section 7.3). Metadata in Quanto is only two bytes in length, and information collected during the

execution trades the generality of text-based reports for a highly optimized binary format. Another

difference is that, in these platforms, the majority of the energy is spent by devices other than the

CPU, and we have to track on behalf of which activities these peripherals are doing work.
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This chapter describes in detail our implementation of Quanto in TinyOS. Section 7.2 provides

an outline of the solution. The next two sections describe the two major components in Quanto.

Section 7.3 presents activity tracking, which uses causal tracking of related events to answer why

energy is spent. It defines what we mean by activities, how to propagate them, the API used by

programmers, and how we record the information. Section 7.4 describes energy tracking, which

answers the question of where energy was spent. It describes the hardware we use to measure

energy, and the method to appropriately divide the aggregate energy usage among the different

hardware components. In Chapter 8 we provide an evaluation of our implementation of Quanto,

and further discussions on the design decisions, related and future work.

7.1 Motivation

Energy is a scarce resource in embedded, battery-operated systems such as sensor networks.

This scarcity has motivated research into new system architectures [75], platform designs [77],

medium access control protocols [176], networking abstractions [133], transport layers [117], oper-

ating system abstractions [92], middleware protocols [47], and data aggregation services [105]. In

practice, however, the energy consumption of deployed systems differs greatly from expectations or

what lab tests suggest. In one network designed to monitor the microclimate of redwood trees, for

example, 15% of the nodes died after one week, while the rest lasted for months [163]. The deploy-

ers of the network hypothesize that environmental conditions – poor radio connectivity, leading to

time synchronization failure – caused the early demise of these nodes, but a lack of data makes the

exact cause unknown.

Understanding how and why an embedded application spends energy requires answering numer-
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ous questions. For example, how much energy do individual operations, such as sampling sensors,

receiving packets, or using CPU, cost? What is the energy breakdown of a node, in terms of activity,

hardware, and time? Network-wide, how much energy do network services such as routing, time

synchronization, and localization, consume?

Three factors make these questions difficult to answer. First, there is a semantic gap between

common abstractions, such as threads or subsystems, and the actual entities a developer cares about

for resource accounting. This gap requires a profiling system to tie together separate operations

across multiple energy consumers, such as sampling sensors, sending packets, and CPU operations,

as well as across multiple nodes. Second, nodes need to be able to measure the actual draw of their

hardware components. While software models of system energy are reasonably accurate in con-

trolled environments, networks in the wild often experience externalities, such as 100◦ temperature

shifts [159], electrical shorts due to condensation [158], and 802.11 interference [129]. Finally,

nodes have limited storage capability, on the order of kilobytes of RAM, and profile collection must

be very lightweight, so it is energy efficient and minimizes its effect on system behavior.

Our approach, Quanto, addresses these challenges through three research contributions:

1. We describe a simple labeling mechanism that causally connects resource usage to high-level,

programmer-defined activities. We extend these techniques to track network-wide resource

usage in terms of node-local actions.

2. We leverage an energy sensor based on a simple switching regulator [44] to enable an OS to

take fine-grained measurements of energy usage as cheaply as reading a counter.

3. We show that a post-facto regression can distinguish the energy draw of individual hardware

components, thereby only requiring the OS to sample aggregate system consumption.



142

Combining these techniques, Quanto is able to partition energy usage per activity and hardware

component over time. In the implementation we describe, we perform this accounting by recording

events regarding activity and energy draw changes. Recording each event takes 101 processor cycles

and 12 bytes of memory, and can be done in a relatively unobtrusive fashion. We briefly outline these

ideas next.

7.2 Solution Outline

Energy in an embedded system is spent by a set of hardware components operating concurrently

in each node, responding to application and external events. As a first step in understanding energy

usage, Quanto defines the the appropriate granularity to accumulate and account for energy usage.

We want to attribute energy usage to high-level tasks that are meaningful to the programmer, such

as sensing, routing, or computing. Earlier work has profiled energy usage at the level of instruc-

tions [40], performance events [35], program counter [54], procedures [55], processes [153], and

software modules [147]. We borrow from the RIALTO operating system [88] the concept of an

activity as the abstraction for a resource principal [18]. An activity is a logical set of operations

whose resource usage should be grouped together. In the embedded systems we consider, most of

the energy is not spent by the CPU, and it is essential that activities span all hardware components.

Likewise, given the networked nature of applications, activities must also span different nodes.

Each activity is given a label, and the OS propagates this label to all causally related operations.

As an analogy, this tracking is accomplished by conceptually “painting” a hardware component the

same “color” as the activity for which it is doing work. To transfer activity labels across nodes,

Quanto inserts a field in each packet that includes the initiating activity’s label. More specifically,
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when a packet is passed to the network stack for transmission, the packet’s activity field is set to

the CPU’s then-current activity. This ensures that a transmitted packet is labeled the same as the

activity which initiated its submission. Upon reception, Quanto reads the packet’s activity field and

sets the CPU activity to the activity noted in the packet.

The concept of an activity in Quanto is very similar to the concept of an X-Trace task, from

Chapter 3.1 In X-Trace, we are interested in registering key events that happen as part of a task,

together with their causal relations. In Quanto, instead of registering individual events, we accu-

mulate the time that each hardware component spends operating on behalf of each activity. This

allows us to more directly answer the question of how and where energy is spent, while requiring

less resources for the instrumentation.

Given the time profile of activities, the second step is to determine the energy breakdown by

hardware component over time. A system has several hardware components, like the CPU, radio,

and flash memory, and each one has different functional units, which we call energy sinks. Each

energy sink has operating modes with different power draws, which we call power states. At any

given time, the aggregate power draw for a system is determined by the set of active power states of

its energy sinks.

In many embedded systems, the system software can closely track the hardware components’

power states and state transitions. We modify device drivers to track and expose hardware power

states to the OS in real-time. The OS combines this information with fine-grained, timely mea-

surements of system-wide energy usage taken using a high-resolution, low-latency energy meter.

Every time any hardware component changes its power state, the OS records how much energy was
1 TinyOS already has a very specific meaning for the term task, which prevented us from using the same name. A task

in TinyOS is a special type of function that represents the unit of schedulable computation by the OS.
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used, and how much time has passed since the immediately preceding power state change. For each

interval during which the power states are constant, this generates one equation relating the active

power states, the energy used, the time spent, and the unknown power draw of a particular energy

sink’s power state. Over time, a family of equations are generated and can be solved (i.e. the power

draw of individual energy sinks can be estimated) using multivariate linear regression.

The final step is to merge the information from these two sources. Quanto records events for

both activity and power state changes for each hardware resource. In our current prototype, we use

these logs to perform this step post-facto. From the power states log and the regression, we know

the active power state and the power draw for each hardware component; from the activities log, we

know on behalf of which activity the component was doing work. Combining these two pieces of

information provides a thorough breakdown of energy consumption over time.

In the next section we give a more precise definition of activities, and detail how Quanto imple-

ments activity tracking across both the hardware components of a single node and across the nodes

in a network. Then in Section 7.4 we present details of the approach for tracking the energy usage

by each hardware component over time.

7.3 Activity Tracking

This section addresses the question of why energy is spent on a system. The key here is to

attribute energy usage to entities – or resource principals – that are meaningful to the program-

mer. In traditional operating systems, processes or threads combine the roles of protection domain,

schedulable unit, and resource principal, but there are many situations in which it is desirable that

these notions be independent. This idea was previously explored in the context of high-performance



145

CPU

Flash

Radio

Node B

CPU

Sensor

Radio Node A

Act: sensing Act: sending/storing

Proxy Rx Ac*vity Packet Tx 

Figure 7.1: Activity tracking for a sensing, sending, and storing a sample across two nodes. The

developer chose sending as a separate activity. Receiving is part of a proxy activity until the CPU

can decode the true activity and correctly bind the resource usage.

network servers [18] but it is also especially true in networked embedded systems.

We borrow from earlier work the concept of an activity as our resource principal. In the RIALTO

system in particular [88], an activity was defined as the “the abstraction to which resources are

allocated and to which resource usage is charged.” In other words, an activity is a set of operations

whose resource consumption should be grouped together. In the environments we consider, where

most of the resource consumption does not happen at the CPU, and sometimes not even on the same

node that initiated an activity, it is fundamental to support activities that span different hardware

components and multiple nodes.
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7.3.1 Overview

To account for the resource consumption of activities, we track when a hardware component, or

device, is performing operations on behalf of an activity. A useful analogy is to think of an activity

as a color, and devices as being painted with the activity’s color when working on its behalf. By

properly recording devices’ successive colors over time and their respective resource consumptions,

we assign to each activity its share of the energy usage.

Figure 7.1 shows an example of how activities can span multiple devices and nodes. In the

figure, the programmer marks the start of an activity by assigning to the CPU the sensing activity

(“painting the CPU red”). We represent activities by activity labels, which Quanto carries auto-

matically to causally related operations. For example, when a CPU that is “painted red” invokes

an operation on the sensor, the CPU paints the sensor red as well. The programmer may decide to

change the CPU activity if it starts work on behalf of a new logical activity, such as when transi-

tioning from sensing to sending (red to blue in the figure). Again the system will propagate the new

activity to other devices automatically.

This propagation includes carrying activity labels on network messages, such that operations on

node B can be assigned to the activity started on node A. This example also highlights an important

aspect of the propagation, namely proxy activities. When the CPU on node B receives an interrupt

indicating that the radio is starting to receive a packet, the activity to which the receiving belongs

is not known. This is generally true in the case of interrupts and external events. Proxy activities

are a solution to this problem. The resources used by a proxy activity are accounted for separately,

and then assigned to the real activity as soon as the system can determine what this activity is. In

this example the CPU can determine that it should be colored blue as soon as it decodes the activity
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label in the radio packet. It terminates the proxy activity by binding it to the blue activity.

The programmer can define the granularity of activities in a flexible way, guided by how she

wants to divide the resource consumption of the system. Some operations do not clearly belong to

specific activities, such as data structure maintenance or garbage collection. One option is to give

these operations their own activities, representing this fact explicitly.

The mechanisms for tracking activities are divided into three parts, which we describe in more

detail next, in the context of TinyOS: (i) an API that allows the programmer to create meaningful

activity labels, (ii) a set of mechanisms to propagate these labels along with the operations that

comprise the activity, (iii) and a mechanism to account for the resources used by the activities.

7.3.2 API

We represent activity labels with pairs of the form 〈origin node:id〉, where id is a statically

defined integer, and origin node indicates the node where the activity starts.

We provide an API that allows the assignment of activity labels to devices over time. This API

is shown in Figures 7.2 and 7.3, respectively, for devices that can only be performing operations

on behalf of one, or possibly multiple activities simultaneously. Most devices, including CPUs, are

SingleActivityDevices.

There are two classes of users for the API, application programmers and system programmers.

Application programmers simply have to define the start of high-level activities, and assign labels

to the CPU immediately before their start. System programmers, in turn, use the API to propagate

activities in the lower levels of the system such as device drivers. We instrumented core parts of the

OS, such as interrupt routines, the scheduler, arbiters [92], the network stack, radio, and the timer

system. Figure 7.4 shows an excerpt of a sense-and-send application similar to the one described
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interface SingleActivityDevice {
// Returns the current activity
async command act_t get();

// Sets the current activity
async command void set(act_t newActivity);

// Sets the current activity and indicates
// that the previous activity’s resource
// usage should be charged to the new one
async command void bind(act_t newActivity);

}

Figure 7.2: The SingleActivityDevice interface. This interface represents hardware com-

ponents that can only be part of one activity at a time, such as the CPU or the transmit part of the

radio.

interface MultiActivityDevice {
// Adds an activity to the set of current
// activities for this device
async command error_t add(act_t activity);

// Removes an activity from the set of current
// activities for this device
async command error_t remove(act_t activity);

}

Figure 7.3: The MultiActivityDevice interface. This interface represents hardware com-

ponents that can be working simultaneously on behalf of multiple activities. Examples include

hardware timers and the receiver circuitry in the radio (when listening).
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task void sensorTask() {
call CPUActivity.set(ACT_HUM);
call Humidity.read();
call CPUActivity.set(ACT_TEMP);
call Temperature.read();

}

void sendIfDone() {
if (sensingDone) {
call CPUActivity.set(ACT_PKT);
post sendTask();
sensingDone = 0;

}
}

Figure 7.4: Excerpt from a sense-and-send application, showing how an application programmer

“paints” the CPU to start tracking activities.

in [92], in which the application programmer “paints” the CPU using the CPUActivity.set

method (an instance of the SingleActivityDevice interface) before the start of each logical

activity. The OS takes care of correctly propagating the labels with the following execution.

7.3.3 Propagation

Once we have application level activities set by the application programmer, the OS has to

carry activity labels to all operations related to each activity. This involves 4 major components:

(i) transfer activity labels across devices, (ii) transfer activity labels across nodes, (iii) bind proxy

activities to real activities when interrupts occur, and (iv) follow logical threads of computation

across several control flow deferral and multiplexing mechanisms.

To transfer activity labels across devices in our TinyOS instrumentation, we use the Single-

and MultiActivityDevice APIs. Each hardware component is represented by one instantia-

tion of such interfaces, and keeps the activity state for that component globally accessible to code.
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The CPU is represented by a SingleActivityDevice, and is responsible for transferring ac-

tivity labels to and from other devices. An example of this transfer is shown in Figure 7.5, where the

code “paints” the radio device with the current CPU activity. Device drivers must be instrumented

to correctly transfer activities between the CPU and the devices they manage. In our prototype

implementation we instrumented several devices, including the CC2420 radio and the SHT11 sen-

sor chip. Also, we instrumented the Arbiter abstraction [92], which controls access to a number

of shared hardware components, to automatically transfer activity labels to and from the managed

device.

To transfer activity labels across nodes, we added a hidden field to the TinyOS Active Message

(AM) implementation (the default communication abstraction). When a packet is submitted to the

OS for transmission, the packet’s activity field is set to the CPU’s current activity. This ensures

the packet is colored the same as the activity which initiated its submission. We currently encode

the labels as 16-bit integers representing both the node id and the activity id, which is sufficient for

networks of up to 256 nodes with 256 distinct activity ids. Upon decoding a packet, the AM layer

on the receiving node sets the CPU activity to the activity in the packet, and binds resources used

between the interrupt for the packet reception and the decoding to the same activity.

More generally, this type of resource binding is done when we have interrupts. Our prototype

implementation uses the Texas Instruments MSP430F1611 microcontroller. Since TinyOS does not

have reentrant interrupts on this platform, we statically assign to each interrupt handling routine a

fixed proxy activity. An interrupt routine temporarily sets the CPU activity to its own proxy activity,

and the nature of interrupt processing is such that very quickly, in most cases, we can determine to

which real activity the proxy activity should be bound. One example is the decoding of the radio
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packets at the Active Message layer. Another example is an interrupt caused by a device signaling

the completion of a task. In this case, the device driver will have stored locally both the state

required to process the interrupt and the activity to which this processing should be assigned.

Lastly, the propagation of activity labels should follow the control flow of the logical threads of

execution across deferral and multiplexing mechanisms. The most important and general of these

mechanisms in TinyOS are tasks and timers.

TinyOS has a single stack, and uses an event-based execution model to multiplex several parallel

activities among its components. The schedulable unit is a task. Tasks run to completion and do

not preempt other tasks, but can be preempted by asynchronous events triggered by interrupts. To

achieve high degrees of concurrency, tasks are generally short lived, and break larger computations

in units that schedule each other by posting new tasks. We instrumented the TinyOS scheduler

to save the current CPU activity when a task is posted, and restore it just before giving control

to the task when it executes, thereby maintaining the activities bound to tasks in face of arbitrary

multiplexing. This instrumentation follows exactly the same principles as the instrumentation of

callbacks in libasync, described in Chapter 3. Timers are also an important control flow deferral

mechanism, and we instrumented the virtual timer subsystem to automatically save and restore the

CPU activity of scheduled timers.

There are other less general structures that effectively defer processing of an activity, such as

forwarding queues in protocols, and we have to instrument these to also store and restore the CPU

activity associated with the queue entry. As we show in Section 8.4.2, changes to support propaga-

tion in a number of core OS services were small and localized.
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void loadTXFIFO() {
...
//prepare packet
...
call RadioActivity.set(call CPUActivity.get());
call TXFIFO.write((uint8_t*)header,

header->length - 1);
}

Figure 7.5: Excerpt from the CC2420 transmit code that loads the TXFIFO with the packet data.

The instrumentation sets the RadioActivity to the current value of the CPUActivity.

7.3.4 Recording and Accounting

The final element of activity tracking is recording the usage of resources for accounting and

charging purposes. Similarly to how we track power states, we implement the observer pattern

through the SingleActivityTrack and MultiActivityTrack interfaces (Figure 7.6).

These are provided by a module that listens to the activity changes of devices and is currently

connected to a logger. In our prototype we log these events to RAM and do the accounting offline.

For single-activity devices, this is straightforward, as time is partitioned among activities. For multi-

activity devices, the the log records the set of activities for a device over time, and how to divide the

resource consumption among the activities for each period is a policy decision. We currently divide

resources equally, but other policies are certainly possible.

7.4 Energy Tracking

In this section, we present how Quanto answers the question of where energy is spent in the

system. This requires distinguishing the energy consumption of individual hardware components or

peripherals that are operating concurrently when only their aggregate energy usage is observable.
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interface SingleActivityTrack {
async event void changed(act_t newActivity);
async event void bound(act_t newActivity);

}
interface MultiActivityTrack {

async event void added(act_t activity);
async event void removed(act_t activity);

}

Figure 7.6: Single- and MultiActivityTrack interfaces provided by device abstractions.

Different accounting modules can listen to these events.

We ground our discussion on the specific hardware and software platform in our prototype, although

we believe the techniques to be applicable to other platforms as well. We briefly sketch our approach

in the next subsection and then use the remainder of this section to describe Quanto’s energy tracking

framework in detail.

7.4.1 Overview

In many embedded systems, the OS can track the power states and state transitions of the plat-

form’s various energy sinks. This power state information can be combined with snapshots of the

aggregate energy consumption to infer the consumption of individual sinks.

We call each functional unit in a system an energy sink, and their different operating modes

power states. Quanto modifies the device drivers to intercept all events which change the power

state of an energy sink. The OS itself keeps track of both the energy usage, ∆E, and elapsed time,

∆t, between any two such events. Since the OS tracks the active sinks and their power states, it is

able to generate one linear equation of the following form for each interval

∆E = ∆t
n∑

i=0

αipi (7.1)
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where the average power over the interval, P , is ∆E/∆t. The variable αi is a binary variable

indicating whether the i-th power state was active during the interval, and pi is the (unknown)

power draw of the i-th state. The limit n represents the total number of power states over all energy

sinks in the system. In one time interval, this equation is not solvable (unless only one power state

is active), but over time, an application generates a system of equations as different energy sinks

transition through different power states. When the system of equations is sufficiently constrained,

a simple linear regression yields the individual power draws.

7.4.2 Hardware Platform

Because it samples the accumulated energy consumption at every hardware power state change,

Quanto requires high-resolution, low-latency, and low-overhead energy measurements. These read-

ings must closely reflect the energy consumed during the preceding interval. To accomplish this,

our implementation uses the iCount energy meter [44]. The iCount implementation on this platform

exhibits a maximum error of ±15% over five orders of magnitude in current draw, an energy reso-

lution of approximately 1 µJ, a read latency of 24 µs (24 instruction cycles), and a power overhead

that ranges from 1% when the node is in standby to 0.01% when the node is active, for a typical

workload.

We used a custom mote platform, called Hydrowatch [45], which incorporates the iCount hard-

ware. Figure 7.7 shows a Hydrowatch mote. It uses the Texas Instruments 16-bit MSP430F1611

microcontroller running at 1 MHz, with 48 KB of internal flash memory and 10 KB of RAM, an

802.15.4-compliant CC2420 radio, and an Atmel 16-Mbit AT45DB161D NOR flash memory. The

platform also includes three LEDs.
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Figure 7.7: A custom hardware platform that integrates the iCount energy meter [44]. This meter

allows the OS to sample the system’s aggregate energy usage in 24 instruction cycles.

7.4.3 Energy Sinks and Power States

The Hydrowatch platform’s energy sinks, and their nominal current draws, are shown in Ta-

ble 7.1. The microcontroller includes several different functional units. The microcontroller’s eight

energy sinks have sixteen power states but since many of the energy sinks can operate indepen-

dently, the microcontroller can exhibit hundreds of distinct draw profiles. The five energy sinks in

the radio have fourteen power states. Some of these states are mutually exclusive. For example, the

radio cannot use both receive and transmit at the same time. Similarly, the flash memory can operate

in several distinct power states. Collectively, the energy sinks represented by the microcontroller,

radio, flash memory, and LEDs can operate independently, so, in principle, the system may exhibit

hundreds or thousands of distinct power profiles.
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Energy Sink Power State Current
Microcontroller

CPU ACTIVE 500 µA
LPM0 75 µA
LPM1† 75 µA
LPM2 17 µA
LPM3 2.6 µA
LPM4 0.2 µA

Voltage Reference ON 500 µA
ADC CONVERTING 800 µA
DAC CONVERTING-2 50 µA

CONVERTING-5 200 µA
CONVERTING-7 700 µA

Internal Flash PROGRAM 3 mA
ERASE 3 mA

Temperature Sensor SAMPLE 60 µA
Analog Comparator COMPARE 45 µA
Supply Supervisor ON 15 µA

Radio
Regulator OFF 1 µA

ON 22 µA
POWER DOWN 20 µA

Batter Monitor ENABLED 30 µA
Control Path IDLE 426 µA
Rx Data Path RX (LISTEN) 19.7 mA
Tx Data Path TX (+0 dBm) 17.4 mA

TX (-1 dBm) 16.5 mA
TX (-3 dBm) 15.2 mA
TX (-5 dBm) 13.9 mA
TX (-7 dBm) 12.5 mA
TX (-10 dBm) 11.2 mA
TX (-15 dBm) 9.9 mA
TX (-25 dBm) 8.5 mA

Flash POWER DOWN 9 µA
STANDBY 25 µA
READ 7 mA
WRITE 12 mA
ERASE 12 mA

LED0 (Red) ON 4.3 mA
LED1 (Green) ON 3.7 mA
LED2 (Blue) ON 1.7 mA

Table 7.1: The platform energy sinks, their power states, and the nominal current draws in those

states at a supply voltage of 3 V and clock speed of 1 MHz, compiled from the datasheets. †Assumed.

7.4.4 Exposing and Tracking Power States

Tracking power states involves a collaborative effort between device drivers and the OS: we

modify the device driver that abstracts a hardware resource to expose the device power states through

a simple interface, while the OS tracks and logs the power states across the system.

Quanto defines the PowerState interface, shown in Figure 7.8, and provides a generic com-
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interface PowerState {
// Sets the powerstate to value.
async command void set(powerstate_t value);

// Sets the bits represented by mask to value.
async command void setBits(powerstate_t mask,
uint8_t offset, powerstate_t value);

}

Figure 7.8: Device drivers must be modified to expose device power states using the PowerState

interface.

ponent that implements it. A device driver merely declares that it uses this interface and signals

hardware power state changes through its simple calls. This approach eliminates state tracking in

many device drivers and simplifies the instrumentation of more complex device drivers. Multiple

calls to the PowerState interface signaling the same state are idempotent: such calls do not result

in multiple notifications to the OS.

Figure 7.9 illustrates the changes to the LED device driver to expose power states. This requires

intercepting calls to turn the LED on and off and notifying the OS of these events. For a simple

device like the LED which only has two states and whose power states are under complete control

of the processor, exposing the power state is a simple and relatively low-overhead matter.

More involved changes to the device driver are needed if a device’s power state can change

outside of direct CPU control. Flash memory accesses, for example, go through a handshaking

process during which the power states and transitions are visible to the processor but not directly

controlled by it. Prior to a write request, a flash chip may be in an idle or sleep state. When the

processor asserts the flash chip enable line, the flash transitions to a ready state and asserts the ready

line. Upon detecting this condition, the processor can issue a write command over a serial bus,

framed by a write line assertion. The flash may then signal that it is busy writing the requested data
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async command void Leds.led0On() {
call Led0PowerState.set(1);
// Setting pin to low turns Led on
call Led0.clr();

}

async command void Leds.led0Off() {
call Led0PowerState.set(0);
// Setting pin to high turns Led off
call Led0.set();

}

Figure 7.9: Implementing power state tracking is simple for many devices, like LEDs, and requires

signaling power state changes using the PowerState interface.

interface PowerStateTrack {
// Called if an energy sink power state changes
async event void changed(powerstate_t value);

}

Figure 7.10: The PowerStateTrack interface is used by the OS and applications to receive

power state change events in real-time.

by asserting the busy signal. When finished with the write, the flash asserts the ready signal. In this

example, the device driver should monitor hardware handshake lines or use timeouts to shadow and

expose the hardware power state.

The glue between the device drivers and OS is a component that exposes the PowerState

interface to device drivers and provides the PowerStateTrack interface, shown in Figure 7.10,

to the OS and application. This component tracks the power states change events and only notifies

the OS and registered application listeners when an actual state change occurs. Each time a power

state changes, Quanto logs the current value of the energy meter, the time, and the vector of power

states.
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∆E† ∆t (µs) α1 α2 α3 α4

. . . . . . . . . . . . . . . . . .
45 8300 1 1 1 1
36 12207 1 0 1 0

964 1937469 0 0 0 0
4709 1943634 0 1 0 0
5709 1940917 0 0 1 1

30 9246 1 1 0 0
49 11810 1 0 1 1

7895 1944091 0 1 1 0
. . . . . . . . . . . . . . . . . .

Table 7.2: A small snippet of the power state log shows the energy consumed (∆E) over an interval

(∆t) and the power states of all devices during that interval. †The unit of energy is a cycle of the

switching regulator which must be determined initially through calibration.

7.4.5 Estimating Energy Breakdown

The purpose of estimating the energy breakdown is to attribute to each energy sink its share

of the energy consumption. Quanto uses weighted multivariate least squares to estimate the power

draw of each energy sink. The input to this offline regression process is a log like the one shown in

Table 7.2. This log records, for each interval during which the power states are same, the aggregate

energy consumed during that interval (∆E), the length of the interval (∆t), and the power states of

all devices during the interval (α1, . . . ,αn).

We estimate the power draw of the i-th energy sink as follows. First we group all intervals from

the log that have the same power state j (a particular setting of α1, . . . ,αn), adding the time tj and

energy Ej spent at that power state. For each power state j, possibly ranging from 1 to 2n, we

determine the average aggregate power yj :

yj = Ej/tj ,
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and collect them in a column vector Y over all j:

Y =
[
y1 . . . yj . . . ym

]T

.

Due to quantization effects in both our time and energy measurements, the confidence in yj

increases with both Ej and tj . Correspondingly, we use a weight, wj =
√

Ejtj for each estimate

in the regression, and group them in a diagonal weight matrix W. We use the square root because,

for a constant power level, Ej and tj are linearly dependent.

We first collect the observed power states αj,i in a matrix X:

X =





α1,1 . . . α1,n

...
. . .

...

αm,1 . . . αm,n





Then, the unknown power draws are estimated:

Π = (XTWX)−1XTWY,

and finally, the residual errors are given by:

ε = Y −XΠ .

This chapter described the two main key parts of Quanto, activity and energy tracking. To

evaluate the functionality and performance of Quanto, we implemented the framework in TinyOS.

Implementing our approach required small changes to six OS abstractions – timers, TinyOS tasks,

arbiters, network stack, interrupt handlers, and device drivers. We changed 22 files and 171 lines of

code for core OS primitives, and 16 files and 148 lines of code for representative device drivers, to

support activity tracing and exposing of power states. The next chapter presents some results of the
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applications of Quanto to real applications in TinyOS, as well as some evaluations of its costs and

overhead. In light of the evaluation, we then discuss tradeoffs in Quanto’s design, its limitations,

related and future work.



162

Chapter 8

Evaluating Quanto

In this chapter we evaluate our concrete implementation of Quanto, as described in the previ-

ous chapter, in TinyOS. We first look at two simple applications, Blink and Bounce, that illustrate

how Quanto combines activity tracking, power-state tracking, and energy metering into a complete

energy map of the application. In Section 8.1 we use the first, Blink, to calibrate Quanto against

ground truth provided by an oscilloscope, and in Section 8.2.1 we use it as an example of a multi-

activity, single-node application. In Section 8.2.2, we use the second, Bounce, as an example with

activities that span different nodes. Section 8.3 looks at three case studies in which Quanto exposes

real-world effects and costs of application design decisions, and lastly we quantify, in Sections 8.4,

some of the costs involved in using Quanto itself. In these experiments processed Quanto data with

a set of tools we wrote to parse and visualize the logs. We used GNU Octave to perform the re-

gressions. We conclude the chapter with a discussion, in Section 8.5, on the tradeoffs in Quanto’s

design, some of its limitations, related work, and further research that Quanto enables.
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Figure 8.1: Current over time for two states of Blink recorded with the oscilloscope, showing the

mean current and the iCount pulses that Quanto accumulates.

8.1 Calibration

We set up a simple experiment to calibrate Quanto against the ground truth provided by a digital

oscilloscope. The goal is to establish that Quanto can indeed measure the aggregate energy used by

the mote, and that the regression does separate this energy use by hardware components.

We use Blink, the hello world application in TinyOS. Blink is very simple; it starts three inde-

pendent timers with intervals of 1, 2, and 4s. When these timers fire, the red, green, and blue LEDs

are toggled, such that in 8 seconds Blink goes through 8 steady states, with all combinations of the

three LEDs on and off. The CPU is in its sleep state during these steady states, and only goes active

to perform the transitions.

Using the Hydrowatch board (cf. Section 7.4.2), we connected a Tektronix MSO4104 oscillo-

scope to measure the voltage across a 10Ω resistor inserted between iCount circuit and the mote

power input. We measured the voltage provided by the regulator for the mote to be 3.0V.
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X Y
L0 L1 L2 C I(mA)
0 0 0 1 0.74
1 0 0 1 3.32
0 1 0 1 3.05
1 1 0 1 5.53
0 0 1 1 1.62
1 0 1 1 4.15
0 1 1 1 3.88
1 1 1 1 6.30

(a)

Π
I(mA)

LED0 2.50
LED1 2.23
LED2 0.83
Const. 0.79

(b)

XΠ
I(mA)

0.79
3.29
3.02
5.53
1.62
4.12
3.85
6.36

(c)

Table 8.1: Oscilloscope measurements of the current for the steady states of Blink (a), and the

results of the regression with the current draw per hardware component (b). (c) shows the currents

that the model predicts for each state. The relative error, given by (‖Y −XΠ‖/‖Y‖), is 0.83%.

We confirmed the result from [44] that the switching frequency of iCount varies linearly with

the current. Figure 8.1 shows the current for two sample states of Blink. This curve has a wealth

of information: from it we can derive both the switching frequency of the regulator, which is what

Quanto measures directly, and the actual average current, Iavg. We verified over the 8 power states

that Iavg, in mA, and the switching frequency fiC , in kHz, have a linear dependency given by

Iavg = 2.77fiC − 0.05, with an R2 value of 0.99995. We can infer from this that each iCount pulse

corresponds, in this hardware, at 3 V, to 8.33 uJ. We also verified that Iavg was stable during each

interval.

Lastly we tested the regression methodology from Section 7.4.5, using the average current mea-

sured by the oscilloscope in each state of Blink and the external state of the LEDs as the inputs.

We also added a constant term to account for any residual current not captured by the LED state.

Table 8.1 shows the results, and the small relative error indicates that for this case the linearity as-

sumptions hold reasonably well, and that the regression is able to produce a good breakdown of the
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power draws per hardware device.

8.2 Two Illustrative Examples

8.2.1 Blink

We instrumented Blink with Quanto to verify the results from the calibration and to demonstrate

a simple case of tracking multiple activities on a single node. We divided the application into 3

main activities: Red, Green, and Blue, which perform the operations related to toggling each LED.

Each LED, when on, gets labeled with the respective activity by the CPU, such that its energy

consumption can be charged to the correct activity. We also created an activity to represent the

managing of the timers by the CPU (VTimer). We recorded the power states of each LED (simply

on and off), and consider the CPU to only have two states as well: active, and idle.

Figures 8.2(a) and (b) show details of a 48-second run of Blink. In these plots, the X axis

represents time, and each color represents one activity. The lower part of (a) shows how each

hardware component divided its time among the activities. The topmost portion of the graph shows

the aggregate power draw measured by iCount. There are eight distinct stable draws, corresponding

to the eight states of the LEDs.

Part (b) zooms in on a particular state transition spanning 4 ms, around 8 s into the trace, when

all three LEDs simultaneously go from their on to off state, and cease spending energy on behalf

of their respective activities. At this time scale it is interesting to observe the CPU activities. For

clarity, we did not aggregate the proxy activities from the interrupts into the activities they are

bound to. At 8.000 s the timer interrupt fires, and the CPU gets labeled with the int TIMERB0

and VTimer activities. VTimer, after examining the scheduled timers, yields to the Red, Green, and
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Figure 8.2: Activity and power profiles for a 48-second run of Blink.
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Hardware Components - Time(s)
Activities LED0 LED1 LED2 CPU
1:Red 24.01 0 0 0.0176
1:Green 0 24.00 0 0.0091
1:Blue 0 0 24.00 0.0045
1:Vtimer 0 0 0 0.0450
1:int Timer 0 0 0 0.0092
1:Idle 23.99 24.00 24.00 47.9169
Total 48.00 48.00 48.00 48.0024

(a) Time break down.

Hardware Components - Π
LED0 LED1 LED2 CPU Const.

Iavg(mA) 2.51 2.24 0.83 1.43 0.83
Pavg(mW) 7.53 6.71 2.49 4.29 2.48

(b) Result of the regression.

P
EHW (mJ)

LED0 180.71
LED1 161.06
LED2 59.84
CPU 0.37
Const. 119.26
Total 521.23

(c) Total Energy per Hard-

ware Component.

Activities
P

Eact(mJ)
1:Red 180.78
1:Green 161.10
1:Blue 59.86
1:Vtimer 0.19
1:int Timer 0.04
1:Idle 0.00
Const. 119.26
Total 521.23

(d) Total Energy per Activity.

Table 8.2: Where the joules have gone in Blink. The tables show how activities spend time on

hardware components (a), the regression results (b), and a breakdown of the energy usage by activity

(c) and hardware component (d).

Blue activities in succession. Each activity turns off its respective LED, clears its activities, and sets

its power state to off. VTimer performs some bookkeeping and then the CPU sleeps.

Table 8.2(a) shows, for the same run, the total time when each hardware component spent energy

on behalf of each activity. The CPU is active for only 0.178% of the time. Also, although the LEDs
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stay on for the same amount of time, they change state a different number of times, and the CPU

time dedicated to each corresponding activity reflects that overhead.

We ran the regression as described in Section 7.4.5 to identify the power draw of each hardware

component. Table 8.2(b) shows the result in current and power. This information, combined with

the time breakdown, allows us to compute the energy breakdown by hardware component (c), and

by activity (d). The correlation between the corresponding components of Table 8.2(b) and the

current breakdown in Table 8.1 is 0.99988. Note that we don’t have the CPU component in the

oscilloscope measurements because it was hard to identify in the oscilloscope trace exactly when

the CPU was active, something that is easy with Quanto.

From the power draw of the individual hardware components we can reconstruct the power

draw of each power state and verify the quality of the regression. The relative error between the

total energy measured by Quanto and the energy derived from the reconstructed power state traces

was 0.004% for this run of Blink.

Figure 8.2(c) shows a stacked breakdown of the measured energy envelope, reconstructed from

the power state time series and the results of the regression. The shades in this graph represent the

different hardware components, and at each interval the stack shows which components are active,

and in what proportion they contribute to the overall energy consumption. The graph also shows

an overlaid power curve measured with the oscilloscope for the same run. The graph shows a very

good match between the two sources, both in the time and energy dimensions. We can notice small

time delays between the two curves, on the order of 100 µs, due to the time Quanto takes to record

a measurement.
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8.2.2 Bounce

The second example we look at illustrates how Quanto keeps track of activities across nodes.

Bounce is a simple application in which two nodes keep exchanging two packets, each one origi-

nating from one of the nodes. In this example we had nodes with ids 1 and 4 participate. All of

the work done by node 1 to receive, process, and send node 4’s original packet is attributed to the

’4:BounceApp’ activity. Although this is a trivial example, the same idea applies to other scenarios,

like protocol beacon messages and multihop routing of packets.

Figure 8.3 shows a 2-second trace from node 1 of a run of Bounce. The log at the other node

is symmetrical. On part (a) we see the entire window, and the activities by the CPU, the radio, and

two LEDs that are on when the node has “possession” of each packet. In this figure, node 1 receives

a packet which carries the 4:BounceApp activity, and turns LED1 on because of that. The energy

spent by this LED will be attributed to node 4’s original activity. The node then receives another

packet, which carries its own 1:BounceApp activity. LED2’s energy spending will be assigned to

node 1’s activity, as well as the subsequent transmission of this same packet.

Figures 8.3(b) and (c) show in detail a packet reception and transmission, and how activity

tracking takes place in these two operations. Again, we keep the interrupt proxy activities separated,

although when accounting for resource consumption we should assign the consumption of a proxy

activity to the activity to which it binds. The receive operation starts with a timer interrupt for the

start of frame delimiter, followed by a long transfer from the radio FIFO buffer to the processor, via

the SPI bus. This transfer uses an interrupt for every 2 bytes. When finished, the packet is decoded

by the radio stack, and the activity in the packet can be read and assigned to the CPU. The CPU

then “paints” the LED with this activity and schedules a timer to send the packet.
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the activity started at node 4.

Figure 8.3: Activity tracking for Bounce. Each packet carries the activity current at the time it was

generated, and the receiving node executes some operations as part of that remote activity.
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Transmission in Bounce is triggered by a timer interrupt that was scheduled upon receive. The

timer carries and restores the activity, and “paints” the radio. There are two main phases for trans-

mission. First, the data is transferred to the radio via the SPI bus, and then, after a backoff interval,

the actual transmission happens. When the transmission is done, the CPU then turns the LED off

and sets its activity to idle.

8.3 Case Studies

Quanto allows a developer to precisely understand and quantify the effects of design decisions,

and we discuss three case studies from the TinyOS codebase.

The first one is an investigation of the effect of interference from an 802.11 b/g network on

the operation of low-power listening [132]. Low-power listening (LPL) is a family of duty-cycle

regimes for the radio in which the receiver stays mostly off, and periodically wakes up to detect

whether there is activity on the channel. If there is, it stays on to receive packets, otherwise it goes

back to sleep. In the simplest version, a sender must transmit a packet for an interval as long as

the receiver’s sleep interval. A higher level of energy in the channel, due to interference from other

sources, can cause the receiver to falsely detect activity, and stay on unnecessarily. Since 802.11

b/g and 802.15.4 radios share the 2.4 GHz band, and the former generally has much higher power

than the latter, this scenario can be quite common. We used Quanto to measure the impact of such

interference. We set an 802.11 b access point to operate on channel 6, with central frequency of

2.437 GHz, and programmed a TinyOS node to listen on LPL mode, first on the 802.15.4 channel

17 (central frequency 2.453 GHz), and then on channel 26 (central frequency 2.480 GHz). We set

the TinyOS node to sample the channel every 500 ms, and placed it 10 cm away from the access
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Figure 8.4: 802.11 b/g interference on the mote 802.15.4 radio. In the top curve the mote was set to

the 802.15.4 channel 17, and in the bottom curve, to channel 26. These are, respectively, the closest

to and furthest from the 802.11 b channel 6 used in the experiment.

point. We collected data for 5 14-second periods at each of the two channels.

We verified a significant impact of the interference: when on channel 17, the node falsely de-

tected activity on the channel 17.8% of the time, had a radio duty cycle of 5.58±0.005%, and an

average power draw of 1.43±0.08 mW. The nodes on channel 26, on the other hand, detected no

false positives, had a duty cycle of 2.22±0.0027%, and an average power draw of 0.919±0.006 mW.

Figure 8.4 shows one measurement at each channel. The steps on the channel 17 curve are

false positives, and have a marked effect on the cumulative energy consumption. Using Quanto, we

estimated the current for the radio listen mode to be 18.46 mA, with a power draw of 61.8 mW (this

particular mote was operating with a 3.35V switching regulator). Figure 8.5 shows two sampling

events on channel 17. For both the radio and the CPU, the graph shows the power draw when active,

and the respective activities. We can see the VTimer activity, which schedules the wake-ups, and

the proxy receive activity, which doesn’t get bound to any subsequent higher level activity. This is
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Figure 8.6: An unexpected result from instrumenting a simple application with Quanto: we noticed

that a particular timer interrupt was firing 16 times per second for oscillator calibration, even when

such calibration was unnecessary.
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Figure 8.7: Timing behavior of a packet transmission using interrupt-driven and DMA-based com-

munication between the CPU and the radio chip. Quanto allows the developer to understand the

precise timing behavior of both options.

a simple example, but Quanto would be able to distinguish these activities even if the node were

performing other tasks.

Our second example concerns an effect we noticed when we instrumented a simple timer-based

application on a single node. A particular timer interrupt, TimerA1, was firing repeatedly at 16Hz,

as can be seen in Figure 8.6. This timer is used for calibrating a digital oscillator, which is not

needed unless the node requires asynchronous serial communication. However, it was set to be

always on, a behavior that surprised many of the TinyOS developers. The lack of visibility into the

system made this behavior go unnoticed.

Our last example studies the effect of a particular setting of the radio stack: whether the CPU

communicates with the radio chip using interrupts or a DMA channel. Figure 8.7 shows the timings

captured by Quanto for a packet transmission, using both settings.

From the figure it is apparent that the DMA transfer is at least twice as fast as the interrupt-
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driven transfer. This has implications on how fast one can send packets, but more importantly,

can influence the behavior of the MAC protocol. If two nodes A and B receive the same packet

from a third node, and need to respond to it immediately, and if A uses DMA while B uses the

interrupt-driven communication, A will gain access to the medium more often than B, subverting

MAC fairness.

8.4 Costs

We now look at some of the costs associated with our prototype implementation of Quanto.

These are summarized in Table 8.3.

8.4.1 Cost of logging.

The design of Quanto decouples generating event information, like activity and power state

changes, from tracking the events. We currently record a log of the events for offline processing.

The cost of logging is divided in two parts, one synchronous and one asynchronous. Recording

the time and energy for each event has to be done synchronously, as close to the event as possible.

Dealing with the recorded information can be done asynchronously.

It is very important to minimize the cost of synchronously recording each sample, as this both

limits the rate at which we can capture successive events, and delays operations which must be

processed quickly. Our current implementation records a 12-byte log entry for each event, described

in Figure 8.8. We measured the cost of logging to RAM to be 101.7 µs, using the same technique as

in [44]. At 1MHz, this translates to 102 cycles. This time includes 24 µs to read the iCount value,

and 19 µs to read a timer value.
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typedef struct entry_t {
uint8_t type; // type of the entry
uint8_t res_id; // hardware resource for entry
uint32_t time; // local time of the node
uint32_t ic; // icount: cumulative energy
union {
uint16_t act; //for ctx changes
uint16_t powerstate; //for powerstate changes

};
} entry_t;

Figure 8.8: The structure for the activity and powerstate log entry.

Buffer Size 800 samples
Sample Size 12 bytes
Cost of Logging 102 cycles @ 1MHz

Call Overhead 41 cycles
Read Timer 19 cycles
Read iCount 24 cycles
Others 18 cycles

Table 8.3: Costs associated with logging to RAM.

Because Quanto uses the CPU to keep track of state and to log changes to state, using it incurs

a cost by delaying operations on the CPU, and spending more energy. For the run of Blink in

Section 8.2, we logged 597 messages over 48 seconds. The total time spent on the logging itself

was 60.71 ms, corresponding to 71.05% of the active CPU time, but only 0.12% of the total CPU

time. The total energy spent with logging, assuming that logging is using the CPU and the Constant

terms in the regression results, was 0.41 mJ, or 0.08% of the total energy spent. Although the 71%

number is high, the majority of applications in these sensor network platforms strive to reduce the

CPU duty cycle to save energy, and we expect the same trend of long idle periods to amortize the

cost of logging.

The above numbers only concern the synchronous part. We still have to get the data out of the

node for the current approach of offline analysis. We have two implementations for this. The first
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records messages to a fixed buffer in RAM that holds 800 log entries, periodically stops the logging,

and dumps the information to the serial port or to the radio. The advantage of this is that the cost of

logging, during the period being monitored, is only the cost of the synchronous part.

The second approach allows continuous logging. The processor still collects entries to the mem-

ory buffer, and schedules a low priority task to empty the log. This happens only when the CPU

would otherwise be idle. Messages are written directly to an output port of the microprocessor,

which drives an external synchronous serial interface. Like the Unix top application, Quanto can

account for its own logging in this mode as its own activity. For the applications we instrumented,

it used between 4 and 15% of the CPU time.

The rate of generated data from Quanto largely depends on the nature of the workload of the

application. For the classes of applications that are common in embedded sensor networks, of low

data-rate and duty cycle, we believe the overheads are acceptable.

8.4.2 Instrumentation costs

Finally, we look at the burden to instrument a system like TinyOS to allow tracking and propa-

gation of activities and power states. Table 8.4 lists the main abstractions we had to instrument in

TinyOS to achieve propagation of activity labels in our platform, and shows that the changes are

highly localized and relatively small in number of lines of code.

The complexity of the instrumentation task varies, and some device drivers with shadowed state

that represents volatile state in peripherals can be more challenging to instrument. The CC2420

radio is a good example, as it has several internal power states and does some processing without

the CPU intervention. Other devices, like the LEDs and simple sensors, are quite easier. We found

that once the system is instrumented, the burden to the application programmer is small, since all
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Files Diff LOC
Modified Code
Tasks 2 25 Concurrency
Timers 2 16 Deferral
Arbiter 5 34 Locks
Interrupts 11 88
Active Msg. 2 8 Link Layer
LEDs 2 33 Device Driver
CC2420 Radio 11 105 Device Driver
SHT11 3 10 Sensor
New code 28 1275 Infrastructure

Table 8.4: The cost of instrumenting most core primitives for activity and power tracking in TinyOS,

as well as some representative device drivers, is low in terms of lines of code. New code represents

the infrastructure code for keeping track of and logging activities and power states.

that needs to be done is marking the beginning of relevant activities, which will be tracked and

logged automatically.

8.5 Discussion

We now discuss some of the the design tradeoffs and limitations of the approach, and point to

some research directions enabled by this work.

8.5.1 Design Tradeoffs

Our design decisions in Quanto reflect some tradeoffs, motivated by the resource constraints of

the platform and by the set of questions that the framework tries to address.

Activity model. The activity model in Quanto is simpler than the general concurrent event

model from X-Trace, described in Chapter 3. In Quanto we do not distinguish individual events

that compose an activity, but group the resource consumption of all events that comprise an activity.
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This can still directly answer questions about the aggregate resource consumption of an activity, and

allows for much less overhead in the instrumentation.

Another important design decision in Quanto is that activities are not hierarchical, as opposed,

for example, to the model used for profiling in tools like gprof [72]. While giving more flexibility,

representing hierarchies would mean that the system would propagate stacks of activity labels in-

stead of single labels, a significant increase in overhead and complexity. If a module C does work

on behalf of two activities, A and B, the instrumenter has two options: to give C its own activity, or

to have C’s operations assume the activity of the caller.

Logging vs. counting. Quanto currently logs every power state and activity context change

which can result in large volume of trace data. The data are useful for reconstructing a fine-grained

timeline and tracing causal connections, but this level of detail may be unnecessary in many cases.

The design, however, clearly separates the event generation from the event consumption. An alter-

native would be to maintain a set counters on the nodes, accumulating time and energy spent per

activity. In our initial exploration we decided to examine the full dataset offline, and leave as future

work to explore performing the regression and accounting of resources online, which would make

the memory overhead fixed and practically eliminate the logging overhead.

Platform hardware support. All the data in this chapter were collected using the HydroWatch

platform, but our experiences suggested that a more tailored design would be useful. In particular,

we had the options of storing the logs in RAM, which has little impact but limited space, or logging

to a processor port, which has a slightly higher cost and can be intrusive at very high loads. It is

possible to explore different logging options with hardware support, like using hardware FIFO chips

to offload logging from the processor.
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8.5.2 Limitations

While Quanto provides enhanced visibility into distributed energy usage, it has several limita-

tions. These arise from the assumptions that we make about its operating environment, which we

briefly sketch below.

Constant per-state power draws. The regression techniques used to estimate per-component

energy usage assume the power draw of a hardware component is approximately constant in each

power state. Fortunately, we verified that this assumption largely holds for the platform we instru-

mented, by looking at different length sampling intervals for each state. The regression may not

work well when this assumption fails, but we leave quantifying this for future work.

Linear independence. The regression techniques also assume that tracking power states over

time produces a set of linearly independent equations. If this is not the case, for example if unrelated

actions always occur together, then regression is unlikely to disambiguate their energy usage. As a

work around, custom routines can be written to exercise different power states independently.

Modifications to systems. Quanto requires the OS, including device drivers, and applications,

to be modified to perform tracking. The modifications to the system, however, can be shared among

all applications, and the modifications to applications are, in most cases, simple. Device drivers

have to be modified so that they expose the power states of the underlying hardware components. If

hardware power states are not observable, estimation errors may occur.

Energy usage visibility. Our approach may not generalize to systems with sophisticated power

supply filtering (e.g. power factor correction or large capacitors) because these elements introduce

a potentially non-linear phase delay between real and observed energy usage over short time scales,

making it difficult to correlate short-lived activities with their energy usage.
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Hardware energy metering. Our proposed approach requires hardware support for energy

metering, which may not be available on some platforms. Fortunately, the energy meter design

we use may be feasible on many systems that use pulse-frequency modulated switching regulators.

However, even if hardware-based energy metering is not available, a software-based approach using

hardware power models may still provide adequate visibility for some applications.

8.5.3 Enabled Research

Finding energy leaks. A situation familiar to many developers is discovering that an application

draws too much power but not knowing why. Using Quanto, developers can visualize energy usage

over time by hardware component, allowing one to work backward to find the offending code that

caused the energy leak.

Tracking butterfly effects. In many distributed applications, an action at one node can have

network-wide effects. For example, advertising a new version of a code image or initiating a flood

will cause significant network-wide action and energy usage. Even minor local actions, like a

routing update, can ripple through the entire network. Quanto can trace the causal chain from

small, local cause to large, network-wide effect.

Real time tracking. An extension of the framework can include performing the regression

online, and replacing the logging with accumulators for time and energy usage per activity. This

approach would have significantly reduced bandwidth and storage requirements, and could be used

as an always on, network-wide energy profiler analogous to top.

Energy-Aware Scheduling. Since Quanto already tracks energy usage by activity, an extension

to the operating system scheduler would enable energy-aware policies like equal-energy scheduling

for threads, rather than equal-time scheduling.
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Continuous Profiling. Quanto log entries are lightweight enough that continuous profiling is

possible with even a modest speed logging back-channel [10].

8.6 Related Work

Our techniques borrow heavily from the literature on energy-aware operating system, power

simulation tools, power/energy metering, power profiling, resource containers, and distributed trac-

ing. In this Chapter 2 we explored the design space for distributed visibility tools, and in this section

we focus more specifically on work related to Quanto in the area of power profiling in systems.

ECOSystem [180] proposes the Currentcy model which treats energy as a first class resource

that cuts across all existing system resources, such as CPU, disk, memory, and the network in a

unified manner. Quanto leverages many of the ideas developed in ECOSystem, like tracking power

states to allocate energy usage or employing resource containers as the principal to which resource

usage is charged. But there are important differences as well. ECOSystem uses offline profiling

to relate power state and power draw, and uses a model for runtime operation. In contrast, Quanto

tracks the actual energy used at runtime, which is useful when environmental factors can affect

energy availability and usage. While ECOSystem tracks energy usage on a single node, Quanto

transparently tracks energy usage across the network, which allows network-wide effects to be

measured. Finally, the focus of the two efforts is different although similar techniques are used in

both system.

Eon is a programming language and runtime system that allows paths or flows through the

program to be annotated with different energy states [149]. Eon’s runtime then chooses flows to

execute, and their rates of execution, to maximize the quality of service under available energy
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constraints. Eon, like Quanto, uses real-time energy metering but attributes energy usage to flows,

which are similar to the activities that Quanto uses.

Several power simulation tools exist that use empirically-generated models of hardware be-

havior. PowerTOSSIM [147] uses same-code simulation of TinyOS applications with power state

tracking, combined with a power model of the different peripheral states, to create a log of energy

usage. PowerTOSSIM provides visibility into the power draw based on its model of the hardware,

but it does not capture the variability common in real hardware or operating environments, or sim-

ulate a device’s interactions with the real world. Quanto also addresses a different problem than

PowerTOSSIM: tracing the energy usage of logical activities rather than the time spent in software

modules.

The challenge in taking measurements in low-power, embedded systems that exhibit bursty

operation is that until recently, the performance of available metering options was simply too poor,

and the power cost was simply too high, to use in actual deployments. Traditional instrument-based

power measurements are useful for design-time laboratory testing but impractical for everyday run-

time use due to the cost of instruments, their physical size, and their poor system integration [55,

50, 174]. Dedicated power metering hardware can enable run-time energy metering but they too

come with the expense of increased hardware costs and power draws [30, 87]. Using hardware

performance counters as a proxy power meter is possible on high-performance microprocessors like

the Intel Pentium Pro [89] and embedded microprocessors like the Intel PXA255 [35]. Quanto

addresses these challenges with a new design based on a switching regulator [44].

Of course, if a system employs only one switching regulator, then the energy usage can be

measured only in the aggregate, rather than by hardware component. This aggregated view of energy
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usage can present some tracking challenges as well. One way to track the distinct power draws of

the hardware components is to instrument their individual power supply lines [168, 153]. These

approaches, however, are best suited to bench-scale investigations since they require extensive per-

system calibration and the latter requires considerable additional hardware which would dominate

the system power budget in our applications.

The Rialto operating system [88] introduced activities as the abstraction to which resources

are allocated and charged. Resource Containers [18] use a similar notion, and acknowledge that

there is a mismatch between traditional OS resource principals, namely threads and processes, and

independent activities, especially in high performance network servers. Quanto borrows the concept

of activities and extends them across all hardware components and across the nodes in a network.

Quanto borrows from earlier approaches on profiling and tracing distributed systems, described

in Chapter 2, and applies them to the problem of tracking network-wide energy usage in embedded

systems, where resource constraints and a energy consumption by hardware devices raise a number

of different design tradeoffs.

8.7 Summary

The techniques developed and evaluated in this and the previous chapters – breaking down the

aggregate energy usage of a system by hardware component, causally tracking the energy usage

of programmer-defined activities, and tracking the network-wide energy usage due to node-local

actions – collectively provide visibility into when, where, and why energy is consumed both within

a single node and across the network. While we showed some example scenarios in which Quanto

can help identify anomalies and understand energy consumption across the platform, we believe this



185

unprecedented visibility into energy usage will enable empirical evaluation of the energy-efficiency

claims in the literature, provide ground truth for lightweight approximation techniques like counters,

and enable energy-aware operating systems research.
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Chapter 9

Conclusion

We are building distributed systems of unprecedented scale and complexity, and are increasingly

dependent on them. This exacerbates the importance of tools and techniques that improve our ability

to understand how these systems work, and especially how they fail. The two frameworks that we

presented in this dissertation, X-Trace and Quanto, and the underlying principle of following the

execution of distributed systems in a general and lightweight way, are steps in this direction. In

this concluding chapter we present a summary of our contributions, the main limitations of our

techniques, and some future avenues of research that our work opens up.

9.1 Summary of Contributions

Both X-Trace and Quanto share the same underlying principle, of attaching metadata to the

paths that a given execution follows in a system. We demonstrate that it is feasible to retrofit this

traceability in a number of existing systems, and that the visibility we gain into the execution can

be useful for programmers, operators, and users.
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X-Trace provides a simple model for deterministically capturing the causal relation among arbi-

trary events in a distributed system. Because it places few assumptions on the traced system, other

than that it be able to propagate constant-sized metadata and log messages to a reporting system

outside of the datapath, it can be integrated into multiple components and layers of a system, even

in an incremental way and by different parties. X-Trace has a simple and uniform model for rep-

resenting the execution as a partial order graph, and provides a unified interface for instrumenting

components, in both thread- and event-based systems.

With X-Trace we demonstrated examples of fault isolation in the sample scenarios of Chapter 5,

and in the Coral Content Distribution Network, in Chapter 6. In the same chapter, we demonstrated

the use of X-Trace to disambiguate the causes of performance problems with similar symptoms, and

to identify a number of long-standing bugs both in Coral and in the Oasis Anyscast service.

Quanto, which we presented in Chapters 7 and 8, has three main contributions: first, the ability

to track the execution among nodes in a wireless embedded network of sensors to identify causally

related events as part of meaningful activities. Second, a lightweight energy tracking framework

that can be widely deployed and can separate the energy consumed by each “energy sink” in the

system from an aggregate measure of energy. Third, the combination of the activity and energy

tracking, which allows for a detailed, multidimensional breakdown of the energy in a way that is

meaningful to the programmer.

We have demonstrated the feasibility of Quanto on simple applications on TinyOS. We demon-

strated that Quanto can be calibrated to a high level of precision, that it can produce meaningful

breakdowns of energy usage by activity and peripheral, and that the tracking of activities works

across nodes. We also found interesting behaviors, in three case studies, that were surprising to the
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developers.

Lastly, we have released both X-Trace and Quanto’s source code on SourceForge,1 and hope

that other researchers and practitioners can use them to instrument their own systems.

9.2 Limitations

Of course, our techniques are not without their limitations. One important limitation is the

need to modify existing system components to retrofit the traceability we need for following the

execution.

In X-Trace, for example, adding metadata to some protocols, like UDP or Ethernet, is difficult.

Another example is that even though we demonstrated that this can be done for DNS, there is a

great amount of DNS code, including code that is part of the firmware of routers, switches, and load

balancers, for example, that is very hard or impossible to modify.

In some cases, we can still trace ‘around’ an unmodified component, treating it as a black box.

For example, if a web server is being traced and has to call an external database that has not been

instrumented, we can still record the sending of the request and link it with the receiving of the

response.

Another limitation of X-Trace reports, as proposed, is that the report format may be too heavy-

weight if the granularity of tracing is too fine. For example, if we add tracing to IP packets and

have a router report on annotated packets, the information generated may be larger than the packet

itself if we use the text-based report format. In cases like these specialized reports would have to be

generated in a compact binary form, and later converted to a compatible format for the interesting
1X-Trace’s implementation for Java and C++ can be downloaded from http://sourceforge.net/

projects/xtraceprj, and Quanto can be downloaded from the TinyOS project in SourceForge, at http:
//sourceforge.net/projects/tinyos, in the tinyos-2.x-contrib/berkeley/quanto/ directory.
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cases.

In the case of Quanto, for some devices the power states may not be visible to the CPU, making

tracking the power states difficult. Also, although registering events in Quanto is fast, this time can

be on the same order of magnitude as some interrupt service routines. If an activity has sustained

interrupt activity for a long period of time, the probe-effect of Quanto can become significant.

Lastly, we chose to use a model of activities that is not hierarchical. The effect of this decision is

that we have to choose a priori how to treat delegated operations: either as their own activity or

as doing work on behalf of the calling activity. This also makes it difficult to deal with re-entrant

interrupts, which don’t happen in the platform we instrumented.

Our approach may not be necessary when aggregate or approximate answers may be sufficient.

Systems like Orion [32], which provide a set of dependencies of a given service, may be enough

to guide operators in finding problems with running services. Also, it may present too much of a

burden for some questions that can be answered by only looking at a single point in a system, or

only at a single layer, for example. The number of questions that cannot easily be answered by

these methods, however, is bound to grow as the complexity and scale of the distributed systems we

deploy continue to increase.

9.3 Future Work

In spite of these limitations, there are many situations in which both X-Trace and Quanto can

be very helpful. Both frameworks open some interesting possibilities of future work. We can view

them as research that enables further research, by providing instruments with which new questions,

about new systems, can be asked and answered.
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For both X-Trace and Quanto, there are similarities, as we mentioned in Chapter 2, between

tracking causality and label propagation in distributed information flow control systems such as

Flume [96], Asbestos [167], and D-Star [179]. We plan to explore these similarities and the pos-

sibility of integrating the two approaches. We now discuss some possibilities of future work more

specific to the two frameworks.

9.3.1 X-Trace

In the case of X-Trace, the task-graphs produced are richly annotated histories of specific exe-

cutions, that can seamlessly integrate events from different layers, components, machines. We have

only scratched the surface on how to process them, and to use X-Trace at scale in large systems

requires that we do this efficiently. There is the possibility of new processing algorithms to an-

swer specific queries on these graphs efficiently. We also need to be able to compare, cluster, and

summarize them efficiently.

The visualization of X-Trace data, especially of large and/or many traces is important. X-Trace

has the native ability to represent hierarchical structures, as redundant edges can naturally abstract

entire subgraphs. There is plenty of room for the development of interactive interfaces that allow

the efficient exploration of very large amounts of X-Trace information.

Another interesting problem is how to automatically detect graphs that represent normal exe-

cutions versus those that represent anomalies. Ideally this detection would be unsupervised, and

as close to the source of the events as possible. Pip’s expectation checking [139], and Pinpoint’s

root cause identification [31] are good starting points. If detected early enough, normal executions

would not need to be stored for long periods of time. Chun et al. [33] reported some initial progress

on D3, a system that can answer declarative queries on X-Trace task graphs in a distributed way.
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There are also many algorithms that have been developed for partial orders (e.g., see [171] for a

survey), and can be applied to X-Trace graphs once we have derived comparable timestamps for the

events in the graph (cf. Section 4.4.2).

Lastly, one important area of further research is on how to automate the instrumentation of

systems. Hybrid approaches like using the protocol processors of BorderPatrol [95] are a good

way to deal with yet uninstrumented components. Automatic code injection, either pre- or post-

compilation, can also allow more automated instrumentation of existing systems.

9.3.2 Quanto

Quanto also gives rise to many new questions and challenges. We are in the process of instru-

menting larger applications, at larger network scales, and we hope that Quanto will allow us to ask,

and answer, interesting new questions.

One challenge here is how to cope with the data generated by Quanto, given the resource limita-

tions of the nodes. For offline analysis, our current implementation requires 12-bytes per each event

registered by Quanto, including activity and power state changes. Our initial results of applying

very lightweight compression to these entries has reduced this to an average of three bytes per entry.

Another direction, however, is to do the analysis online on the nodes, and keep cumulative counts

of profile results. This requires performing the regression on the nodes, which can be challenging

given their limited computational power. Also, in large networks with many activities (recall that

activities are labeled with the originating node), a node may need to choose about which activities

to keep information, a problem similar to that of estimating the k most important flows in a network

switch [97]. Once this online profiling is in place, we can think about performing energy budget

management on the nodes at the level of activities, by changing scheduling policies and employing
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admission control, based on the resources that different activities have consumed. These policies

would be more intuitive to users, as activities represent meaningful groupings of operations across

different peripherals and nodes.

9.4 Concluding Remarks

The two frameworks we described in this dissertation provide visibility into a wide range of

distributed systems, and also open very interesting avenues for future work. When viewed as instru-

ments, we hope that there are many questions that they will help answer. The scale and complexity

of distributed systems is constantly increasing, and the relevance of tools such as these is bound to

grow as well. Better tools that improve our ability to understand how the systems we build work in

practice will allow us to build bigger and better systems. These will, in turn, pose new challenges

for their instrumentation and understanding, an exciting co-evolution process.

Ultimately, the success of the frameworks and techniques presented here will be measured by

their use and integration with systems. We hope to have provided a compelling case for new and

existing systems to incorporate traceability as a first class concept, and to have shown that the value

of the gained visibility will be even greater when this traceability is made to span multiple systems

as they get integrated.
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Last-Edited: 07-Apr-2008

Specification Version:

 2.1.1

Revision: svn 53

Note

This version of this specification document is 2.1.1, and it specifies the X-Trace metadata version
1. The X-Trace metadata version is the version number that is encoded in the metadata itself, and
is independent of the version (2.1.1) of this document.

Summary

This document describes the X-Trace metadata format version 1, and how it is encoded in both binary and textual
form. It also describes the mandatory fields, and the format of optional fields. Separate documents describe
individual options, including how they are represented, propagated, and how they relate to X-Trace reports.

1. Introduction

X-Trace [1] is a framework for tracing the execution of distributed systems. It provides a logging-like API for the
programmer, allowing the recording of events during the execution. X-Trace records the causal relations among
these events in a deterministic fashion, across threads, software layers, different machines, and potentially
different network layers and administrative domains. X-Trace groups events (which we also call operations) in
tasks, which are sets of causally related events with a definite start. Events in a task form a directed acyclic graph
(DAG). Each task is given a unique task identifier, and each event within a task is given an identifier which is
unique within the task.

X-Trace tracks the causal relation among events by propagating a constant-sized metadata along with the
execution, both in messages exchanged by the different components and within the components themselves. The
metadata contains the task identifier of the current task, and the last event recorded in the current execution
sequence. Each event is reported to a separate reporting infrastructure, and each report records the identifier of
the current event, as well as the identifier(s) of the event(s) that caused the current event. The reports contain
other information in the form of key/value pairs. The format of these reports is described in the accompanying
specification [2].

The X-Trace metadata has two mandatory components, and a set of optional ones, described in their own
specifications. The first mandatory component is a Task Identifier, or TaskId, which uniquely identifies a task (in
the context of a reporting infrastructure and during a finite window of time). The TaskId is the same across all
operations comprising a task, and serves the purpose of identifying all such operations as belonging to the task.
The second component is called the Operation Identifier, or OpID, and should be unique for each operation or
event within the task. The OpID identifies the operation that generated the metadata, and is used by the
subsequent operation(s) to record the causal relationship between the two operations by means of reporting.
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There are also optional fields, which may or may not be present, and enhance the functionality of the X-Trace
framework. At the time of this writing, there are three types of options defined, but more can be added in the
future. They are the Destination option, for specifying where to send reports if not to a default location; the
ChainId option, to explicitly indicate concurrent chains of events; and the Severity option, that indicates how
important it is to record events related to a particular task.

This document specifies in detail the layout and meaning of the X-Trace Metadata how it is represented in binary
and textual form, and how it is propagated in the same and between adjacent layers. It does not discuss reporting
in detail, nor how to implement the propagation. It is also beyond the scope of this document how different
protocols include X-Trace Metadata associated to their respective protocol data units.

2. X-Trace Metadata Binary Representation

The X-Trace Metadata (XTR-Md) is represented in a compact wire format by the following byte layout. This
layout is used when the XTR-Md is encoded in binary protocols, as is the case of the encodings of XTR-Md in IP
options and in TCP options. A hexadecimal textual representation of this binary layout is also used when
XTR-Md is encoded in text-based protocols, as is the case of HTTP and SIP, for example.

Flags: 1 byte

TaskId: 4, 8, 12, or 20 bytes

OpId: 4 or 8 bytes

Options Block (optional):

OptionsLen: 1 byte

Options: OptionsLen bytes

The only mandatory fields are flags, TaskId, and OpId. The other fields are optional.

2.1 Flags

There are 8 bits (1 byte) allocated for flags. The bits are presented here with 7 being the most significant bit and 0
the least significant bit.

7 6 5 4 3 2 1 0

Version OpIdLen Options IdLen

Bit Name Description

0-1 IdLen Encodes the length of the TaskId

2 Options Whether there are option fields present

3 OpIdLen If 0, OpIdLen = 4, if 1, OpIdLen = 8

4-7 Version Encodes the version of the X-Trace Metadata

Bits 0 and 1 encode the length of the TaskId as follows:

IdLen Mask Bytes for TaskId

1 0
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IdLen Mask Bytes for TaskId

1 0

0 0 0x00 4

0 1 0x01 8

1 0 0x02 12

1 1 0x03 20

Bits 4 through 7 encode the version of the metadata as an integer, with 4 being the least significant bit. The value
15 (bits 4 through 7 set to 1) is reserved for future expansion of the version number, if necessary. The current
version id represented by this spec is 1. It is backwards compatible with version 0. The difference between the
two is that version 0 has bit 3 of the flags set to 0, and only allows OpIds of length 4.

Version Mask Version

7 6 5 4

0 0 0 0 0x00 0

0 0 0 1 0x10 1

0 0 1 0 0x20 2

...

1 1 1 1 0xF0 reserved

2.2 TaskId

The TaskId identifies a Task, or a higher level operation that generally corresponds to a user-initiated task. It can
be composed of several operations or events that span different software components, nodes, and layers. As noted
above, it can be 4, 8, 12, or 20 bytes long, with the length being selected by the IdLen bits in the flags field. The
TaskId MUST be the same across all operations comprinsing a task, or else the operations will not be associated
with the same task.

The set of TaskIds comprised of all 0's is reserved to mean INVALID TaskIds. An X-Trace Metadata with an
INVALID TaskId is invalid, and MUST not be propagated or generate reports.

2.3 OpId

The OpId field identifies each operation or event that is part of a task and needs to be distinguished from the point
of view of the X-Trace framework. It is a 4 or 8 bytes in length, depending on the setting of the flags bit 3. The
value is interpreted as an opaque string of bytes, not as a number, and needs to be unique unique within the
context of a task.

If the OpId length is 4 bytes, the version can be set to 0 or 1. The table below specifies how implementations of
versions 0 and 1 of the X-Trace metadata specification treat the different settings of the OpId length field.

Version OpIdLen OpId Version 0
Impl.

Version 1
Impl.

0 0 4 bytes ok ok
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Version OpIdLen OpId Version 0
Impl.

Version 1
Impl.

0 1 INVALID METADATA fail fail

1 0 4 bytes fail ok

1 1 8 bytes fail ok

If ChainsIds are being used as options to capture the concurrency structure of a task, then the OpId needs to be
unique only within the context of a ChainId.

2.4 Metadata Length

Given these three mandatory fields, the smallest well-formed X-Trace metadata is 9 bytes long, comprising the
flags field, a 4-byte TaskId, and a 4-byte OpId. As two examples, in hex representation, a well-formed and valid
X-Trace metadata can be 00 01020304 03030303 (with spaces added between the fields for clarity). The smallest
well-formed, invalid X-Trace metadata is 00 00000000 00000000. Note that if the OpId length is set to 4, the
settings of version to 0 or 1 are both valid.

The maximum size is 1 + 20 + 8 + 1 + 255 = 285 bytes, but so far we have seen very little use of options, and no
long options have been defined.

2.4 Optional / Extended fields

The option bit in the Flags field indicates the presence of optional or extension fields in the metadata.

2.4.1 Options Length

To make determining the size of the XTR-Md easier, there is a Length field that contains the length of all options
combined, in bytes. This length does not include the length field itself. Thus, for determining the total length of
an X-Trace metadata with options, one would add:

1 (flags) + (length of TaskId) + (length OpId) + 1 (OptionsLen byte) + OptionsLen.

If present, the options length field MUST NOT be set to 0. If there are no options, the O bit in the Flags field
MUST be set to 0.

2.3.1 Option Format

Following the Options Length field, there may be one or more options. Options have a Type field, represented by
one byte.

If the type is 0, it is a no-option type. The option of type 0 has a total length of 1 byte, and no body. Option type
0 MAY be used for padding, when it is more efficient or not possible to include arbitrary-length byte fields in
protocols. It MUST only occur at the end of the options list. Implementations MUST NOT try to parse options
past the first type 0 option.

No-option option format

Type: 1 byte (0)

If the option type is not 0, i.e., between 1 and 255, then the option is a normal option, and follows the option
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format below:

Normal option format

Type: 1 byte (1-255)

Length: 1 byte (0-253)*

Payload: Length bytes

The length only includes the size of the payload. Because of the total length of all options being limited to 255
bytes, the maximum length of each option can be at most 253 bytes (because of the type and length fields of the
option itself. It there are more than one options, then the maximum length of each will be correspondingly
smaller.

3. X-Trace Metadata Text Representation

For text-based protocols (ASCII, Unicode), like HTTP, SIP, or email, for example, X-Trace Metadata is
represented as a the hexadecimal string of the successive bytes in the binary representation. The characters A to F
SHOULD be represented in CAPITAL LETTERS, but implementations SHOULD be tolerant to non-capital
letters. Each byte MUST be 0-padded and thus represented by two characters each.

4. Propagation

For the propagation of the X-Trace metadata, a node implementation will generate a unique OpId and replace the
OpId of the previous operation(s) that happened before the current one. The TaskId MUST remain the same. So
that the graph remains connected, every time a new OpId replaces a preceeding one, this binding MUST be
registered in a report.

How specific options are propagated will depend on the semantics of each option. How each option is propagated
is part of the option's specification. However, if an implementation doesn't know how to propagate a specific
option, it MUST copy the option to any new metadata it generates based on the current one.

Figure 1 below shows an example of a simple HTTP transaction through a proxy that propagates X-Trace
Metadata across layers and operations of the task. In the figure, (a) represents an OpId, and <T,a> represents
metadata with TaskId T and OpId a.

   +--------+                                      +--------+
(a)| HTTP   |           <T,a>                   (b)|  HTTP  |    <T,b>
   | Client | ...................................> | Proxy  | ............>
   +--------+                                      +--------+
       |                                            ^     |
       | <T,a>                               <T,d>  |     |     <T,b>
       \/                                           |     \/  (e)
    +--------+         <T,c>             (d)+--------+   +--------+ <T,e>
 (c)|  TCP   |.............................>|  TCP   |   |  TCP   |........>
    +--------+                              +--------+   +--------+
        |                                       ^           |
        |                                       |           |  <T,e>
        \/  (f)                (g)              |  (h)      \/   (i)
     +--------+  <T,f>   +--------+ <T,g>   +--------+    +--------+ <T,i>
     |  IP    | -------->|  IP    |-------->|  IP    |    |  IP    |------->
     +--------+          +--------+         +--------+    +--------+

                               Figure 1.
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Appendix: Change Log

Changes marked with a '*' mean changes that have implementation implications. Otherwise changes just refer to
the document (fixes and clarifications). The versioning reflects this: minor numbers will change with at least one
'*' change, e.g., from 1.2.x to 1.3.0.

2.1.1 - minor changes and fixes

2.1.0 - * upgraded the Metadata version to 1, backwards compatible with version 0.
This update introduces variable length OpId field (4 and 8 bytes).

2.0.0 - major revision of the X-Trace metadata format, simplifying the metadata contents and propagation.

1.3.1 - added change log. fixed section numbering

1.3.0 - ! added a length byte to the destination field

1.2.1 - fixed typo in the mask for the task id length of 20 bytes: was 0x0C, should be 0xC0

1.2.0

! added invalid XTR id
updated the description example to have 4-byte tree info operation ids
Added sentence to cover propagation operations on metadata with no tree info.
fixed typo and clarified IdLen flags
added reference to NSDI paper


